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Foreword

The text of document 57/812/FDIS, future edition 2 of IEC 60870-5-104, prepared by IEC TC 57, Power
systems management and associated information exchange, was submitted to the IEC-CENELEC
parallel vote and was approved by CENELEC as EN 60870-5-104 on 2006-09-01.

This European Standard supersedes EN 60870-5-104:2001.

The main changes with respect to EN 60870-5-104:2001 are as follows: improvement of the sequences
and interoperability of the protocol and addition of new functions for the handling of redundant
connections.

The following dates were fixed:

— latest date by which the EN has to be implemented
at national level by publication of an identical
national standard or by endorsement (dop) 2007-06-01

— latest date by which the national standards conflicting
with the EN have to be withdrawn (dow) 2009-09-01

Annex ZA has been added by CENELEC.

Endorsement notice

The text of the International Standard IEC 60870-5-104:2006 was approved by CENELEC as a European
Standard without any modification.

Foreword to amendment A1

The text of document 57/1613/CDV, future IEC 60870-5-104:2006/A1, prepared by IEC/TC 57 "Power
systems management and associated information exchange" was submitted to the IEC-CENELEC
parallel vote and approved by CENELEC as EN 60870-5-104:2006/A1:2016.

The following dates are fixed:

o latest date by which the document has to be implemented at (dop) 2017-05-18
national level by publication of an identical national
standard or by endorsement

e latest date by which the national standards conflicting with (dow)  2019-11-18
the document have to be withdrawn

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CENELEC [and/or CEN] shall not be held responsible for identifying any or all such
patent rights.

This document has been prepared under a mandate given to CENELEC by the European Commission
and the European Free Trade Association.

Endorsement notice

The text of the International Standard IEC 60870-5-104:2006/A1:2016 was approved by CENELEC as
a European Standard without any modification.
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INTRODUCTION

IEC 60870-5-101 provides a communication profile for sending basic telecontrol messages
between a central telecontrol station and telecontrol outstations, which uses permanent
directly connected data circuits between the central station and individual outstations.

In some applications, it may be required to send the same types of application messages
between telecontrol stations using a data network containing relay stations which store and
forward the messages and provide only a virtual circuit between the telecontrol stations. This
type of network delays messages by varying amounts of time depending on the network traffic
load.

In general, the variable message delay times mean that it is not possible to use the link layer
as defined in IEC 60870-5-101 between telecontrol stations. However, in some cases it is
possible to connect telecontrol stations having all three layers of the companion standard
IEC 60870-5-101 to suitable data networks using Packet Assembler Disassembler (PAD) type
stations to provide access for balanced communication.

In all other cases this companion standard, which does not use the link functions of
IEC 60870-5-101, may be used to provide balanced access via a suitable transport profile.
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TELECONTROL EQUIPMENT AND SYSTEMS -

Part 5-104: Transmission protocols —
Network access for IEC 60870-5-101 using
standard transport profiles

1 Scope and object

This part of IEC 60870 applies to telecontrol equipment and systems with coded bit serial data
transmission for monitoring and controlling geographically widespread processes. It defines a
telecontrol companion standard that enables interoperability among compatible telecontrol
equipment. The defined telecontrol companion standard utilizes standards of the IEC 60870-5
series. The specifications of this part present a combination of the application layer of
IEC 60870-5-101 and the transport functions provided by a TCP/IP (Transmission Control
Protocol/Internet Protocol). Within TCP/IP, various network types can be utilized, including
X.25, FR (Frame Relay), ATM (Asynchronous Transfer Mode) and ISDN (Integrated Service
Data Network). Using the same definitions, alternative ASDUs (Application Service Data Unit)
as specified in other IEC 60870-5 companion standards (for example, IEC 60870-5-102) may
be combined with TCP/IP, but this is not described further in this part.

NOTE Security mechanisms are outside the scope of this standard.
2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

IEC 60870-5-3:1992, Telecontrol equipment and systems — Part 5: Transmission protocols —
Section 3: General structure of application data

IEC 60870-5-4:1993, Telecontrol equipment and systems — Part 5: Transmission protocols —
Section 4: Definition and coding of application information elements

IEC 60870-5-5:1995, Telecontrol equipment and systems — Part 5: Transmission protocols —
Section 5: Basic application functions

IEC 60870-5-101:2003, Telecontrol equipment and systems — Part 5-101: Transmission
protocols — Companion standard for basic telecontrol tasks

IEC 60870-5-102:1996, Telecontrol equipment and systems — Part 5: Transmission protocols
— Section 102: Companion standard for the transmission of integrated totals in electric power
systems

ITU-T Recommendation X.25:1996, Interface between Data Terminal Equipment (DTE) and
Data Circuit-terminating Equipment (DCE) for terminals operating in the packet mode and
connected to public data networks by dedicated circuit

IEEE 802.3:1998, Information technology — Telecommunications and information exchange
between systems — Local and metropolitan area networks — Specific requirements — Part 3:
Carrier sense multiple access with collision detection (CSMA/CD) access method and
physical layer specifications





