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Foreword

This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities, UM TS identities or
GSM identities. These should be interpreted as being references to the corresponding ETSI deliverables.

The cross reference between GSM, UMTS, 3GPP and ETS! identities can be found under
http://webapp.etsi.org/key/queryform.asp.

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

ETSI


https://ipr.etsi.org/
http://webapp.etsi.org/key/queryform.asp
http://portal.etsi.org/Help/editHelp!/Howtostart/ETSIDraftingRules.aspx

3GPP TS 29.273 version 13.2.0 Release 13 3 ETSI TS 129 273 V13.2.0 (2016-03)

Contents

Intellectual Property RIGNES.... ..ottt e b e s 2
0 (=117 0 (o R 2
MoOdal VErDS EMINOIOQY .......ccveieeieieece sttt ettt e e e s re s aeeaesbeeaeesbesreensesaeensessesneenseseeeneensessens 2
(01T o OO 10
111070 [0 (o (o] o R 10
1 o010 R 11
2 ST (10 =< R 11
3 Definitions, symbols and abbreViationsS ............ccoeeeeiieiere et 13
3.1 (DL 1 a1 (0] TR TRRROTRR 13
311 (1= 01 - | OSSOSO 13
3.1.2 Handling of INfOrmation EIEMENES .........cuveiiiieicece ettt et ne e s 13
3.2 ADDIEVIBLIONS ...ttt e et e st e st e e st e e e abe e s beeeaseesabeeeaaeesabeeabeesbeeeneeebeeeaneeeareeenneeeans 14
4 T = U 1= o ] oo R 14
4.1 FUNCEIONAITTY ...ttt bt bt b bbb bbbt e b bt s e st bt b et b b e e nb e e e ens 14
41.1 (1< 0= | TR 14
4.1.2 PrOCEAUIE DESCIIPLIONS......eveueeteiteeete sttt ettt b ettt b e bbbt b e bt b e s bt e bbbt b e se et eb e b et eb e b 15
4121 SWa Authentication and AUthorization ProCEAUIE.............ureeririierireere e 15
41211 (1< 01 = TP 15
41212 3GPP AAA Server Detailled BENAVIOU ..........c.coceeieeiiiiieicee et et ete e seesree e e steenseseesseesseesseenneens 16
41213 3GPP AAA Proxy Detailed BENAVIOUT...........ccceieiiiiicicieece et ae ettt sae e nnens 17
4122 SWaHSSAAA INItIAted DEIACH ........eovviieecee ettt et e sbee b e srees 17
4123 SWa Non-3GPP Access Network [nitiated Detach............ccooiviiiiiiiiiecce e 17
4124 SWa Re-Authentication and Re-Authorization ProCedUre...........cccooveeeeeiieecee ettt 17
41241 (1= 0C - OSSR 17
41.24.2 3GPP AAA Server Detailled BENAVIOUI ...........cueeceieiieceiee et steeeetee e stee e s eeveeebeesbesenree s 19
4.1.24.3 3GPP AAA Proxy Detailed BENAVIOUN...........cccoiriieiriiieeeree e 19
4.2 ProtOCOI SPECITICALTION ....c.veueevireieet sttt b b et b et s et b e bbbt e ens 19
421 (1< 0= | TR 19
422 (O00] 1011107101 ST TR 20
4221 Commands for SWa authentication and authorization proCedures.............ccovvereereneineneseseeees 20
42211 Diameter-EAP-Request (DER) COMMANG ..........ccoueiierieierie e seeseee e esse e sseessaesee e esseenaesneesnes 20
42212 Diameter-EAP-Answer (DEA) COMMANG .........ccuviieiieiiesiesie et see et eee e see e saeesae e snes 20
4222 Commands for SWa HSSAAA Initiated DEtaCh............cooceiiiiiiiee e 21
4223 Commands for Untrusted non-3GPP Access network Initiated Session Termination ...........c.cceeeevens 21
4224 Commands for SWa Re-Authentication and Re-Authorization Procedures............ccccoeviveeeieevveenineenns 21
42241 Re-Auth-Request (RAR) COMMEAN........ccccoiiieiieriese et see e e st te e e teeae e snes 21
4.2.24.2 Re-Auth-Answer (RAA) COMMEANG......c.ciiriiiriiieiiriesieierte et se b enes 21
4.2.24.3 Diameter-EAP-Request (DER) COMMENG.........coiiuiriieirierieesieeeiesiesee s 21
4.2.24.4 Diameter-EAP-ANswer (DEA) COMMENT .......c.ciuiriiuiriirieiriereeesieseeiesie e sneeenas 21
423 a1 ga 0= (o gl = =00 = 01 £ OO 21
4.2.4 SESSION HANAIING ...ttt et b bbb e bt b se ekt b et b e s b e e et e sbeseebeebennenea 22
5 S I =S o ] (oo TS 22
51 0101 o =2 22
5.1.1 (1= 01 - | OO O S PRPP 22
5.1.2 L Ters o (U1 0= TS o o (o) 22
5121 STaAccess Authentication and AUtNOTIZALION. ...........oocvieiceeieece e et sree e e eeaee e 22
51211 (1< 0= = TS RTR R TT 22
51212 3GPP AAA Server Detailled BENAVIOUI ...........ueeevieiieceiee ettt eetee e stee et seeveeeteesbeeenree s 31
51213 3GPP AAA Proxy Detailed BENAVIOUN ...........cccoiriiiiiriiiecseeeresie e 35
51214 Trusted non-3GPP access network Detailed BENAVIOUF ...........ccueeeceeeivieeciee et 36
5.1.2.2 HSS/AAA INitiated DEACH ON STa.....cciiciiciiciieriecte ettt ettt et re e s esbeesbeenbeenbesbaesreesreesrees 37

ETSI



3GPP TS 29.273 version 13.2.0 Release 13 4 ETSI TS 129 273 V13.2.0 (2016-03)

51221
51222
51223
5123
51231
51232
5.1.233
51234
5124
51241
51242
51243
5.2
521
522
5221
52211
52212
5222
52221
52222
52223
52224
5223
52231
52232
52233
52234
52235
5.2.2.3.6
5224
52241
52242
523
5231
5232
5233
5234
5235
5236
5.2.37
5238
5.2.39
5.2.3.10
52311
52312
52313
52314
52315
5.2.3.16
52317
52318
5.2.3.19
5.2.3.20
52321
5.2.3.22
5.2.3.23
52324
52325
5.2.3.26
5.2.3.27
52328

GBNETEL ...ttt bbb e bR bR R e n e et et e Re bt e be b e he e e e e nnen 37
3GPP AAA Server Detailed BENAVIOUN ..........cceiiiieiriiiecseecse st 38
3GPP AAA Proxy Detalled BENAVIOUN...........ccciiiiieiriiiecseeses e 39
STaRe-Authorization and Re-Authentication ProCeAUIES.............ccooeiiiirireeieece e 39
GBNETEL ...ttt h e R Ee bR Rt e n e et et et Rt bt eheehe e e enenren 39
3GPP AAA Server Detailed BENAVIOUN ..........ccciiirieiriiiec e 46
3GPP AAA Proxy Detailed BENAVIOUN ...........cccoiriiiririiiecieeree e 46
Trusted Non-3GPP Access Network Detailed BENaVIOU ..........cccooiiereeierere e 47
Non-3GPP Access Network Initiated Session TErMIiNatioN..........cccooeveriereeeeierese e 47
GENEIAl ...ttt ettt ettt e et e et e e be e be e beeee et e ehe e be e be e beeateaaaeaheesaeebeetesanesaeeereenteereans 47
3GPP AAA Server Detailed BENAVIOU ...........coveiieiiiciecieciecteeete ettt esaeesneenneens 48
3GPP AAA Proxy Detalled BENAVIOUN...........ccciiiiieiriiiecseeses e 48
o 0Tore IS = 1 o= 1o o 48
GBINENEL ...ttt b e h e bR R R R k£ e E e R e R SR e Rt Rt Rt et e b et Rt ebesaeenne s enras 48
(O00] 1011 07100 LSOO TSSOSO PP USSP 49
Commands for STa PMIPv6 or GTPv2 authentication and authorization procedures..............ccccveen.... 49
Diameter-EAP-Request (DER) COMMEANG ..........ccoueiienieiirie e seeseeesteeste e sseessee e e e seesaesneesnes 49
Diameter-EAP-ANnswer (DEA) COMMENT .......c.ciuirieuiiirieineneeiesieseeiesie s see s sneeenes 50
Commands for STaHSS/AAA Initiated Detach for Trusted NON-3GPP ACCESS ......ccccevereeeereennneiens 50
Abort-Session-Request (ASR) COMMENG .......c.coiiriiiiiriiinerieeee et seere s 50
Abort-Session-Answer (ASA) COMMENG .......ccoeriririiriierereeese et ere s 51
Session-Termination-Request (STR) COMMANG .........oceiiirieiririeeresees et 51
Session-Termination-Answer (STA) COMMENG ......covriiiririiireree e 51
Commands for Re-Authentication and Re-Authorization Procedure............c.coooveveiiiineeieiesesenns 52
Re-Auth-Request (RAR) COMMEAN........ccccoiiieiieriese et see e e st te e e teeae e snes 52
Re-Auth-Answer (RAA) COMMANG.......cccuiieieeieere e ee s e st sre e e e sre e re e e beesaessaesneesnes 52
AA-Request (AAR) COMMEN .......c.eccuiiiieieeieseee e e seesae et et e e sraesreesreesreenreeneesanesnes 52
AA-ANSWEr (AAA) COMMANG. ... .coiiiiiiiieieeieseese e ee e s e s e e e se e te e e essessaesseesseesreesseeneesnnesnes 53
Diameter-EAP-Request (DER) COMMANG ..........c.cooueiienieieriesee e seeesieesse e seessaesee e essesaesneesnes 53
Diameter-EAP-ANsSwer (DEA) COMMENT .......c.couirieuiririeiriereeesie et seeeenes 53
Commands for Trusted non-3GPP Access network Initiated Session Termination...........ccccceceveerenens 53
Session-Termination-Request (STR) COMMANG .........ocueiiirieiririeeeesees e 53
Session-Termination-Answer (STA) COMMAENG ......covruiiririiirereee e 54
INFOrMALION EIEMENES ...ttt e s e e s ae et e e areeaeeebeesbaesteesbe e beebeennesnneeans 54
GBNETEL ...ttt h b bRt e e R eE R R e ae et e e R e e R e Re R e beeheehe e e nnennens 54
M ODIE-NOUE-TABNEITIEN ... et e e bbb e 56
MIPG-FEBLUINE-V ECLOT .......c.veeeeeieeieeie sttt ettt ettt e e e e e s me e s neenneenneennesnnennnenneenneas 56
(0 10 S 3 =0 7= o 11 2SS 57
SEIVICE-SEIECTION ...ttt h ettt e et bt bbbt et e e e e e st e ee e b e se e besbeeb e e e enneneens 57
T I 8/ o TSSO 57
N AN SRS 57
N YT TSRS 57
ANCTIUSIE ...ttt e e e e et e st e s aeesae e be e beeabeeatesaeesbeesbeesaesnsesasesanesaeesseateensenns 57
FEAUNE-LISI-ID AV Pttt sttt sttt st st s b st eseesesbesaesesae e etesaeseesesteseenens 58
FEALUNE-LISE AV P .ottt ettt et e s e e s he e ste e sbeebeeateeaeeeaeebeeateeatesaeesaeesreesanas 58
IMIIP-FA-RK .ottt sttt e et st s e s st e saeseebesaeseebesaeseebesaeseebeseetesbe s eseseeneesentennenens 58
IMITP-FA-RK=SPL ...ttt sttt et sttt sttt e s e et e st et et e se e e ebesee e ebesaeneesesbeneenens 58
FUIT-NEIWOTK-NEIMIE ...ttt h bbb s bbbt bt et et e se e s e besbesbe e e ennennen 58
SNOPt-NEIWOIK-INEIMIE. ...ttt b e bttt e e e besbeseesbesbesbe e e enneneea 58
RV oL OSSP 58
RV oL OSSP 58
AT T o g ) 1 OSSR 58
TrANSPOIT-ACCESS-TYPR..... ettt e e s s e s a e e s r e b e a e n e e s n e 59
DER-FIAGS. ..+ttt ettt b et b et b e b e bt b e e bt h e e bt e b e e bt e e e bt R et bt R e bt e b e ene 59
DEA-FIBOS ..ottt ettt b bbb bt b e h e e bR e b b e Rt b e bt bt eb e aene bt b neeneas 59
RS PR STPTR 59
HESSID ..o iteiete sttt sttt sttt ettt s b e e be st e se e s e s be e e b e s b e s e s e e be e es e et e e et e et e neesesae e eteate e eteeeeneenenrenrenens 59
ACCESS-INEIWOIK-TNTO ...t b ettt se e b b sae b e e e 60
TWAN-CONNECHION-IMOTE ..ottt et b et e et et bbb saeene e e nnas 60
TWAN-CONNECHIVItY-ParamMELENrS........cciieieesi e eetesteeste e e e see e s esre e sae et e e saesneesteesre e seeeesneesneesnes 60
(00T 1= o YT Y = LU 61
B I N G SRS 61

ETSI



3GPP TS 29.273 version 13.2.0 Release 13 5 ETSI TS 129 273 V13.2.0 (2016-03)

5.2.3.29 B ITAY 7 R O 2 Ao [0 (- 62
5.2.3.30 B ITAY A R O Yo (o[ 62
5.2.3.31 TWAN-S28-FallUrE-CaUSE.......ccceie ittt ettt es et s et s st e s s s b e ebe s s s beesbe s e sbessabeseabesssbessabessnrenan 62
5.2.3.32 Y T2 Tor O i e T 4! TR 62
5.2.3.33 R AT @ S S 63
5.2.3.34 (D o T0 AN o0t ol N o= SR 63
524 SESSION HANAIING ...ttt bbb e bt b se ekt b e e b e s b e e ebesbeseebeebeneenea 63
6 ST Lo D= o T (o o TSSOSO S SRR PR 63
6.1 FUNCEIONAITTY ...ttt bbbt b bbbt b bt b e se bt b e et bt b e bt b e e e bt e e ens 63
6.1.1 LT 1S =) R 63
6.1.2 L Ters o (U1 E= S TS o o (o) P 64
6.1.2.1 Trusted non-3GPP Access/ Access Gateway related ProCedUrES..........oovvvvereereesenie e see s 64
6.1.2.1.1 Trusted Non-3GPP Access Authentication and AUthOTiZation...........ccvvveecveeeiceeee e 64
6.1.2.1.2 HSS/AAA Initiated Detach for Trusted NON-BGPP ACCESS.......ccviiieeeee i 66
6.1.2.1.3 Access and Service Authorization information Update...........ccccvveeeriereecece e 66
6.1.2.14 Trusted non-3GPP Access Network Initiated Session TerminNation ..........ccceveeveeeeeeceeeeeeeeee s 67
6.1.2.2 Untrusted non-3GPP Access/ ePDG related proCEAUNES...........coereerierieierierieesie et 67
6.1.2.3 PDN GW rel@ted PrOCEUUNES.........cueitireeieetiieeieete sttt sttt et se et se et se et b se et ebesee e ebesae e ebesbeneenens 68
6.2 ProtOCOI SPECITICALTION ....c.viueetireiecterteet ettt bbb et b et e et b st b b e eb e e e ens 68
6.2.1 (1< 0= | TR 68
6.2.2 (O00] 1011107116 ST TR 69
6.2.2.1 Commands used in connection With the STAINEITACE .....cc.vev i 69
6.2.2.1.1 Commands for STa PMIPv6 or GTPv2 authentication and authorization procedures.................... 69
6.22.1.1.1 Diameter-EAP-Request (DER) COMMANG .........ccveuieiieiiiiesee e eiesee e ssee s esse e sse e sneas 69
6.2.2.1.1.2 Diameter-EAP-Answer (DEA) COMMANG.........cccoveiieiieeiiseesee e e esie e e e e e eseeee e sneas 70
6.2.2.1.2 Commands for STaHSS/AAA Initiated Detach for Trusted non-3GPP ACCESS.......ccoeeevveeeevveennn. 70
6.2.2.1.3 Commands for STa Access and Service Authorization Update Procedure............ccoeevinenrenienenn 70
6.2.2.14 Commands for Trusted non-3GPP Access network Initiated Session Termination ..............c.e....... 70
6.2.2.2 Commands used in connection With the SWM iNtETaCE. ........coceeee e 70
6.2.2.3 Commands used in connection With the SBD INTEITACE. ..........ooicuie i 70
6.2.3 INFOIMELTON BIEIMENES ...ttt ettt e st e e et e e e s et e e e s st e e e s e seeeesbesessssbeeessssensssassnesssnsenessanes 71
6.2.3.1 (1< 01C = TSR 71
7 S el L= ot T oL (o) SR 72
7.1 0101 o =2 72
7.1.1 LT 1S =) T 72
712 PrOCEAUIES DESCIIPLION ...ttt sttt b ettt bbbt b e bbbt b e bbb e se et ebesb et b b 73
7121 Authentication and AUthOriZation PrOCEAUIES ..........cooicuiii ettt eer e st e e e e saa e e s eaneas 73
71211 (1< 0= = TSR R TR 73
7.1.21.2 3GPP AAA Server Detail€d BENAVIOUN ............ooiiiiie ettt eeee ettt sae e s s naeee e 76
71213 3GPP AAA Proxy Detailed BENAVIOUN...........cccoiriiiiiriiiecsieere e 78
71214 EPDG DELAl A BENAVIOUF ........eeeeieeeee ettt ettt sttt e s e et e e e e e ae e e s s eba e e s s sab e e e seseesssssneessasseneean 78
7122 AULNOIIZALTION PrOCEAUIES........cceeeee ettt ettt e e et e e e e s st e e s e e abe e s s sabeeessabaeeeennbaeessanneas 79
7.1.22.1 (1< 1< =) 79
7.1.2.2.2 3GPP AAA Server Detaill&d BENGVIOU .........coueieuiiiiieecciie ettt ettt ssbessbe s sbessnree s 82
7.1.2.2.3 3GPP AAA Proxy Detailled BENAVIOUT...........ccceieiieiecicieece sttt e ettt sae e nnens 82
7.1.22.4 EPDG DEAll €0 BENAVIOU ...ttt ettt sttt sbe e s s baesbe s s besebesssbessabessabessnben s 82
7.1.23 ePDG Initiated Session TErmination PrOCEAUIES ..........vuee ettt e et esarae s s 83
71231 (1< 0= = TSRS 83
7.1.2.3.2 3GPP AAA Server Detail€d BENAVIOT ..........ocueiieeieee ettt e st e et s s sean e s s eraeeeean 83
71233 3GPP AAA Proxy Detailed BENaVIOr ..........cociiiiiiiiieesieeeiee e 84
7124 3GPP AAA Server Initiated Session Termination ProCEAUIES.............cooocueiiieceie e eeeee s 84
71241 (1< 01 = [T 84
7.1.2.4.2 3GPP AAA Server Detaill€d BENGVIOU .........c.ueieiiiiieccee ettt et s ves e ssve s b s sbessnree s 85
7.1.2.4.3 3GPP AAA Proxy Detailled BENAVIOUT...........ccceieiieiecicieece sttt e ettt sae e nnens 85
7.1.25 Authorization Information Update PrOCEAUIES ............ecceiee et ens 85
7.1.25.1 LT 1< =) TR 85
7.1.25.2 3GPP AAA Server Detaill&d BENGVIOU .........c.ueeeuiiiiteecie ettt st ssbes b s sbessnree s 86
7.1.25.3 EPDG DELAl €0 BENAVIOU ...ttt sttt st s sbae s b e s s beseabesssbessabessabessnben s 86
7.2 ProtOCOI SPECITICALTION ....e.viueeviieeect ettt b et bbbt e et b b e bt b e eb e e ens 87
7.2.1 (1< 0= | TR 87

ETSI



3GPP TS 29.273 version 13.2.0 Release 13 6 ETSI TS 129 273 V13.2.0 (2016-03)

722 (O00] 1014 07100 LSOO OSSO P PR URRSRSTP 87
7221 Commands for SWm Authentication and Authorization ProCedures............c.covevereeeeneenieneseseneenens 87
72211 Diameter-EAP-Request (DER) COMMEANG ..........c.cocueiierieieriesee e seeseeesse e sessraesee e essesaesneesnes 87
72212 Diameter-EAP-Answer (DEA) COMIMANG .........ccuviieiieiieiiesie e e se et eee e sae e saeesaeseesnes 88
7.2.2.1.3 Diameter-AA-Request (AAR) COMMANG .......ceeiieiieiieiie e sieesieesee e e e ere e see e esaeesaesneesnes 88
72214 Diameter-AA-Answer (AAA) COMMENG........cueiieieieseeseeseese e e e e ssaesree e e saeesaeseesnes 88
7222 Commands for ePDG Initiated SeSSion TErMINGLON .........cceeeieieierese e 89
72221 Session-Termination-Request (STR) COMMANG .........coeiiiriiirireeeesiee e 89
72222 Session-Termination-Answer (STA) COMMENG .......ooiviiririeirerieee e 89
7.2.2.3 Commands for 3GPP AAA Server Initiated Session TErMIiNatioN..........ccooevererenieneeeneeeeeeseee e 89
72231 Abort-Session-Request (ASR) COMMENG .......c.coiiriiiiiriiinerieeee et seere s 89
7.22.3.2 Abort-Session-Answer (ASA) COMMENG .......eeuieireiereesee e se e eee e e e es e re e eesneesraesreesnes 90
7.2.2.3.3 Session-Termination-Request (STR) COMMEANG ..........ccoiieiieieeie e eee e sre e e 90
72234 Session-Termination-Answer (STA) COMMANG ......ccecveieeiiereee e sre e e e e e eneeens 90
7224 Commands for Authorization Information UPAate ...........cccveeieeerienieie e 91
7.224.1 Re-Auth-Request (RAR) COMMEAN........cccociiieeiieiieie et see e e et e ae e e 91
72242 Re-Auth-Answer (RAA) COMMANG.......ccciiieieeiiere e se st e ste e e e e re e e re e ssaesnnesnes 91
723 INFOrMELTION ELEBMENTS ...ttt ettt et e s e e beseesbesaeen e e eeseesbesaeeseeneenseneens 91
7231 LT 07 P RRRSTUSR 91
7232 L= 00 IS NV S RSSN 93
7.2.33 FEALUPE-LISE AV P ..ttt ettt sttt et et e e e st e e seeebesaeene e e e nsesbesaeeseeneeneeneens 93
7234 EMErgenCy-INGiCaIION ........cc.oiiiiiieciee ettt b et b e bbbt b ene 93
724 SESSION HANAIING ...ttt b et bbbt b e b e b se bt b et bt s b e e ekt sbeseebesbennenea 93
8 SWWX DESCITIION ...ttt sttt sttt be st e b b s e et et et et e st e bt s beebene et e neenenresbenaennas 93
8.1 0101 o =2 93
811 (CT= 0T o SO SPPTSPPSN 93
812 PrOCEAUIES DESCIIPLION ...ttt sttt sttt sttt et b e bbbt b e et b e bbb e ne et b e s b et eb e b 9
8121 AUhENti CatION PrOCEAUIE...........ecueeeeierese sttt st ettt e e e eeseeseesbesneenee e eneees 94
81211 LT 01 | USRS 94
81212 Detail€d DENAVIOUF ..ottt st sre b e e e e e e e 97
8122 Location Management PrOCEOUIES...........cuiirieiiereeere ettt sttt st sb e et b e e sbe e b sresnenen 98
81221 LT 01 | USRS 98
8.1.2.2.2 UE/PDN Registration/DeRegistration NOtifiCation.............ccoveeieeceieesiese e 98
8.1.2221 (€T g1 - TSP 98
8.1.22.22 Detall€d DENAVIOUN .......c.oeeiiiieise et ens 100
8.1.2.2.3 Network Initiated De-Registration by HSS, AdmMiNiStrative ..........cccccvvveveeceecene e, 102
8.1.2231 LCTC g1 - OSSR 102
8.1.2.2.32 Detall€d DENAVIOUN .......c.oeeiiiieise et ens 103
8123 HSS Initiated Update Of USEr Profile.......c.coi i 103
81231 LT 07 RS 103
8.1.23.2 HSS Detailed DENAVIOUF ..........coiiieee e 105
8.1.2.33 3GPP AAA Server Detailed BEhaVIOUN ..........ccco i 105
8124 FaUlt RECOVENY PrOCEAUIES ......cue vttt sttt sttt sttt et sttt b et b e bt b et et b e 106
8.1.24.1 HSS RESEL INAICALION. ....c.eeeeiteieeiieie ettt st se et et saeseebesae e esesbeneenens 106
812411 LCTC g1 - OSSR 106
8.1.24.1.2 HSS Detalled DENAVIOUF ........ooveeiiieieeice ettt et st neeneas 107
8.1.24.1.3 3GPP AAA Server Detailed DEaVIOUN .........ccciiiiiiiee s 107
8.1.24.2 [ RS ST (=S o] = o o [T 107
8.1.24.21 LC T g1 - SRS 107
8.1.24.2.2 HSS Detailed DENAVIOUF ..........coiiieeee e e 109
8.1.24.2.3 3GPP AAA Server Detailed DENaVIOUF ..........coooiiiirieeee e 109
8.2 ProtOCOI SPECITICALION ....e.veueiveieeeite ettt ettt et b et b e et b et b sb et eb e s b e e enesbeneeneas 109
821 LT 1 PRSI 109
8.2.2 L0 41100 LSRR 109
8221 AUhENti CatION PrOCEAUIE........c..e ettt st se e et e e e se e teseeseesaeeneeneeneeneas 109
8.2.2.2 HSS Initiated Update of User Profile ProCedUIe...........cccueveeieeie e 110
8.2.2.3 Non-3GPP [P Access RegiStration ProCEAUNE...........cceeieeieeierie e see e ste et se e sreenne e 111
8.2.24 Network Initiated De-Registration by HSS ProCedUIe............cceveeiieiveeesieseeeee e 112
823 INFOrMELTION ETEBIMENTS ...t et b et b e ettt sb b b ene e e s 112
8.2.3.0 LC T o1 - OO SRRP SRR 112
8231 NON-BGPP-USEI-DEIA .....ccveieeuieieiieieie ettt sttt st sttt sttt st et et ste st sbesbe e sbesbesesbesteneebentenene 114

ETSI



3GPP TS 29.273 version 13.2.0 Release 13 7 ETSI TS 129 273 V13.2.0 (2016-03)

8.2.3.2 STl 01 o 101 o T L 0 USSP 115
8.2.3.3 NON-BGPP-IP-ACCESS.......c.eiuiteuiririeiisesreit sttt ettt b e b bt e bbbt e b e ne bt n bt nene s 115
8.2.34 NON-3GPP-IP-ACCESS-APN ..ottt bbbt b e 115
8.2.35 TN I Y/ o TSSO PE PSSPV STPUPTRTPTRSPTRON 116
8.2.3.6 SESSIONETIMEOUL......veveeeeresree ettt et r et et sr e b s e e r e s e e e r e sr e e b e nr e e er e nre e enenreneenennennenean 116
8.2.3.7 F N o NV R0 g 1o 101 o] o PSSR 116
8.2.38 AAINTD ettt bbbk b £ R R R £ R R R AR R R bRt bt bR ne b r e 116
8239 S AN 1 B 7= = o 116
8.2.3.10 CONFIAENTTAITTY-KEY ...ttt bbb e e b b ne e b b sneneas 116
82311 INEEGNTEY-KIBY .ttt b et bbbt ee bbbt b b 116
82312 Server-ASSIgNMENTE-TYPE AV P ...ttt b e et b e et b e et s r e b snenneneas 116
8.2.3.13 JLILCE o= 101 TSP 117
8.23.14 THACE-DELAL......ccveieciie e 117
8.2.3.15 FEAUME-LISI-ID AV Pttt ettt e bt 117
8.2.3.16 FEALUME-LISE AV P ...t et b et n bt b e 117
8.2.3.17 PPREFIAOS ...ttt b bbbt R bR s 118
8.2.3.18 TWAN-DefaUlt-APN-CONLEXE-I0.....ceiveiiiieiiririeeseesere e 119
8.2.3.19 TWAN-ACCESS TN .ttt a et e e te s eesbesaees e e e eneeseessesbesaeeneeneenseneens 119
8.2.3.20 ACCESS-AULNOT ZALION-FIAGS........eeeeiiieeet bbb bbb 119
8.23.21 P WA A = 0T S g [T o o RSP 120
8.23.22 OC-SUPPOIEO-FEALUINES.........eiteeeieetertee ettt sttt ettt bbb e bt b se e bt b e se bt sbese e st b ese et e sbe e ebesneneeneas 120
8.2.3.23 OC-OLR. ..ttt b et b e et b e e et b e s e e e eb e e e et eb e SR e e eb e sE e e bt eE e e bt s R et bt R e e ebenreneeneas 120
8.2.3.24 SGPP-AAA-SEIVEI-INAITIE. ......eitieie ettt ettt st et e sae e be e beeasesseesseesaeesbeeaseeneesnsesaeesseanseasenns 120
8.2.3.25 DIRMP .ttt b e h bR R R R R Rt R bR r s 120
8.24 17255 Lo T =0 | 1T o RS 120
8.3 User identity t0 HSS FESOIULION.........iiieieece ettt et e e e sreesaeeteenreentesneesnaesneas 121
9 S S oIz 0o I 2 L= o1 o o TSRS 121
9.1 FUNCEIONAITTY ...ttt b e et b et a bt e s b s e st b e st eb e s b et e b e e b e seebeebeseeneebeneeneas 121
911 LT 1 PPN 121
912 PrOCEAUIES DESCIIPLION ...ttt b et b et b et b et b bbb 122
9121 Authentication and Authorization Procedures when using DSMIPV6 ..........ccooovieiiinennccncneceee 122
91211 LT 07 RS 122
91212 PDN GW Deétailed BENAVIOUF .........coucuiiiieiierieteesietres ettt 125
91213 3GPP AAA Server Detailed BENAVIOUN ...t 126
91214 3GPP AAA Proxy Detail€d BENAVIOUN ...........covivireiirrieiesiee st 127
9.1.2.2 Authorization Procedures when using PMIPV6E OF GTPV2..........oooievieiiese e 127
91221 GENETAL ...ttt R Rt Rt R et e R e nes 127
9.1.222 PDN GW Deétailed BENAVIOUF .........ccueviiiieirisieiesietses ettt 130
91223 3GPP AAA Server Detailed BENAVIOUN ..........ccoo i 130
91224 3GPP AAA Proxy Detailed BEhaVIOUN ..o 131
9123 PDN GW Initiated Session Termination ProCeAUIES ..........coeeeeierere e 132
91231 LCTC 0T - ST PTRR 132
91232 PDN GW Detailed BENAVIOUF ..........coeieieieieiesese ettt s e e 132
9.1.233 3GPP AAA Server Detailed BENAVIOUN ...t 132
9.1.234 3GPP AAA Proxy Detail€d BENAVIOUN ...........cviiieiiirieiiesee st 133
9124 3GPP AAA Initiated Session Termination ProCEAUIES...........cccivreerireineneeeseseeesresee e sneeenens 133
91241 GENETAL ...ttt R Rt Rt R et e R e nes 133
9.1.24.2 PDN GW Deétailed BENAVIOUF .........ccvcuiiiieiiisieesiet et 134
9.1.243 3GPP AAA Server Detailed BENAVIOUN ...t 134
91244 3GPP AAA Proxy Detailed BENaVIOUN ..o 135
9125 Service Authorization Information Update ProCEIUES..........c.ciireirireeineneeeseseeiesee et 135
9.1.25.1 LT 07 RS 135
9.1.25.2 Detail€d BENAVIOUN ..ottt ettt s teeae b et e saesaeeneeneeneeneas 138
9.1.26 Authorization Procedures when using MIPVA FACOA ...t e 139
9.1.26.1 LC TS 0T - OO OSURPRPTRRO 139
9.1.26.2 PDN GW Deétailed BENAVIOUF .........ccueviiiieiisieieesietses et 140
9.1.26.3 3GPP AAA Server Detailed BENAVIOUN ...t 141
9.1.26.4 3GPP AAA Proxy Detail€d BENAVIOUN ...........cviiieiiirieiiesee st 142
9.2 o 0Tor e I = 1 o= 1o o S 142
9.21 (C1c 07 - PSSR U TSP P TSP PURSTPTRSTURON 142
9.2.2 LO00] 11011072100 LS PSPPSR 142

ETSI



3GPP TS 29.273 version 13.2.0 Release 13 8 ETSI TS 129 273 V13.2.0 (2016-03)

9221 Commands for S6b DSMIPVv6 AUthorization ProCEAUIES.............ooiiererineneeie e 142
92211 Diameter-EAP-Request (DER) COMMANG .........ccveiuieieiiesiesieeseesesaeseesreesseesseessesnsessssssaesseessens 142
92212 Diameter-EAP-Answer (DEA) COMMANG ........cooveiieiiieieiiesee e e eseesseeseesseesseesseese e ssaesseessens 143
9222 Commands for S6b PMIPv6, GTPv2 or DSMIPv6 Authorization Procedures............cooeveeeeeieneennne 143
92221 AA-Request (AAR) COMIMANG .......cooiiiiriiiiii ittt st sre e e e 143
92222 AA-ANSWEr (AAA) COMIMANG.......ccuiiiiriesiesteeeeesse st e st e se e te e etesaeseesreesseesseeaesseesneasseenseans 144
9.2.2.3 Commands for PDN GW Initiated Session TermMiNation ...........ccccveeereeeeeeneere e 145
92231 Session-Termination-Request (STR) COMMANG .........ooueiiirieirieerieeeese e 145
92232 Session-Termination-Answer (STA) COMMANG ......coorieiririeiririeerieree e 145
9.224 Commands for 3GPP AAA Server Initiated Session TErMiNation............ccoeveveeereeieesienene e 145
92241 Abort-Session-Request (ASR) COMMEANG .........coirriiirieine et 145
9.224.2 Abort-Session-Answer (ASA) COMMENG ........oceeiieiieieere e e e see e e e eeeseesree e eseeenseenneens 146
9.2.24.3 Session-Termination-Request (STR) COMMANG ........cccviieieeieeieere e e 146
9.224.4 Session-Termination-Answer (STA) COMMANG ........covvrieiieeiee e ee e eee s 146
9.2.25 Commands for S6b MI1Pv4 FACOA Authorization ProCedures............eeeeereneieneneeeeeee e 146
92251 AA-Request (AAR) COMIMENG .......oouiitiiiiieieiee sttt sb e s b b sbesbe e e e e eneas 146
9.2.25.2 AA-ANSWEr (AAA) COMMANG.......ccuiiieiieiieieeie e siee st e st e se e te e e ae e seesreesreesseaaesseesneasseenseans 147
9.2.26 Commands for S6b Service Authorization Information Update Procedures............c.oooeeveneeneneenens 147
9.226.1 Re-Auth-Request (RAR) COMMENG.........cooiiiiiriiiniereeiisie ettt ettt sbe s re s eene s 147
9.2.26.2 Re-Auth-Answer (RAA) COMMEANG........oiiiririeietiriere ettt sttt sre et ebe s se b seeeenens 148
9.23 INFOrMELTION ELEBMENTS ...ttt ettt e st et e e et e e aeeneeneeseesbesseene e e eneeses 148
9231 S60 DSMIPVE PrOCEAUIES. .......eeiueiteieeiiete sttt sttt et e et b e b bt eb b e bt sbeseebesae e ebesbeneeneas 148
92311 LT 07 RS 148
92312 ViSited-NetWOrk-1dentifier ........coooie e e 149
9.2313 VAo T BT PP PP PR PSTPO 149
92314 Yo o BT U VPP PRRSRSTP 149
9.23.15 RAR-FIAGS. .. .t bbb bbbt et e st sr e b neen et 149
9.2.3.2 SE6b PMIPV6 Or GTPV2 PrOCEAUIES........cecvieieeeieeiesieseesteesteesaeeteesaessaessaessaesseesseessesnsssnsssssesseensesnsenns 149
92321 GBNETEL ...t bbb R R bR R e e e bR e bR R bt ae et e 149
92322 IMIPB-AGENE-INFO ..ttt bbb b et b e 150
9.23.2.3 MIPB-FEBLUINE-V ECLOT ......c.eeitieteeie et sttt ettt et ae sttt beete s aeesaeesaeesae e bt emeesneeeneesneesaeesaeas 150
92324 (@01 0= o 7= o ] 1 YR 150
9.23.25 QDS RESDUITES .....c.uteeiteriee ittt e st ettt et ea e eaeeebeesbeesbeeaae e eesaeesaeeeaeeabeanbeenbeenbeembeeseebeebeebeenseeneeenes 150
9.2.326 OriginNatioN-TiME-SLAIM ....veeetertiieiertese ettt b e bt e bt e eb e b e eb s e e b e see e ens 151
9.2327 M aXTMUMEWAIT-THME. ...ttt b bbbt sb bbbt ae e e e ennas 151
9.233 SO RE-USEA DIAMELEN AVPS......oiiiiie ittt et e bt sb et be e e e 151
9.234 FEALUME-LISE-ID AV Pttt e b e bttt e et e et b saeebe e e 151
9.235 FEALUIE-LISE AV P ...ttt bbbttt et b e s bt b e e bt e st et e sb e b e saeene e e e e e 151
9.2.3.6 SBD MIPVA FACOA PrOCEAUIES ......ccueeveeeeeeieeeteeteeseesteesteesteesaeseesseesseesseesseeseesesnsessansaeesanesseenseensenns 152
9.236.1 GBNETEL ...t bbb R R bR R e e e bR e bR R bt ae et e 152
9.2.36.2 MIPB-AGENE-INTO ..ttt bbbt b et b et eb e 152
9.2.3.6.3 MIPB-FEBLUINE-V ECLOT ......ceeitieteeie et sttt ettt et ae et et et eetesaee s et e saeesae e bt emseenseeneesaeesaeesaeas 153
9.236.4 (@01 0= o 7= o ] 1 Y 153
9.2.3.6.5 QDS RESDUITES .....cuteeiieriee sttt et ettt et et e et e e ebeesbeesbe e aae e eesaeesaeeaaeeabeabe e beenbeembesaeebeebeebeenseeneeenns 153
9.2.36.6 Y N T S PP RS 153
9.2.36.7 IMITP-SESSION-KEY ...ttt ettt b et b e e i bt e bt b s et b e sb et e bt sbebesb e e ebesbennene s 153
9.237 DER-SBI-FIAgS.....c ettt bbb e 153
9.24 17255 Lo T =0 | 1T o S 153
10 Result-Code and Experimental-ReSUIt VEIUES..........c.cceeiiiiiiiiecee et 154
101 LT 0T U PRRRN 154
10.2 SUCCESS ...ttt ettt e bt ettt ae e bt e be e ke e teeae e sae e saeeeae e et Sas e eae e eh e e b e e m b e eaEeeaEeeReeSRe e eRe SRt e et enEeeneeeReeeheesheeereeeeenneenns 154
10.3 PErMENENE FAIlUIES..... .ottt ettt e e e st e e et e s eesaesaeeneeseeneeseseeseeseeeneeneeneaneeses 154
10.31 LT 1 PP RRRRRN 154
10.3.2 DIAMETER_ERROR_USER _UNKNOWN (500L)......ccceieiirierieereeieniereeseesieseeeeseeneeseessessesseeseeseeseeses 154
10.3.3 DIAMETER_ERROR_IDENTITY_NOT_REGISTERED (5003) ......cccceierirereeieeeeiesee e seeee e 154
10.34 DIAMETER_ERROR_ROAMING_NOT_ALLOWED (5004) .......cecteieeeeriinienieeieeeenie e seenee e 154
10.35 DIAMETER_ERROR_IDENTITY_ALREADY_REGISTERED (5005) .....ccccoctrereeienienieneeeeeeseeie e 154
10.3.6 DIAMETER_ERROR_USER _NO_NON_3GPP_SUBSCRIPTION (5450) ......ccccuereerierenenenienieseeeens 154
10.3.7 DIAMETER_ERROR_USER _NO_APN_SUBSCRIPTION (5451) ....ccceioiiinerenieeenie et 154
10.3.8 DIAMETER_ERROR_RAT_TYPE_NOT_ALLOWED (5452) ......cootiieeriieie s 155
10.39 DIAMETER_ERROR_LATE_OVERLAPPING_REQUEST (5453) .....ccoeiiririinieieiesie e 155

ETSI



3GPP TS 29.273 version 13.2.0 Release 13 9 ETSI TS 129 273 V13.2.0 (2016-03)

10.3.10 DIAMETER_ERROR_TIMED_OUT_REQUEST (5454) ......ocovititieeciese et sre st 155
104 TrANSIENE FAITUIES. .....ccutieciee ettt e e et e e st e e st e e steesabe e s beeeabeesaseesabeesnseesabeesateesabeesntaesnbeseseessenan 155
104.1 GBNETAl... .o cte ettt ettt ettt e et e e beesbe e s beeebeeaseaaeeeaeeebe e b e e b e e be e beaaeesReeaheeahe et eheeaheeabeebeebeeabeearenreesaes 155
Annex A (informative): Trusted WLAN authentication and authorization procedure................. 156
Al (7= 1= - OSSR 156
A.2 Call Flow for SCM and EPC-TOULEA BCCESS ........cccceiiiieeieecieeeireesiteeesteesteeseteessbeessseesbeesseesbeeseseessseeesseeesns 156
A3 Call Flow for MCM for EPC-routed access and/or NSWO ..........ooiiieiiie ettt eee et 159
A4 Call Flow for TSCM and EPC-TOULEA BCCESS........cccueeiiieeieciieecee e stteestee e steeesteessteeesseessbeessseesbessnesssseeenseesses 160
Annex B (normative): Diameter overload control mechanism ... 163
B.1 (1= 0TC - TSROSO 163
B.2 AT D QL 1=l = o= TSRO RTSOSRRPRNt 163
B.2.1 GBNETAl.....e ettt et ettt et e e e et e et e et e et e e aesae e saeeebe e beebeeateeha e b eeebe e be e beaabeaaeeeheeaheeabeebeeabeeateeareareenaees 163
B.2.2 [ S SY 01507 1Y/ o 11 OO 163
B.2.3 BGPP AAA SEIVEN DENAVIOU ......cveeitieeeee ettt et e e et e et s e ebeeebesenbeeenbesesnseesaeessnreesnres 163
B.3 ST AN ACE ..cvve ettt ettt e e bt e et e e et e e ebe e e e beeeebe s e bes e seesbeseseesnbesansesanbesansessnbesansesebeeeaseeesseeensenesns 163
B.3.1 (€7 1 - SR 163
B.3.2 BGPP AAA SEIVEN DENAVIOU ..ottt ettt ettt et e et e et s e ebeeebeseebeeenbesesnseesneeesnreesares 164
B.3.3 Trusted non 3GPP acCess NEIWOIK DENAVIOUN ..........couviieiieee ettt ettt e ere et sareeenees 164
B.4 S T 1= 1 = o =TSSR RTOOSRRPR 164
B.4.1 (1= 01 - | RSSO 164
B.4.2 3GPP AAA SEIVEN DENAVIOUL .......eeiiiiiciee ettt e e et e e sre e e be e e beeebee e sateesareesnreesares 164
B.4.3 PDIN-GW DENAVIOUF .....veeuviiiieieieitieitee ettt ettt etee st et e steestesaesaeesaeesbeebeeabeeabesssesbeesbeesaeessesanesasesseenseenrenns 164
B.5. AV L= N 1= = ol TSR RTSOSRRPRt 165
B.5.1 (1= 0T - | SRRSO 165
B.5.2 BGPP AAA SEIVEN DENAVIOU .......veeiivieceee ettt et e e et e et e e ebeeebeseebeeebesesnseeesteesnreesnres 165
B.5.3 untrusted NoN-3GPP access NEIWOIrK DENAVIOUN ..........ccuieiiveeeiee it sttt ceteeetee e etee et e e sreeeeresereeearee s 165
B.6 SN LN AR .ttt ettt ettt ettt e et e et e e bt e e be e e beesbesesessabesasesaatesasessatesansesenbessnesssseeensenesns 165
B.6.1 (€7 1 - SR 165
B.6.2 BGPP AAA SEIVEN DENAVIOU ..ottt ettt e e et e et seebeeebesenbeeenbesesnseeeneeesnreesnres 165
B.6.3 L DL C T o = T Vo1 OO 165
Annex C (Informative): Diameter overload control node behaviour .............cccoceieincincincienne, 166
Cl 11 (0o (UTex o] o [ OR 166
C.2 MeSSAgE PrONTIZALION OVEN SWWX ...ttt sttt ettt b et b bbb e bt b se bt b e e b e sbe e ebenbenneneas 166
C3 Message prioritisation over STa, SWM and SWa.......ccceivecieiiieiecesee sttt e e nnees 166
Cc4 Message PrioritiZation OVEr SBD.........ccciui it e s reesae e nteeneessaesneesraennnas 167
Annex D (nor mative): Diameter message priority MechaniSm ..........coeoeieieinieneneneseseeseeeeens 169
D.1 (TS 1= - TSR 169
D.2 SWa, STa, SWd, SIWM, SWX, SBD INLEITACES.......ccciiiiiece ettt et stae e e sbe e e enee e 169
Annex E (informative): ChangE NISLONY ..o s 170
[ T (PSPPSR 174

ETSI



3GPP TS 29.273 version 13.2.0 Release 13 10 ETSI TS 129 273 V13.2.0 (2016-03)

Foreword
This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.

Introduction

The present specification details the stage 3 work related to all 3GPP AAA reference points used by the different non-
3GPP accesses included in EPS; it will also cover H2 reference point defined in I-WLAN mobility.
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1 Scope

The present document defines the stage-3 protocol description for several reference points for the non-3GPP accessin
EPS.

The present document is applicable to:
e The SWareference point between an un-trusted non-3GPP | P access and the 3GPP AAA Server/Proxy.
e The STareference point between a trusted non-3GPP | P access and the 3GPP AAA Server/Proxy.
e The SWd reference point between the 3GPP AAA Proxy and 3GPP AAA Server.
e The SWx reference point between the 3GPP AAA Server and the HSS.
e The S6b reference point between the 3GPP AAA Server/Proxy and the PDN GW.
e The H2 reference point between the 3GPP AAA Server and the HA.

e The SWm reference point between the 3GPP AAA Server/Proxy and the ePDG.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

o References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

e For aspecific reference, subsequent revisions do not apply.
o For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including

a GSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.
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