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Intellectual Property Rights
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Foreword
This Technical Report (TR) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities, UMTS identities or
GSM identities. These should be interpreted as being references to the corresponding ETSI deliverables.

The cross reference between GSM, UMTS, 3GPP and ETS! identities can be found under
http://webapp.etsi.org/key/queryform.asp.

Modal verbs terminology
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"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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Foreword

This Technical Report has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document (together with three accompanying documents, [8], [9] and [10] describes the design rationale,
and presents evaluation results, on the Tuak algorithm set [5] — a second example set of algorithms which may be used
as the authentication and key generation functions 1, f1*, f2, 3, f4, f5 and f5*, e.g. asan aternative to MILENAGE.

2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or non-
specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including

aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[2] 3GPP TS 33.102: "3G Security; Security Architecture”, (available at
http://www.3gpp.org/ftp/specs/html -info/33102.htm).

[3] 3G TS 33.105 (V 3.4.0) (2000-07): "3G Security; Cryptographic Algorithm Reguirements
(Release 1999)".

[4] 3GPP TS 35.206: "3G Security; Specification of the MILENAGE al gorithm set: An example

algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, {3, f4, f5 and
f5*; Document 2: Algorithm specification”, (available at http://www.3gpp.org/ftp/Specs/html -
info/35206.htm).

[5] 3GPP TS 35.231: "3G Security; Specification of the Tuak algorithm set: A second example
agorithm set for the 3GPP authentication and key generation functionsfl, f1*, f2, 3, f4, f5 and
f5*; Document 1. Algorithm specification”, (available at http://www.3gpp.org/ftp/Specs/html-
info/35231.htm).

[6] 3GPP TS 35.232: "3G Security; Specification of the Tuak algorithm set: A second example
agorithm set for the 3GPP authentication and key generation functionsfl, f1*, f2, 3, f4, f5 and
f5*; Document 2: Implementers Test Data’, (available at http://www.3gpp.org/ftp/Specs/html -
info/35232.htm).

[7] 3GPP TS 35.233: "3G Security; Specification of the Tuak algorithm set: A second example
agorithm set for the 3GPP authentication and key generation functionsfl, f1*, f2, 3, f4, f5 and
f5*; Document 3: Design Conformance Test Data’, (available at
http://www.3gpp.org/ftp/Specs/html-info/35233.htm).

[8] "Security Assessment of Tuak Algorithm Set", Guang Gong, Kalikinkar Mandal, Yin Tan and
Teng Wu, included as an accompanying document to the present report (available at
http://www.3gpp.org/ftp/Specs/archive/35_series/35.935/SAGE_report/Secassesment.zip).

[9] "Performance Evaluation of the Tuak algorithm in support of the ETSI SAGE standardisation
group", Keith Mayes, included as an accompanying document to the present report (available at
http://www.3gpp.org/ftp/Specs/archive/35_series/35.936/SAGE_report/Perfevaluation.zip).

[10] "Performance Evaluation of the Tuak algorithm in support of the ETSI SAGE standardisation
group — extension report”, Keith Mayes, included as an accompanying document to the present
report (available at
http://www.3gpp.org/ftp/Specs/archive/35_series/35.936/SAGE_report/Perfeval uationext.zip).
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