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Foreword
This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities, UMTS identities or
GSM identities. These should be interpreted as being references to the corresponding ETSI deliverables.
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Modal verbs terminology
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provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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Foreword
This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document gives the stage 2 description of Lawful Interception within aPLMN for circuit switched systems
and GPRS. It does not address the interface between the PLMN and the LEA lawful intercepted product and related
information collection functions. Thisis outside the scope of the GSM standard.

The structure of the present document is as follows:
- clause 4 coversthe architecture of the interception system;
- clause 5 describes how interception is activated, deactivated and interrogated within the interception system;

- clause 6 describes how the system is provisioned, defines events at which interception takes place and what kind
of information is generated at each event;

- clause 7 provides brief descriptions of various intercept cases,
- clause 8 reviews security requirements for access to the interception system;
- annex A provides information flows to illustrate when intercepted traffic and related data is generated;

- annex B describes an interception system for GPRS. The annex is subdivided into 5 sectionsthat are identical in
structure to clauses 4 through 8, but applicable to a GPRS clause rather than a GSM circuit switched system.

2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

o References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

o For aspecific reference, subsequent revisions do not apply.

e For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] GSM 01.04: "Digital cellular telecommunications system (Phase 2+); Abbreviations and
acronyms'.

[2] 3GPP TS 41.033: "Digital cellular telecommunications system (Phase 2+); Lawful Interception
requirements for GSM".

[3] 3GPP TS 42.033: "Digital cellular telecommunications system (Phase 2+); Lawful Interception
stage 1".

[4] GSM 03.60: "Digital cellular telecommunications system (Phase 2+); GPRS Service description
stage 2".
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