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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential |PRs, if any, ispublicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword
This Technical Report (TR) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities, UM TS identities or
GSM identities. These should be interpreted as being references to the corresponding ETSI deliverables.

The cross reference between GSM, UMTS, 3GPP and ETS! identities can be found under
http://webapp.etsi.org/key/queryform.asp.

Modal verbs terminology

In the present document “should", "should not", "may", "need not", "will", "will not", "can" and "cannot" areto be
interpreted as described in clause 3.2 of the ETS| Drafting Rules (Verbal forms for the expression of provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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Foreword

This Technical Report has been produced by the 3@ Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

Y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document defines the complete Security Assurance Methodology (SECAM) evaluation process (evaluation,
relation to SECAM Accreditation Body, roles, etc.) as well as the components of SECAM that are intended to provide
the expected security assurance. It will thus describe the general scheme providing an overview of the entire scheme
and explaining how to create and apply the Security Assurance Specifications (SCASS). It will detail the different
evaluation tasks (vendor network product devel opment and network product lifecycle management process assessment,
Security Compliance Testing, Basic Vulnerability Testing and Enhanced V ulnerability Analysis) and the different
actorsinvolved. Enhanced Vulnerability Analysisis outside the scope of the present release of SECAM. The present
document will help al involved parties to have a clear understanding of the overall process and the covered threats.

The concrete security requirements will be part of the Security Assurance Specifications (SCASs) for each network
product class and not part of this overall process document. Some of the tasks described in the SECAM scheme are
meant to be performed by 3GPP, while other tasks are meant to be performed by the SECAM Accreditation Body. This
accreditation body has been agreed to be the GSMA. 3GPP maintains the overall responsibility for the SECAM scheme
and creates the SCASs. The SECAM Accreditation Body is tasked to devel op requirements on vendor network product
development, the network product lifecycle management process, and SECAM -accreditation for vendors and test
laboratories, and describe these requirements in separate documents that will complement the present document. The
SECAM Accreditation Body defines its own scheme that covers all these tasks.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

2] 3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture".

[3] void

[4] 3GPP TR 33.821: "Rationale and track of security decisionsin Long Term Evolution (LTE) RAN /
3GPP System Architecture Evolution (SAE)".

[5] 3GPP TS 33.102: "3G security; Security architecture".

[6] 3GPP TR 33.926: " Security Assurance Specification (SCAS) threats and critical assetsin 3GPP
network product classes’.

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions givenin TR 21.905 [1] and the following apply.
A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
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