BSIEC 62264-6:2020

BSI Standards Publication

Enterprise-control system integration

Part 6: Messaging service model

bsi.



BSIEC 62264-6:2020

BRITISH STANDARD

National foreword
This British Standard is the UK implementation of IEC 62264-6:2020. It
supersedes PD IEC/PAS 62264-6:2016, which is withdrawn.

The UK participation in its preparation was entrusted to Technical
Committee GEL/65/3, Industrial communications: process measurement
and control, including fieldbus.

Alist of organizations represented on this committee can be obtained on
request to its committee manager.

This publication does not purport to include all the necessary provisions
of a contract. Users are responsible for its correct application.

© The British Standards Institution 2020
Published by BSI Standards Limited 2020

ISBN 978 0 580 51732 7
ICS 35.100; 35.100.01; 25.040.99; 35.100.50

Compliance with a British Standard cannot confer immunity from
legal obligations.

This British Standard was published under the authority of the
Standards Policy and Strategy Committee on 31 July 2020.

Amendments/corrigenda issued since publication

Date Text affected




BSIEC 62264-6:2020

IEC 62264-6

Edition 1.0 2020-06

INTERNATIONAL
STANDARD

colour
inside

Enterprise-control system integration —
Part 6: Messaging service model

INTERNATIONAL
ELECTROTECHNICAL
COMMISSION

ICS 25.040.40; 35.100.70 ISBN 978-2-8322-8453-7

Warning! Make sure that you obtained this publication from an authorized distributor.

® Registered trademark of the International Electrotechnical Commission



BS IEC 62264-6:2020

-2- IEC 62264-6:2020 © IEC 2020

CONTENTS
O T T 1 I PP 6
LN I 2 1 1 L O 1 PN 8
1 ST e o] o 1T PO PP 11
2 NOIMAtiVE FEFEIENCES .. oeieiiei e 11
3  Terms, definitions, abbreviation, and conventions...........c.ccoiiiiiiiiin i 11
3.1 Terms and definifioNS .. ..o 11
3.2 ADDIEVIAtIONS L. 12
3.3 1070] 1V2=T 01 {To] o K- PPN 13
4 Overview Of the MSIM ... 13
4.1 Positioning of the MSM ... 13
4.2 ADbStract Service Model.... ... 14
4.3 Transaction models supported ..o 14
4.4 F N o] o] Te2=1 40 T o 1= Y= P 15
4.5 MSM ChaNNEIS ... e 15
4.6 MSM ChanNEl SEIVICES ....uiiiiiiiiiii ettt ees 16
4.6.1 Types of ChanNel SEIVICES ....c.uivniiii e 16
4.6.2 Channel management SErviCes ........o.oiiuiiiiiiiiii e 16
4.6.3 Publication channel ServiCes.........oooviuiiiiiiii e 16
4.6.4 Request channel ServiCes ... ..o 17
4.7 NOLIfY [ISTENEI SEIVICE ..ottt e e s 17
5 Methods of operation of channels ... ... 18
5.1 Channel and topic identification ...........c.oooiiii i 18
5.2 Channel names and hierarChy ... 18
5.2.1 Channel NAMES. ... 18
5.2.2 Channel name hierarchy ... 18
5.2.3 M S OO .. e e e 18
5.2.4 (O =T a] Y= I =ToTo] o 1 PP 19
5.2.5 INfOrmMation SCOPE .. e 19
5.2.6 ChanNEl USE ..o 19
5.3 Publication expiration....... ... 20
54 e o 23S 21
5.4.1 TOPIC AefiNitioN ..oee e 21
5.4.2 e o] o3 o = 4 1= 3 21
5.5 ST T-3] ] o PP 22
5.6 RS T=T o111 1 PSPPI 22
5.6.1 Secure MessSage EXChaANGES .....iuiiiiii e 22
5.6.2 Security tokens on channels ..o 22
5.6.3 Security token format... ... 23
5.6.4 MSM service provider implementations.............coocoiiiiiiiiiin i 23
6 Service defiNitioNs ... 23
6.1 TypPe definitioNS ..ovie 23
6.2 Defined return value Of SErviCes ... ..o 24
6.3 Channel ManagemMeNnt SEIVICES .......iiuiiiiiii e 25
6.3.1 Create ChanNel ... 25
6.3.2 Add SECUNItY tOKENS ..ie e 25

6.3.3 Remove Security tOKENS ... ... 26



BSIEC 62264-6:2020

IEC 62264-6:2020 © IEC 2020 -3-
6.3.4 Delete Channel ... ... 26
6.3.5 Gt Channel .. e 26
6.3.6 Gt ChaNNeIS o 27
6.4 NOLIfY [ISTENEI SEIVICE ..ot e 27
6.5 Provider publication ServiCes ... ... 28
6.5.1 Open publication SESSION .........iiuiiiiiii e 28
6.5.2 Post publication ... 28
6.5.3 EXpire publication ... ..o 28
6.5.4 Close publication SESSION .....uiiiiiiiie e 29
6.6 Consumer publication SErVICES. . ..o 29
6.6.1 Open SUDSCIIPLION SESSION ....iuiiii i 29
6.6.2 Read publication ... . ... 30
6.6.3 Remove publiCation ... 30
6.6.4 Close subSCription SESSION ... 31
6.7 Provider reqQUESt SEIVICES. ... i e 31
6.7.1 Open provider reqUESst SESSION ....c.iiiiiiiiiic e 31
6.7.2 Read reqUEST ..o 32
6.7.3 REMOVE rEQUEST ..o e 32
6.7.4 P OSt TSP ONSE . 33
6.7.5 Close provider request SESSION ... ot 33
6.8 CONSUMET FEQUEST SEIVICES ..uuiiiiiiiii it e e e aeees 33
6.8.1 Open consumer request SESSION .. ..o i 33
6.8.2 P oSt T QUEST o 34
6.8.3 REad MESPONSE ..o 34
6.8.4 R=T 4 To YR =TS o Yo o T = 35
6.8.5 Close consumer reqUESt SESSION .....iuiiiiiiiii e e 35
R~ 7= o - 1 o o 1= P 36
7.1 Publish-subsSCribe SCeNarios. ... ..c. i e 36
7.1.1 Simple publish-subscribe scenario...........cccoeiiiiiiiiiiii 36
7.1.2 Publish-subscribe scenario with multiple messages...........ccooviiiiiiiiiiinnnn. 36
7.1.3 Publish-subscribe scenario without notification ........................ 37
7.1.4 Multiple publisher SCeNArio ........couiiii e 38
7.1.5 Publish-subscribe scenario with publication expiration.............................. 39
7.2 Request channel SCENATIOS ... ..iiiii e 40
7.21 Request-response scenario with notification ...................cooi 40
7.2.2 Request-response scenario without notification ... 41
7.2.3 O] o] L= o o1V [ 1= = 42
G T o o) o 4 =1 o o] TP 43
Annex A (informative) MSM service provider considerations ..............ccooiiiiiiiiiiieene, 44
A1 Service provider CoONSIderations .........cco.viiiiiiiiiii e 44
A.2 N Lo 1 o= 1 { o o P 44
A.3 SeCUrity CONSIAEIAtiONS ... v e e 44
A.4 MSM application implementation considerations ..............ccoooiiiiiiiiiiei 44
A.5 MSM channel security considerations ...........cooooiiiiiiiiii e 45
A.6 MSM session ID conSIiderations ..........oiiuiiiiiii e 45
A7 Data format validation ... 45
A.8 Allowed application CheCKING ......ieiiii e 45
A.9 Data exchange l0GgiNg ....cuu i 45

A10 Common error handling ... 45



BS IEC 62264-6:2020

-4 - IEC 62264-6:2020 © IEC 2020

A.11  Data transformation SErviCes.... ..o 46

A. 12 Cross company Dridges. ..o 46

A. 13 Message MainteNaNCe ... 47
Annex B (informative) Enterprise Service BUSES ......couiiiiiiiii e 48
71 0] [T Yo = o 2 V28 50
Figure 1 — Steps in application-to-application communication ... 9
Figure 2 — Defined standards at each level ... 9
Figure 3 — Positioning and ole of MSM ... e 14
Figure 4 — Messaging service model terminology .......c.iiuiiiiiiiii e 15
Figure 5 — Channel management SEIVICES ... ..iiiiiiiii e 16
Figure 6 — Publication channel ServiCes ..o e 17
Figure 7 — ServiCes fOr FEQUEST ......oie e e 17
Figure 8 — NOtify lISTENEr SErVICE .. .couiii e 18
Figure 9 — Changes and checkpoint channel example ... 20
Figure 10 — Security of ChanNels..... ... 23
Figure 11 — Publication scenario with notification.................oooii e, 36
Figure 12 — Publication scenario with multiple messages ...........cooveiiiiiiiiiii 37
Figure 13 — Publication without notification ... 38
Figure 14 — Publication with multiple provider applications.............ccooiiiiiiiiiii e 39
Figure 15 — Publication with expired publications ..o 40
Figure 16 — GET/SHOW request SErviCe SCeNArio........oceuuiiiiiiiiiii e 41
Figure 17 — CHANGE / RESPONSE request service SCenario ........ccoccveeuiiiiiiiiiiiieiieeieeen, 42
Figure 18 — Multiple providers CHANGE/RESPONSE scenario .........ccocovvvviiiiiiiiiiiieieeeeeen, 43
Figure A.1 — Transformation services with the MSM service provider............ccocceeiiiiiiiiinnnnns. 46
Figure A.2 — Cross company bridge between multiple MSMs ..., 47
Figure B.1 — Standard interface to ESBs and other message exchange systems................... 49
Table 1 — Application roles, channels, and ServiCes ...........ooiiiiiiiii i 16
Table 2 — Channel use for transaction verbs ..., 19
Table 3 — Type definitioNS ... e 24
Table 4 — Service fault definitionNs ... 24
Table 5 — Service parameter definitions ... 25
Table 6 — Create Channel ... .o e 25
Table 7 — Add SECUNITY TOKENS . ... e e e e aaene e 25
Table 8 — ReMOVE SECUItY tOKENS ..o e 26
Table 9 — Delete Channel ... e 26
Table 10 — Get Channel ... . 27
Table 11 — Get ChanNels ...t 27
Table 12 — NOtify HSIENET .o e 27
Table 13 — Open publication SESSION ... e 28
Table 14 — Post publiCation ... ... e 28

Table 15 — EXpire publiCatioN .. ..o 29



BSIEC 62264-6:2020

IEC 62264-6:2020 © IEC 2020 -5-

Table 16 — Close publication SESSION .. .. e 29
Table 17 — Open sUbSCriptioN SESSION . ... . i i e 30
Table 18 — Read publiCation ... e 30
Table 19 — Remove publiCation ... e 31
Table 20 — Close SUDSCrIPLioN SESSION .. ...iiiii e 31
Table 21 — Open provider request SESSION ... i e 32
Table 22 — Read reqUeST. ... oo e 32
Table 23 — ReMOVE FEQUEST ... et e e e e e e 33
Table 24 — POST FESPONSE ..t 33
Table 25 — Close provider reqUest SESSION ... i i i 33
Table 26 — Open consumer requUEest SESSION . ... i 34
Table 27 — POSt FeQUEST ... e 34
IE: o] Lo R4 S Bl oY= T B =YY o o ] o 1= = TP 35
Table 29 — REMOVE FESPONSE ...ttt e e e e et e e e e e e enees 35

Table 30 — Close consumer reqUest SESSION ... i 35



BS IEC 62264-6:2020

1)

2)

3)

4)

5)

6)

7)

8)

9)

-6 - IEC 62264-6:2020 © |IEC 2020

INTERNATIONAL ELECTROTECHNICAL COMMISSION

ENTERPRISE-CONTROL SYSTEM INTEGRATION -
Part 6: Messaging service model

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may participate in this preparatory work. International, governmental and non-governmental organizations liaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent
rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard |IEC 62264-6 has been prepared by subcommittee 65E: Devices and
integration in enterprise systems, of IEC technical committee TC65: Industrial-process
measurement, control and automation.

The text of this International Standard is based on the following documents:

FDIS Report on voting
65E/706/FDIS 65E/724/RVD

Full information on the voting for the approval of this International Standard can be found in the
report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 62264, published under the general title Enterprise-control system
integration, can be found on the IEC website.
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The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to
the specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

IMPORTANT - The 'colour inside’ logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

This document is based on the use of |IEC 62264 object models defined in IEC 62264-2,
IEC 62264-4 and IEC 62264-5 to define a set of services that may be used to exchange
messages. This document defines a messaging service model (MSM) for exchanging messages
in a publish-subscribe mode and a request-response mode.

The Messaging Service Model provides a method for applications to send and receive
messages from MSM service providers without regard to the underlying communication
mechanism, as part of a complete application-to-application data exchange.

This document defines a model for message exchange services (Messaging Service Model)
that are designed to provide a technology independent method for sending and receiving
transaction messages to or from underlying exchange services.

The knowledge requirements to interface to just one message exchange system can be
immense and are usually not transferable to a different system. MSM defines a single interface,
independent of the underlying exchange services, for exchanging data objects defined by
IEC 62264-2 and by IEC 62264-4. This removes the need for vendors to build custom interface
after custom interface, and for end users to get locked into a single vendor because their
investment prevents them from reusing any of the integration efforts.

Exchanging the data objects between different computer system applications involves multiple
different steps, as shown in Figure 1.

a) The applications usually have different internal representations of exchanged objects in
their own local data stores. This representation is usually converted from the local format
to a commonly accepted global format. IEC 62264-2 defines models of a global format for
Level 4-3 data exchanges. IEC 62264-4 defines models of a global format for Level 3-3 data
exchanges. This conversion, from local to global and global to local, is usually performed
twice for any two-way communications.

EXAMPLE 1 Assume two applications, ALPHA and BETA: the ALPHA application initiates a data exchange with
the BETA application, and BETA responds back to ALPHA. The format conversions are: ALPHA’s local format
to global format for the request data, global format to BETA’s local format for the request data, BETA’s local
format to global format for the response data, and global format to ALPHA’s format for the response data.

b) Conversion is performed to align the namespaces among the exchanging applications and
is usually performed four times for any two-way communications.

EXAMPLE 2 Names for elements of data can be codes, tag names, or equipment identifiers.

EXAMPLE 3 Data which are represented in one element namespace, such as codes 1,2,3,4, can have a
different namespace in another application, such as codes Ok, Done, Error, Delay.

c) Once information is in the global format with global names, the exchanged information is
sent from one application to another application.

d) Messages are transported from one application to another, either within the same computer
environment or across computers. Transport mechanisms are defined in other standards,
such as TCP/IP and Ethernet standards.

e) When data exchange information is received, there are specific rules that define what
resultant data are to be returned. The transaction rules are defined in IEC 62264-5.
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Figure 1 — Steps in application-to-application communication

MSM is a minimal interface subset that can reside on most exchange services and is based on
well-defined and structured data objects and transaction messages.

Each layer shown in Figure 2 addresses a specific element of application data exchange.

1) A Data Object layer defines the meaning, format, and structure of the basic elements of

exchanged information.

NOTE 1

definitions, MESA B2MML, MIMOSA CCOM objects, and "Nouns" defined in OAGIS.
2) A Transaction layer defines the meaning, format, and structure of actions to be taken on the

data objects.

This layer uses application space specific definitions, such as the IEC 62264-2 and IEC 62264-4 object

NOTE 2 This layer can use IEC 62264-5 transaction style specific definitions. Another transaction layer

definition could be the OAGIS "Verb" definitions.

3) The MSM defines an interface to the OSI Application layer’s services.

4) The application, presentation, session and lower level layers define the meaning, format,
and structure for coordination, buffering, and exchange of messages or files. These layers
contain transfer or exchange style specific definitions, such as Enterprise Service Buses,
Enterprise Message Delivery Systems, the OPC UA specification (IEC 62541 standard),
RSS, FTP, Named Pipes, Ethernet, TCP/IP, HTTP, and others.

| Data Object

| Transaction

| » IEC-62264-02, IEC-62264-04
| » IEC 62264-05

| Message Service Model | » IEC 62264-06

OSI Stack

ESB, OPC UA, RSS, FTP, Named
Message Queue System, ...
SOAP, WS_*...

Ethernet, TCP/IP, HTTP, ...

IEEE 802.xx, ...

Figure 2 — Defined standards at each level

Pipes,

IEC
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The |IEC 62264-5 standard defines transactions on the information. The Messaging Service
Model (MSM) defines an interface to methods for exchange. In a sense, MSM defines the
standard "on-ramp" and "off-ramp" to the application layer services. It defines how data is
placed into exchange methods and how it is retrieved from the exchange methods.

NOTE 1 Message synchronization using the MSM service is distinct from the message synchronization provided by
the 62264-5 transaction models as well as distinct from the synchronization mechanisms provided at lower levels of
the communications stack.

NOTE 2 In this document, asynchronous message exchanges between consumers and producers can be
considered to be pairs of distinct, unidirectional messages.

This document includes two informative annexes. Annex A is informative. It provides
considerations for (MSM) service providers. Annex B is informative. It provides a brief
description of Enterprise Service Buses as a message exchange mechanism.
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ENTERPRISE-CONTROL SYSTEM INTEGRATION -

Part 6: Messaging service model

1 Scope

This document defines a technology independent model for a set of abstract services that is
located above the application layer of the OSI model, and that is used for exchanging
transaction messages based on the transaction models defined in IEC 62264-5. The model,
which is called the Messaging Service Model (MSM), is intended for interoperability between
manufacturing operations domain applications and applications in other domains.

NOTE It is recognized that other sets of services not defined in accordance with this document are possible for the
exchange of MOM information and are not deemed invalid as a result of this document.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 62264-1, Enterprise-control system integration — Part 1: Models and terminology

IEC 62264-2, Enterprise-control system integration — Part 2: Object and attributes for
enterprise-control system integration

IEC 62264-4, Enterprise-control system integration — Part 4: Objects models attributes for
manufacturing operations management integration

IEC 62264-5, Enterprise-control system integration — Part 5: Business to manufacturing
transactions

3 Terms, definitions, abbreviation, and conventions

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp

3.1.1
channel description
text that describes a channel

3.1.2
channel type
primary use of a channel for publications or for requests


http://www.iso.org/obp
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