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existing or perceived difference in contents between such versions and/or in print, the only prevailing document is the
print of the Portable Document Format (PDF) version kept on a specific network drive within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
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The copyright and the foregoing restriction extend to reproduction in all media.

© European Telecommunications Standards Institute 2016.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are Trade Marks of ETSI registered for the benefit of its Members.
3GPP™and LTE™ are Trade Marks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
GSM® and the GSM logo are Trade Marks registered and owned by the GSM Association.

ETSI


http://www.etsi.org/standards-search
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

3 ETSITS 119 134-2 V1.1.1 (2016-06)

Contents

Intellectual Property RIGNES.... ..ot e e b e 4
0] Yo (o ST 4
MoOdal VErDS EMINOIOQY .......ccveieeieieece sttt ettt e e e s re s aeeaesbeeaeesbesreensesaeensessesneenseseeeneensessens 4
1 o0 0L SR 5
2 L= £ 101 S 5
21 NOFMBLIVE FEFEIEINCES .....cutieiitiite ittt ettt sttt h ettt e e besb e ek e s bt e bt e ae e e e s bese e besheeb e e ae e s e eean e besaeebenneennennen 5
2.2 INfOrMELIVE FEFEIENCES. ... ettt e b b bbbt e e e e se e b e s bt eb e et e e e e e se e et e saeebeeneennennens 5
3 Definitions and @DDreVIaLiONS...........coviieieeeee et 6
31 D= T 0T (0] USRS 6
3.2 Y o] 1=V = 0] 1SR 6
4 L@ < = SRS 6
5 Test-suite for testing interoperability of XAJES-B-B SIQNAIUIES ..........coeiieieiririesesieseeeee e 7
6 Test-suite for testing interoperability of XAAES-B-T SIQNEIUIES.......cccoceeviiieieiieieeie et 11
7 Test-suite for testing interoperability of XAJES-B-LT SIgNAUIES........ccevveieeeeieeinenesesieseeseeseesee s 14
8 Test-suite for testing interoperability of XAJES-B-LTA SIQNAUIES ........cceiveeeieereninereseseeseeeeeenes 19
9 Test-suite for augmentation of XAdES baseling SIgNaLUIES..........ccciiieveene e 26
10  Test SUIteSWIith NEgAIVE tESE CASES .....cccviiiiceicie ettt st s b e e e et s e e saesreeaeenresren 29
101 g1 0o 1 1 o o SRS 29
10.2 Test cases generating Non XAdES baseling SIgNELUIES .........c.ooeiiirieiieneeseeee et 29
10.3 Test cases 0N XAUES-B-B SIgNALUIES ........cooiiiiieeite ettt b e eb e 31
104 Test Cases 0N XAUES-B-T SIQNAIUMNES ........ocueeiereeieeiteseeseeseeesteesteessesseesseesseesseessessessessseesseessesnsessssssssssenssees 33
105 Test cases 0N XAUES-B-LTA SIQNALUMES .......ccceiieierieseeieesteesteesseeeesseesseesseesesssessesssessseesssensesssessssssesssenssens 35
[ 1S 0] Y PSSP 37

ETSI



4 ETSITS 119 134-2 V1.1.1 (2016-06)

Intellectual Property Rights

IPRs essential or potentialy essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, ispublicly available for ETSI membersand non-members, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Policy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Electronic Signatures and
Infrastructures (ESI).

The present document is part 2 of a multi-part deliverable covering XAdES digital signatures - Testing Conformance
and Interoperability. Full details of the entire series can be found in part 1 [i.3].

Modal verbs terminology

In the present document "shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document defines a number of test suites to assess the interoperability between implementations claiming
conformance to X AdES baseline signatures as specified in ETSI EN 319 132-1 [1].

The test suites are defined with four different layers reflecting the four different levels of XAdES baseline signatures:
e  Testssuite addressing interoperability between applications claiming B-B level conformance.
. Tests suite addressing interoperability between applications claiming B-T level conformance.
. Tests suite addressing interoperability between applications claiming B-LT level conformance.
e  Testssuite addressing interoperability between applications claiming B-LTA level conformance.
Test suites also cover augmentation of XAdES baseline and negative test cases.

These test suites are agnostic of the PKI infrastructure. Any PKI infrastructure can be used including the one based on
EU Member States Trusted Lists.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected |ocation might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI EN 319 132-1: "Electronic Signatures and Infrastructures (ESI); XAdES digital signatures;
Part 1: Building blocks and X AdES baseline signatures’.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the applications of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI TR 119 001: "Electronic Signatures and Infrastructures (ESI); The framework for
standardization of signatures; Definitions and abbreviations'.

[i.2] ETSI TR 119 000: "Electronic Signatures and Infrastructures (ESI); The framework for
standardization of signatures: overview".

[i.3] ETSI TR 119 134-1: "Electronic Signatures and Infrastructures (ESl); XAdES digital signatures -
Testing Conformance and Interoperability; Part 1: Overview".
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