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Foreword 
This Technical Report (TR) has been produced by ETSI 3rd Generation Partnership Project (3GPP). 

The present document may refer to technical specifications or reports using their 3GPP identities, UMTS identities or 
GSM identities. These should be interpreted as being references to the corresponding ETSI deliverables.  

The cross reference between GSM, UMTS, 3GPP and ETSI identities can be found under 
http://webapp.etsi.org/key/queryform.asp. 

Modal verbs terminology 
In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and 
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of 
provisions). 

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation. 

https://ipr.etsi.org/
http://webapp.etsi.org/key/queryform.asp
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Foreword 
This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP). 

The contents of the present document are subject to continuing work within the TSG and may change following formal 
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an 
identifying change of release date and an increase in version number as follows: 

Version x.y.z 

where: 

x the first digit: 

1 presented to TSG for information; 

2 presented to TSG for approval; 

3 or greater indicates TSG approved document under change control. 

y the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, 
updates, etc. 

z the third digit is incremented when editorial only changes have been incorporated in the document. 

Introduction 
3GPP defined the Generic Authentication Architecture (GAA) independent of the Liberty Alliance Identity Federation 
and Web Service Framework. Both systems were designed to be deployed independently of each other. The Liberty 
Alliance Identity Federation and Web Service Framework offers simplified sign-on and session management for 
complex web service business interaction protocols. The GAA offers a mechanism to provide a shared secret and 
certificates to two communicating entities for mobile applications, based on GSM and UMTS authentication and key 
agreement protocols.  
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1 Scope 
The present document provides guidelines on the interworking of the Generic Authentication Architecture (GAA) and 
the Liberty Alliance architecture. The document studies the details of possible interworking methods between the 
Security Assertion Markup Language v2.0, SAML v2.0 (or alternatively the Liberty Alliance Identity Federation 
Framework, ID-FF), the Identity Web Services Framework (ID-WSF) , the Security Assertion Markup Language 
(SAML) and a component of GAA called the Generic Bootstrapping Architecture (GBA). This document only applies if 
Liberty Alliance and GBA or SAML v2.0 and GBA are used in combination. 

2 References 
The following documents contain provisions, which, through reference in this text, constitute provisions of the present 
document. 

- References are either specific (identified by date of publication, edition number, version number, etc.) or 
non-specific. 

- For a specific reference, subsequent revisions do not apply. 

- For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including 
a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same 
Release as the present document. 

[1] 3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic bootstrapping 
architecture". 

[2] 3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application 
functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)". 

[3] 3GPP TS 33.221: "Generic Authentication Architecture (GAA); Support for subscriber 
certificates". 

[4] 3GPP TS 24.109: "Bootstrapping interface (Ub) and network application function interface (Ua); 
Protocol details". 

[5] 3GPP TS 29.109: "Generic Authentication Architecture (GAA); Zh and Zn Interfaces based on the 
Diameter protocol; Stage 3". 

[6] Liberty Alliance Project, ID-WSF v2.0: "Liberty ID-WSF Security Mechanisms". 

[7] Liberty Alliance Project, ID-FF v1.2: "Liberty ID-FF Architecture Overview". 

[8] Liberty Alliance Project, ID-WSF v2.0 "Liberty ID-WSF Authentication Service Specification and 
Single Sign-On Service". 

[9] Liberty Alliance Project, ID-WSF v2.0: "Liberty ID-WSF SOAP Binding Specification". 

[10]  Liberty Alliance Project, ID-WSF v2.0: "Liberty ID-WSF Discovery Service Specification". 

[11] Organization for the Advancement of Structured Information Standards (OASIS), SAML v2 Core 
"Assertions and Protocols for the OASIS Security Assertion Markup Language (SAML) V2.0". 

[12] Liberty Alliance Project, ID-FF v1.2: "Liberty ID-FF Bindings and Profiles Specification". 

[13] Organization for the Advancement of Structured Information Standards (OASIS), "Profiles for the 
OASIS Security Assertion Markup Language (SAML) v2.0". 

[14] Liberty Alliance Project, ID-WSF v1.2: "Security Mechanisms". 

[15] Liberty Alliance Project Support Documents: "Authentication Context Specification" v2.0. 

[16] Liberty Alliance Project, ID-WSF "Profiles for Liberty enabled User Agents and Devices" v2.0. 


