ETS| TS 119 403 V2.2.1 (2015-08)

TECHNICAL SPECIFICATION

Electronic Signatures and Infrastructures (ESI);
Trust Service Provider Conformity Assessment -
Requirements for conformity assessment bodies

assessing Trust Service Providers



2 ETSI TS 119 403 V2.2.1 (2015-08)

Reference
RTS/ESI-0019403-TSv221

Keywords

conformity, e-commerce, electronic signature,
security, trust services

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - NAF 742 C
Association a but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° 7803/88

Important notice

The present document can be downloaded from:
http://www.etsi.org/standards-search

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the only prevailing document is the
print of the Portable Document Format (PDF) version kept on a specific network drive within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
http://portal.etsi.org/tb/status/status.asp

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying
and microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© European Telecommunications Standards Institute 2015.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are Trade Marks of ETSI registered for the benefit of its Members.
3GPP™and LTE™ are Trade Marks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
GSM® and the GSM logo are Trade Marks registered and owned by the GSM Association.

ETSI


http://www.etsi.org/standards-search
http://portal.etsi.org/tb/status/status.asp
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

3 ETSI TS 119 403 V2.2.1 (2015-08)

Contents

Intellectual Property RIGNES.... ..ot e e b e 5
0T oo 5
AV TeTo = L= g oS = 011 070] oo | OSSPSR 5
gL [N o1 o] o PSSR 5
1 o0 o< TSP PP PP PRSI 6
2 REFEIBINCES .....ccee ettt s bt bt s e et e e e e et et e st e be e bt sE e et e b e e et e neenenbenbeneens 6
21 NOFMBLIVE FEFEIEINCES ....ccuteeeitiite ittt sttt ettt e se e be s bt b e bt eh e e ae e e e s bese e e ke sbeeb e e ne e s e besb e besaeebesneennennen 6
2.2 INfOrMELIVE FEFEIENCES. ... ettt b bbbt h et e e e se e ke s bt bt et e s e e e sn et e saeebenneennennen 6
3 Definitions and aDbreVIBLIONS..........eieeereeese ettt te e e stesse e tesneeneeseesneeneeseeenes 7
31 D= T 0T (0] USRS 7
3.2 Y o] = V7= 0] 1RSSR 8
4 GENETEl TEOUITEIMIENES ...ttt h bbb e e e e e aeehe e bt e bt e bt s e e s e e ene e bt e bt nb e nenn e e s 8
4.1 Legal and CONLraCtUBI MEBILEIS........ccueiieiee e see e e e st et e sttt e st et e e te e e sstesseesseesaeesseesseenseenseanseenaensenssennsenn 8
41.1 (=0T === o0 1S o ] 2SRRI 8
4.1.2 CertifiCaliON AQIEEIMENL. .......eciecteee ettt e e et e e e et e saeesaeesseesseeseeneesneesseesseenseanseeneensenssennses 8
413 Use of license, certificates and marks of CONfOrMILY .......ccooiiiiiiiiieee e 8
4.2 Management OF IMPAITIAIITY .........oviiiririee bbbt b et b e 8
4.2.0 GENETEl FEQUITEITIENES. ......eitieeeeetereeteet ettt sttt b et b e e e bt s e e st bt s e es e eb e e e e eb s e e e eb e e es e bt s es e bt et ene bt e e e nn 8
421 Activities not conflicting With IMPartiality .........ccooereeiiri e 8
4.3 Li@bility 8N FINBNCING ...c.vevetiieiiitiiet sttt b et e et b et b et b et eb e 8
4.4 NON-diSCIHMINGLONY CONTITIONS.......c.eetiitieeiiitee ettt b bbbt b et et n e 9
45 L0001 1T 1= 1 = 11 2 9
4.6 Publicly availabl@ iNfOrMELION ..........ccviieiee et e e e e saeesaeeteeaneesseenaesseenreennenn 9
5 SEUCIUFAl FEQUITEIMENES .....eviciieie et et ettt e st st e e s teeae et e s beeaeesbesae e seabeensestesneentesteenaesesreensennens 9
51 Organizational structure and tOP MANBGEMENT ..........eiieiririeirereet ettt b e b e ebe e e b e e ebesreeerens 9
52 Mechanism for safeguarding iMPartiality ........ ... e 9
6 RESOUICE FEOUITEMENTS ...ttt b ettt s e st b e st b et e s e n bt nn e b et nene e 9
6.1 Conformity Assessment BodY PErSONNEL ........c.oiiiiiiiieieeree ettt e sb e s b e e b e e ere s 9
6.1.1 GIBINENEL ...ttt e b h b e e e R R R e SRR e e e e R e R e R e R e Rt b e e aeen e e R e nR e benReehe e e e s 9
6.1.2 Management of competence for personnel involved in the audit Process.........ccovvveeievcevceveeve e 9
6.1.2.0 GENEIAl FEQUITEIMENTS ... eeieeeieeeie et eteete et e e st e st e e teeeeseesaeesse e seesseesseestesseessaesseesseesesnsesseesneesseensennseans 9
6.1.2.1 Management Of COMPELENCE. ........c.eccueiieieesteere e e ee s e sttt e e ee e e st e s reesae e e esteestessaesreenseensesneesneennes 9
6.1.2.2 Training Of AUAIT LEAMIS ......c.eiiieiee e s e s ae et e e e e s e e e neeeeenteenaesneeeseenseenrenn 9
6.2 RESOUICES FOF @VBIUBLION ...ttt ettt st e e et s et e s et e e e steseesaeeneeneeneeneees 10
6.2.0 GENETEl FEQUITEITIENES. ......ectieeteetere ettt sttt ettt sttt b e bt b e s bt b e st bt s b e s e e bt e b e seebeebese e bt eb e st ebesb e e ebesbeneenesbennenea 10
6.2.1 INEEINIEI FESOUICES. ... eeeeueeeete sttt s e te sttt te et e e st e besaesbesaeeaeesee e aneeseeeaesaeeseeneeneeneeneeaeeseesaeeseeneanseseens 10
6.2.1.0 GENEIEl FEOUITEIMIENE. ...ttt ettt sttt bt s bt et b b s bt bt b e e e e eb s s e bt b e e b na e enis 10
6.2.1.1 Competence of Conformity Assessment Body Personnel ...........ccoeveeerineienineenireeseseeeseseeeenes 10
6.2.1.2 Competences FOr @l FUNCLIONS...........ciiiii bbb 10
6.2.1.3 Competences for apPliCatiON FEVIEW ..........cciiiiiee ettt re e te et naesnaesraennees 10
6.2.1.4 Competences and prerequiSiteS for @UAItiNG.........c.cocveiieri e 11
6.2.1.5 COMPELENCES FOF FEVIBW .....eeee ettt ee sttt te et et e st e et e s te e teeteentesaeesaeesaeenseenseensennaesneesnnns 11
6.2.1.6 Competences for certifiCation ECISION .........ceiiieiieie e esreesrees 11
6.2.1.7 Competences for TEChNICAl EXPEITS........cive e ettt sre e sneesnaesraennees 11
6.2.1.8 F o[ (= OSSO 12
6.2.1.9 F N o == 0 T == o S 12
7 PrOCESS FEOUITEIMENES. ... e eeeeteeie st etee et e et s e te st e seesteeeesteeseeseesseeeesseeneeseeeseensesseensessessennseseenneensensens 13
7.1 GENEIAl FEOUITEITIENTS ...tttk ettt b et b e et b e et b e s e st b e s e e bt b e s e e Rt e b e se e bt e b e s e e st ebene et eb e s b e e eb e s b e e 13
7.2 2 o o o= o] o USSR 13
7.3 N ool o= (0] o I oY= USSR 13
7.3.0 GENENaAl FEOUITEIMENTS. ... eeitieteetieeeesteesteesteesteeee st e ste e te e teestesseesseesseesseeaseeneeeseeeseaaseensenseeasaesseesseesseesennsennes 13
7.4 N o TSROSO 13

ETSI



4 ETSI TS 119 403 V2.2.1 (2015-08)

7.4.0 GENENaAl FEQUITEIMENTS. ... eeivieteeeieeetesteesteesteesteeeesseesae e te e teestesseesseesseesaeeaseanseaseeaseanseensenssenseesseesseesseesennseenes 13
74.1 U [ o0 o = S 13
74.1.0 AUAIT SCOPE GENEFEL ..o ieeicieesie ettt te e e s ae e te e se et e eaeesse e seentesstesneesneesneesneesseanseensenns 13
74.11 AUt TEAM MANUALE.......c.eeveiieeeiieie ettt ettt sttt sb et e st s besee e sbeste e ebe st e ens 14
74.1.2 U o [ 1Y/ =1 oo (o] oo 1Y A 14
7.4.2 F 8o (] 4TRSS 15
743 IMIUITIPIE SITES ...ttt bbbt bbb bbbt b e s b e bt b e st et b e s b et ebe s 15
7431 When to Consider Sample Based APPrOBCH ........cccoiiiriiiiie e 15
7432 Requirements of Sample Based APProaCh.........c.ceiireiiirieinereesie et eb e eb e 15
744 AUGIT REDONT ...ttt bbbt bbb e bt bt e bt b s b e e e a e b e e e bt e b e bt b et 16
7441 REPOI CONLENTS ... e s s s e e s e sae e e e 16
7442 Report contents detailSto be Provided ..........cooveieeii it 16
745 U [ o] 010 S 17
7451 General preparation for the initial @UIT ............cooeeii i 17
7452 AUIT PIOCESS ...ttt ettt bbbkt h e b he e he e e e b e be e et eb e s Rt e aeene e e e neeebeebeeaeere e e et e 17
7453 RS =0 N = 1o [ TSR 17
7454 RS =0 2N 1o [ TSP 18
7.4.6 AUAIT FIEOUENCY ...ttt sttt bbbt bbbt b bt b bbbt b et b e b 19
75 REVIBW. ...ttt sttt hees et et e ee e e e Eeeaeeheemeem e e e e EeeEeeReeEe e Rt en e et e eeeeeeeeeeeeneeneeeeneees 19
7.6 (0= g1} { o= 1To g 1o L= 0T o o SRS 19
1.7 Certification AOCUMENTALTION .......couiiiiieeeee ettt st s ae et et ne e e e e e teseeeseeneeneeneeneas 19
7.8 Directory of Certified PrOQUCES ..........ooeeirieietire ettt 19
7.9 SUNVBIHTAINCE..... ettt ettt et e et e e seeebe bt ebees e e e eneese e beseeeaeebesneemeeneenseseesaesseeneeneeeeneas 19
7.10 Changes affeCting CartifiCalION..........cvi et e e sae e s re e aeeneeenteeneeeneesnaesreas 20
7.11 Termination, reduction, suspension or withdrawal of certification............cccocevevieeie e, 20
7.12 RECOITS. ...ttt h bt h ekt e e et e b e eh e e b e e Re e ae e s e EesE e eb e b e e Rt eh e et e n e e R e Rt ebeeheebe e e ennennen 20
7.13 CoMPlaiNtS AN QPDPEEIS. ... .cveeeeeeieeie et se et e et et e s e e st e e e e e estesseesseesseesseeseaneessaesseeseenseenteeneeeneenneesneas 20
8 Management SYStEM FEQUITEMENTS ..........coiiieie e eeesteereete st et estesteesae s e eseestesseesesaeesestesaseseesresanens 21
8.1 OPIONS ..tttk ettt ettt h et b et b e b et b e b e e b e b e e R AR e e e Rt SR e e Rt AR e e e Rt AR e £ R e R e R e e R e ARt bR et bR et b r e 21
8.2 General management SyStem dOCUMENEALION ........c.ciiriiiriireere ettt st 21
8.3 (00110 B0 0 (00N 11 o £ 7SS 21
84 (000110 B0 = ot ] {0 S SRSSRR 21
8.5 =Tt 0 0 A=Y= 21
8.6 11 10 =T o ] £ TSP P TR UROSPP 21
8.7 COITECLIVE @CLIONS. ...ttt e bbbt s et e e se e s b e bt eb e e b e e aeea e e ee e b e bt eheeb e s Rt ehe e e e s e besbeebesneenee e ennas 21
8.8 PrEVENTIVE BCLTONS. ...ttt b ekt b e e bbbt et e e et e se e ke s et eb e e st e s s e e e ab e besbeebe e e ennennens 21
Annex A (informative): Auditors code Of CONAUCT..........ccuriririrerieree s 22
Annex B (informative): Bibliograpny ......co o 23
L 11 (TSP P PRSP PRTORPRPROTN 24

ETSI



5 ETSI TS 119 403 V2.2.1 (2015-08)

Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential |PRs, if any, ispublicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web

server (http://ipr.etsi.org).

Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Electronic Signatures and
Infrastructures (ESI).

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

Introduction

ISO/IEC 17065 [1] isaninternational standard which specifies general requirements for conformity assessment
bodies (CABs) performing certification of products, processes, or services. These requirements are not focussed on any
specific application domain where CABs work.

In the present document the general requirements are supplemented to provide additional dedicated requirements for
CABs performing certification of Trust Service Providers (TSPs) and the trust services they provide towards defined
criteria against which they claim conformance.

The present document is aiming to meet the general requirements of the international community to provide trust and
confidence in el ectronic transactions including, amongst others, applicable requirements from Regulation (EU)
No 910/2014 [i.1], and from CA Browser Forum [i.10].

The present document's aims include support of national accreditation bodies as specified in Regulation (EC)

No. 765/2008 [i.4] in applying | SO/IEC 17065 [1] for the accreditation of CABsthat certify TSPs and the trust services
they provide so that thisis carried out in a consistent manner. In accordance with [i.4], attestations issued by conformity
assessment bodies accredited by a national accreditation body can be formally recognized across Europe.

The present document does not repeat requirements from | SO/IEC 17065 [1] but follows its document structure. Where
needed, additional requirements are specified. Thisis mainly the case for requirements on resources (clause 6) and on
the assessment process (clause 7). For al other chapters of ISO/IEC 17065 [1] few or no additional requirements are
needed.

The present document also incorporates many requirements relating to the audit of a TSP's management system, as
defined in ISO/IEC 17021 [i.12]. In particular this relates to the information security management system (ISMS), as
defined in ISO/IEC 27006 [i.11]. These requirements are incorporated by including text to derived from these
documentsin the present document, as well indirectly through references to requirements of 1SO/IEC 17021 [i.12].
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1 Scope

The present document contains requirements for the competence, consistent operation and impartiality of conformity
assessment bodies assessing and certifying conformity of trust service providers (TSPs) and the trust services they
provide towards defined criteria against which they claim conformance.

NOTE: Those requirements are independent of the type and class of trust service provided.

The present document applies the general requirements of 1SO/IEC 17065 [1] to the specific requirements of
conformity assessment of TSPs.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
reference document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected |ocation might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ISO/IEC 17065: " Conformity assessment - Requirements for bodies certifying products, processes
and services'.
2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
reference document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] Regulation 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic
identification and trust services for electronic transactions in the internal market and repealing
Directive 1999/93/EC.

[i.2] ETSI EN 319 411-1: "Electronic Signatures and Infrastructures (ESI); Policy and security
reguirements for Trust Service Providersissuing certificates, Part 1. General requirements’.

[i.3] ETSI EN 319 411-2: "Electronic Signatures and Infrastructures (ESI); Policy and security
requirements for Trust Service Providersissuing certificates; Part 2: Policy requirements for
certification authorities issuing qualified certificates®.

[i.4] EC Regulation No 765/2008 of the European Parliament and of the Council of 9 July 2008 setting
out the requirements for accreditation and market surveillance relating to the marketing of
products and repealing Regulation (EEC) No 339/93.

[i.5] I SO/IEC 17000:2004: " Conformity assessment - VVocabulary and general principles'.

[i.6] ETSI EN 319 401 "Electronic Signatures and Infrastructures (ESI); General Policy Reguirements
for Trust Service Providers supporting Electronic Signatures”.

ETSI


http://docbox.etsi.org/Reference

