ETSITS 103 197 vi.5.1 (2008-10)

Technical Specification

Digital Video Broadcasting (DVB);
Head-end implementation of DVB SimulCrypt

European Broadcasting Unior) (Union Européenne de Radio-Télévision
EBU-UER

Digital Video
Broadcasting

D




2 ETSI TS 103 197 V1.5.1 (2008-10)

Reference
RTS/JTC-DVB-231

Keywords
broadcasting, digital, DVB, interface, video

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - NAF 742 C
Association a but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° 7803/88

Important notice

Individual copies of the present document can be downloaded from:
http://www.etsi.org

The present document may be made available in more than one electronic version or in print. In any case of existing or
perceived difference in contents between such versions, the reference version is the Portable Document Format (PDF).
In case of dispute, the reference shall be the printing on ETSI printers of the PDF version kept on a specific network drive
within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
http://portal.etsi.org/tb/status/status.asp

If you find errors in the present document, please send your comment to one of the following services:
http://portal.etsi.org/chaircor/ETSI_support.asp

Copyright Notification

No part may be reproduced except as authorized by written permission.
The copyright and the foregoing restriction extend to reproduction in all media.

© European Telecommunications Standards Institute 2008.
© European Broadcasting Union 2008.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™, TIPHON™, the TIPHON logo and the ETSI logo are Trade Marks of ETSI registered

for the benefit of its Members.
3GPP™ s a Trade Mark of ETSI registered for the benefit of its Members and of the 3GPP Organizational Partners.

ETSI


http://www.etsi.org/
http://portal.etsi.org/tb/status/status.asp
http://portal.etsi.org/chaircor/ETSI_support.asp

3 ETSI TS 103 197 V1.5.1 (2008-10)

Contents

Intellectual Property RIGNES.... ..ot b et r b e n e 12
01 Yo (o SRS 12
1 o010 SRR 13
11 Common scrambling @l gOrithM ..........oceeee et e et eenaenreenreas 13
12 ST gTo (U= o TP TP 13
2 L= £ 101 PRSP 13
21 INOIMBLIVE FEFEIENCES ... ettt ettt ettt a et e e ee s tesbesaeeseeneeneenee s e sbesaeebesaeeneeneenseneeseeseeeneeneeneensees 14
22 INfOrMELIVE FEFEIENCES. ... ettt sttt sttt ae et e e s e e be s aesa e e e e eeseeseeeeeeneeneeneeneees 15
3 Definitions and @DDreVIatiONS...........coveeeieieeeeses ettt 16
31 D= T o T] (0] PP URURTORRPP 16
3.2 ADDIEVIBLIONS ...ttt sttt b bt ae et et eeb e e bt e bt e he e R e e e et e Rt eh e e Rt e e e b e eb e bt eneene e e re e 18
4 N ot 01 =0t SRS 19
4.1 SYSEEM BICNITECTUIE ...ttt b e et b e e bt b s e bt b e e bt e b e st b e se et e b e bt eb e b 19
411 HOSt Head-en0 COMPONENES .......cciuiitiieeiertere ettt st st b et b e et b et b et ebe s 20
4.1.2 SIMUICTYPL CA COMPONENES. ......eeiteetieieetesteseesee st esteeteeseessaesseesseesseessessesseesseasseenseassesssessenssesssesnsesnessnes 20
4.1.3 Simulcrypt Integrated Management Framework (SIMEF).......coov it 21
4.1.4 U o= g L= [N g = oy T 21
4.2 DesCription Of COMPONENES.........uiiieiieieeeseesee st e steete et e et e st e et e e e tesseesseesreesseeseenteeseesseesseesseesseeseensennennnns 21
42.1 Event Information SCheAUIES (EIS) .......ooviiiee ettt e et et e e e e s 21
422 SimulCrypt SYNCAIONIZEN (STS)....uviiieieeiiese ettt se et e e s e e rae e e s s e s te e be e reenteeseeneeenes 21
4.2.3 ECM GENEIALOr (ECMG). ..ottt bbbt b et s b e et b e et eb e n e 21
4.2.4 EMM GeNErator (EMMG) ......couiiiiiitiieeieite ettt sttt st st b et b e et b et eb e et st b e 22
4.2.5 Private Data GENErator (PDG) ......coueeeuirieirierieeste ettt sttt sttt sb e st b et b e e b et sbe et eb s 22
4.2.6 Service INformation GENEIAIOr (SIG) ....c.eeerieiiirieirie ettt s b et b e b b sneseenen 22
4.2.7 Program Specific Information Generator (PSIG) .........coeirerirerieneieseesie e 22
4.2.8 Custom Service Information GENErator (CSIG) ......coereiiirieirireeiesiereee et b e sr e e 22
4.2.9 Custom Program Specific Information Generator (CPSIG) ........cccvvieieiiee e 22
4.2.10 Multiplexer Configuration (MUXGCONFIG) .....ccveuiiieiieiiesteeieeie e seeste e e ettt snae e e e 22
4211 MUITIPIEXER (MUX) oottt sttt sttt st st st s b e b st st s b e e e b s be e e s s beneenesbesaeneebenbeneens 23
4212 SCrAMBIET (SCRY) ...ttt sttt sttt sttt bt sttt e s b et et e st e e ebesae e et e sbe e ebesbeneebesbe e ebesbeseesenbesensens 23
4.2.13 Control Word Generator (CWG) .......ccueceeiieeieeie e seeseesteesteetessaesseesteesteessesaessessseesseansesssesssesssesnsesnsssnns 23
4.2.14 Network Management SYStEM (NIMS) ..ot 23
4.2.15 SIME QBN <....veecee ettt e s s s s s s es s st s s s s ee s en s s s en s 23
4.2.16 ACCESS Criteria GENEIAIOr (ACG) ..o uiueieireeeitirteieie ettt b et b bbbt b et b e 23
4.3 DESCIiPLION OF INEEITACES ... .ttt h et b e bbbt b b e e st b e e b b e eb e ens 23
431 ECMG © SCS ...ttt sttt ettt et st e st et e saene e be s e e Rt e be s e e re e bene e Rt e ke st e Rt e bene e Rt e be st e nenbentenees 23
432 EMIMG © MUX oottt sttt et sttt st b e btk e e et e be st e ne et e ne e st ebeseenesbenseneene 23
4.3.3 PDG © IMUX ottt sttt stttk e s et b e s e et bt et b et e Rt b e et Rt e be et et be st et ebe et nens 23
434 Custom (P)SI Generator < (P)S] GENEIALON .........ccveieerieeieeesieseeseesteesteeeeseesseessee e eseessaesseesseesseensesnes 24
435 EIS © SIG. ittt et sttt Rt bt R A et be ARt be Rt be et e be st et be st es 24
4.3.6 (P)S] GENEFEION < IMUX ..ottt sttt sttt sttt sttt st e e be st e seebesbeseebesbeseebesbeseebesbeneesesbenenrens 24
4.3.7 EIS © MUXCONFIG .....ciiiiieeeete ettt sttt sttt st sttt e st e st s bene e s sbe e enesbesaeneees 24
4.3.8 MUXCONFIG © PSIG ..ottt sttt sttt sttt st se b s bene e s s be e enesbe e enees 24
439 MUXCONFIG € SCS.....ooiieuieieiieiete et te ettt sttt st se s tesaesestesaesestesaesesbesaesesbessesestesseseatesaenesteseseaes 24
4.3.10 O R 1 SRS 24
4311 SCR ONMWEIT....... ettt sttt sttt sttt se st e s e et e e bese e st ebeseese et e see st ebeseeseebeseeneebeseeneebesbeneebesbeeesenbenensens 24
4312 S ORI Y ) PSSR 24
4.3.13 SCS 3 SCR ..ottt sttt sttt sttt st et et e st e et e st e st et e st e s e eEesaeseetesh e st eReeA e Rt e R e ea et eEeeaeneeteeaeneeteste e erenrennerens 24
4.3.14 SCS 3 CW G oottt ettt t e st et e st ese et e st ese et e s e ese et e saeseebesaeseebesaeneeteseeneetesaaseetestensesestennesens 24
43.15 SR TSSO 24
4.3.16 ACG © ElS. et A ARt R bt R e bt Re R et nenRenaenenrenaeneens 25
4.3.17 NMS Component < SIME AQENL ..ot ee e e 25
43.18 SIMCOMP © MUXGCONFIG......co ittt st e st e s e s ste e sste e steeansessteessteesateesnseesnseennneesnes 25

ETSI



4 ETSI TS 103 197 V1.5.1 (2008-10)

4.3.19 Mandatory or optional characteristics of Simulcrypt iNterfaCes ........ccvovvvcevieeie e 25
4.4 (0 0o o] 1Y/ 0= 26
44.1 Connection-oriented TLV ProtOCOIS.......cuuiieiieiieiie et e st e et sae e s e s se e te e reeteeeeeneesnes 26
4.4.2 Connection oriented XML ProtOCOIS.......c.ciueiieiieie e eee st e ae s e sreesre e e sra et e reeteenesneennes 29
4.4.3 S Y o725 <o ) 0 oo S 29
5 ECMG © SCS MBI TACE ... eeeiiteeieeie ettt et teste e e e besseeneesbesneeseesseeneeseeeseensensens 29
51 1 CS = o] (o = 29
51.1 Channel and Stream SPECITIC MESSAGES........ccveiiieireere et ee e see s ste e s e sreesteeaessaesre e te e teeteeeesneesnes 29
5.1.2 Channel eStabliSNIMENT ..ottt et sttt ese e e et e teseeseesneeneeeeneas 30
5.1.3 Stream eStablISNIMENE ...ttt st a et e e et et e sbeere s e ne e e eneas 30
514 S == 0 10 £ = U PR 30
515 CRENNE] CIOSUIE ...ttt ettt s e e bt ae et et e e e beseeebesaeeaeeneenseseeseeseesneeneensenees 30
516 Channel/Stream tEStING AN SLALUS .........ooveueriiieeerieeet ettt bbb sr e ebesresnenea 30
517 Unexpected COMMUNICALTON TOSS .....c.eiveirierieieie ettt sttt st st b e s b et b 31
5.1.8 Handling data iNCONSISLENCIES........cciuieiieiieieetiestie ettt e e e esae e teeae e e e e reesse e be e seeseenseeneesneennns 31
5.2 ParamMEter_tYPE VAIUES..........oceeeeieeceeseee e s sttt et ettt este et e e estesaeesaeesaeesaeeseenteaseeeseessaesseesseenseensenneennns 31
53 ParAMELEr SEIMANTICS.....c.eiteiee ettt ettt e bbb a e st e e e e et se e e bt Rt eh e e ne e e e besheebesaeene e e enrenes 32
54 Channel SPECITIC IMESSAQES......cueeiiiieeteeseese et e e ee st e st et ete et e e seeese e te e te e tesseesaaesaeesseeseenseanseensenseesneesseessnns 34
54.1 Channel _setup message: ECMG <= SCS..... ..ottt sttt st be e bbb snenen 34
542 Channel_test Message; ECMG 5 SCS.....oiiiiiiereeenie ettt n b 34
54.3 Channel_status message: ECIMG <5 SCS.......oiiiiiriireiiienieieste ettt sttt be e b enesneneenen 34
544 Channel _close Message; ECM G = SCS....... ittt s ne s seene 35
545 Channel _error message: ECM G < STttt bbb b b snene 35
55 SErEaM SPECITIC MESSAGES ......veeveereeieseesee st e st e te e e st e s e e te e te e teestesseesteeteeseensesneesaeesaeesseenseanseensenssesnaessenssens 35
551 Stream_setup MESSagE: ECM G <= SCS.......oooiiiiiiieeeee sttt 35
552 Stream_test Message: ECMG < SCS..... ..ottt 35
553 Stream_status MeSsage: ECIMG 5 SCS......iiiiiiiieeeeee et s 35
554 Stream_close_request Message; ECMG = SCS.....oiiiiiceeeene ettt 36
555 Stream_close_response Messagel ECIMG = SCS......oiiiiiiiiiieeienieeeesie ettt s s 36
55.6 Stream_error Message: ECMG < SCS......oiiieeee et s 36
55.7 CW_provision Mmessage; ECIMG <= SCS.......ooii ettt s es e e et aesnaesnaesreesteennesneesnes 36
55.8 ECM _response message: ECMG = SCS.....oii ettt st st 38
5.6 ETTOF SEBLUS ...ttt ettt ettt et h et ae e bt e st e e b et e eae e e ebe e e aae e e eh s e e ame e e ah et eaneeeabeeeneeebeeeneeeabeeennneenn 38
5.7 Security iN ECMG < SCS PIrOtOCOL.......ccviiiieiieiieieesee st e sie e ete et e st et e e e teeaesaesseesaeesreeseenseensesseanseensennsenn 39
6 EMMG © MUX and PDG < MUX INEITACES .....cceieeiririirenese et 39
6.1 Transport layer protocols for EMMG/PDG < MUX INtEIfaCES.......ccceecieiieiie i 39
6.2 TCP-DESE PIOIOCO ...tttk b bbbt b e bbbt b e s b e eb e s b e neeb e sb e e et e sb e e eb e s b e e ebesneneenens 40
6.2.1 INEEITACE PIINCIPIES ...ttt a et b e bbb s et b e et b e bbb 40
6.21.1 Channel and Stream SPECITIC MESSAGES.......ccuceiirieirtireertere et e 40
6.2.1.2 Channel @StabliSNMENT ..ot ee et eeeeseesbesneeseeneeneeneens 40
6.2.1.3 Stream eStabliSNMENT ..ot s e bbb e 40
6.2.14 BandWiath @lIOCALTON ........ccuoiuiriiiieieeeee et e b e bbb e et sa e eb et ne e 41
6.2.1.5 SEFEAIM CLOSUIE.........ee ettt ettt b bbbttt e e et e b e s et e b e s heeheeae e e e besbeebesbesbe e e enneneens 41
6.2.1.6 CRENNEL CIOSUIE........eeeiee ettt bttt et b e bt sb e e bt se e b e sbesbesneebe e e enneneens 41
6.2.1.7 Channel/Stream testing @Nd SLALUS.........cviveiieiiereerie et ee st sae e sreesreessessaesnaesraesaens 41
6.2.1.8 UNeXPectet CONMNECTTION TOSS......c.ciuiietiriiieteriee ettt sttt et b e et b b e b e b sae e ebesrenneneas 41
6.2.1.9 Handling data iNCONSISLENCIES ..........ceiterieeete ettt sttt sttt b e et b e et b e e b b sae e ebesbennenens 41
6.2.2 ParamMELer TYPE VAIUES......ooveeieeieeeete ettt bbbt b e et b e et b et s e 42
6.2.3 ParamELEr SEMANTICS ... .eoeeieiieie ettt ettt s be et et e s e et e eeseesaesaeeaeese e e eneeeeseesbesaesseeneenseneens 42
6.24 Channel SPECITIC IMESSAGES. ......eiveueeterieeete sttt ettt eb e et b etk b e st b e bt b e bt ebesb e sbe e ebesbe e ebesbeneenea 43
6.24.1 Channel_setup message; EMMG/PDG = MUX ......ooiiiiieice et e st et 43
6.2.4.2 Channel_test message: EMMG/PDG < MUX ..ot 43
6.2.4.3 Channel_status message: EMMG/PDG < MUX ......ociiiioiiiiicie ettt snae e 43
6.24.4 Channel_close message: EMMG/PDG = MUX ......ooiiiiieiicicie ettt 44
6.2.4.5 Channel_error message: EMMG/PDG < MUX ..ottt 44
6.2.5 SUrEAM SPECITIC MESSAGES. ... veiteeeterte ettt ettt b ettt sttt et b e se et b e se e st b e sb e e et e st e e ebesbennenea 44
6.2.5.1 Stream_setup message: EMMG/PDG = MUX ..ottt 44
6.2.5.2 Stream_test message; EMMG/PDG < MUX ...ttt 44
6.2.5.3 Stream_status message: EMMG/PDG & MUX .......oo ittt 44

ETSI



5 ETSI TS 103 197 V1.5.1 (2008-10)

6.2.54 Stream_close_request message: EMMG/PDG = MUX .....oociiiriiiireisee e 45
6.2.5.5 Stream_close_response message: EMMG/PDG <= MUX ..o iiiiiiieseece e 45
6.2.5.6 Stream_error message; EMMG/PDG < MUX ...ttt 45
6.2.5.7 Stream_BW_request message: EMMG/PDG = MUX .....coiiiiiieiiesie et 45
6.2.5.8 Stream_BW _allocation message: EMMG/PDG <= MUX .......oooiiiiiieiice e 46
6.2.5.9 Data_provision message: EMMG/PDG = MUX ....o.oiiiiiiiiecse et ste e e enne e 46
6.2.6 EFTOF SEBLUS.......eeeeet ettt ettt h e e bt e ket e b et e e he e e be e e aae e e b et e s an e e abn e e ameeeanreesnneesnneesnneennnas 46
6.3 UDP-DESEA PIrOLOCOL ...ttt ettt bbbt b b e et e b e e st et nn et e 47
6.3.1 INEEITACE PIINCIPIES ...ttt sttt b e bbb et e b e et b bbb 47
6.3.1.1 Data_provision message: EMMG/PDG = MUX ..ottt 48
6.3.1.2 Channel and stream configuration MESSAGES..........curuierriririeiiriie ettt 49
6.3.2 Bandwidth Management ............coeeieeieeie ettt e s re et et e e b e teeteenenneeenes 49
7 NEEWOIK MANAGEMENT........c.eiitiiieite et st e et e e e st e s e e s besae e sesbeessesseeseestesbeensesaeeseestesneenseseesneesesrens 49
7.1 SIME QVEIVIBW ..ottt ettt e et et e et R et R e et R e et R s et e r e s et e r e e r et er e r e 49
711 Introduction to the Common Information Model (CIM) ... e 50
7.12 SIMF SPECIAliZALION OPLIONS .....cvevinieteieeeete ettt ettt se et se et b e b e e ebesb e e b sbennenea 51
7.2 Common INfOrmation MOTE! (CIM).....cc.oiiiiiriee ettt b et sb e r e 51
721 Object ContaiNMENT HIEIAICHY ........ooveeiirieiiieree et e s 52
7.2.2 1= 1 TSSOSO P TSP PTSTR PSR 54
7.2.3 CONCUITENCY COMLION ...ttt ettt e b e et b e et b e et b e se et e bt se et et e sb e e et e sbe e ebesbenenen 54
724 Simulcrypt EVENtS MOAUIE (SEM).....coiieice sttt st ettt et n e e s 55
7.24.1 V= o T (o U o PR OPRRRR 57
7.24.2 Event Forwarding Discriminator (EFD) GIOUD ......c.vecureureiesieseeseesteeseesesseeseesseesseeseessesnsessensseessens 58
7.24.3 EVENt NOtITICAliON GIOUD.......eeieeiieiesieseesee st st ete et e st et e e e e etesae s aaesaeesaeesseenseenseensesnaesseesseessnns 59
7244 CONfOrMANCE FEQUITEIMIENES .......ueeieeesteeteeie e e steseeseesaeesaeeteeseesseesseesaeesseesseesseenesensesseesseensesssessenssenssns 60
725 SimUICrypt LOGS MOAUIE (SLIM) ...ttt ettt et st besnennene 62
7251 L OG CONEIOI GIOUP ... vttt ettt sttt sttt b e e s b et eb e se s b e se e st et e se e e ebesee e ebesne e ebesbeneenens 64
7252 [0 To ] €] (o1« IR TP PP PR USRS 66
7253 CoNfOrManCe REQUITEIMIENLS. .......c.eiirieierterteeetest ettt ettt bt sb s bt b e bt eese bbb e benn e e 67
7.3 CAS component monitoring and CONfiGUILTION. .........cciireirerieeee ettt 69
731 (Lo (<01 €] (o o F ST P TSR U TSR TR 71
7.3.2 ECM GENEIALON GIOUPD.. . eiiteeiietesteeetetesiteesteeesaeessbeeesseessbeeesseeesbeeesaeeessbeesseeesbbeesabeesabeesabeenbeeessaesnbeeesneeenseas 71
7.3.3 EMM G/PD G GIOUP.....veueireireaeeresreiestesreesre s sesresrese s see e resae e s sae st sresee st srese et eresa et aresne st srene et aresne st nrenrenens 73
7.3.4 C(P)SIG GIOUPD .....eiveeeueerereeeeereseeie st st se et e rese et r e se st ar e se st er e seesear e seeseerene st e R e ne e st e R e se e e erenre e erenreneerenrennenen 76
735 ConfOrManCe REUITEIMENTS. .......ccuieiieieeiesiesee st esee et e st e s te e e e e e e saesaeesreesseaseenseaseeeseesseesenseensesneesnes 79
8 O S LR (o IS T = = S 79
8.1 L@V VTS Y= a0 oo o =SSR 79
8.1.1 NOte 0N COMMEICIAl BIEEIMENES. ... eeiieieesteerte et eteerte e e e e teseeseesreesaeesseenaeeseesseesseenteenseesseeseansesneesnes 80
812 Note 0N the PDG < MUX INEEITACE ......coiiiieeeeeee et s neen 80
8.2 AppPlication ProtOCOl MOUEL .........coiiie ettt e e ente s e e saeesreesaeeseenseenseeneesneennens 8l
821 Overview of the C(P)SIG < (P)SIG Application ProtOCOL ...........cccoereeririeieneneesieseeesie e 81
8.2.2 Configurations anNd TOPOIOGIES. .. ...cueeueeierieseeseeiteeree et e e e ste e e e e e teseeseesreesaeesseenseessessaesseesseenseesesneesnes 8l
8.2.3 LI To S I =01 o o T 1Y oSS 82
824 Table Provisioning TranSaCliON TYPE.....ccue ettt sttt b et b et sbe e 84
8.25 Descriptor INSertion TranSaCioN TYPE ....c.c ittt sttt sttt st st b e et sb e n e 85
8.2.6 Service Change TranSaCtioN TYPE ......oociie ettt et sb e st b e e b b e b srennenen 87
827 Flow PID Provisioning TranSaCtion TYPE ......ceiereeerierieesiereeie ettt st st sse et sbe st st et st s sie s 88
8.2.8 Implementation of the C(P)SIG < (P)SIG ProtOCOI ........c.cccveeieeesiesiesieesessee e see et e e see e 91
8.3 CoNNECLi ON-OFENTE PrOLOCO .......cveieeiitereeteste ettt ettt ettt b e bbbt b e et b e et nb e n e 91
831 Overview of the C(P)SIG < (P)SIG connection-oriented protoCol ...........cccceveereereeneninse e see e 91
8311 PIINCIPIES. ...ttt et b et bbbt e e e eb s b et eb e s b et e bt se e e eb e e b e e eb e e e e e bt ebe e ene 91
8.3.1.2 CRBNNEIS. ...t n et 92
83121 (D1 T TR0 =T 1o I Y o= 92
8.3.1.2.2 Channel establiSNMENT.........ocoii e 92
8.3.13 SIS ...ttt bbb e bbb R b e e 92
8.3.1.31 7=, 111 Lo IO PT PRSPPI 92
8.3.1.3.2 Stream establiSMENT........oo s 93
8314 C(P)SIG < (P)SIG MESSAGE IISES ....vereecrirreeeie sttt sttt 93
8.3.15 Protocol state machineS defiNiTiON ..o e 94
8.3.16 Channel StaEE MACKINE..........eiieeeee ettt st aesre st e e e seeseesbesneeseeneeneeneens 94

ETSI



83.16.1
8.3.16.2
8.3.1.6.3
8.3.164
8.3.1.7
83171
8.3.1.7.2
8.3.1.7.3
83174
8.3.1.75
8.3.1.7.6
8.3.1.7.7
8.3.18
8.3.2
8321
8.3.2.2
8.3.3
8331
8.3.3.2
8.3.3.3
8.3.34
8.3.35
834
8341
8.34.2
8.34.3
8344
8.3.45
8.3.4.6
8.3.4.7
8.3.4.8
8.3.4.9
8.3.4.10
8.34.11
8.3.4.12
8.3.4.13
8.3.4.14
8.3.4.15
8.3.4.16
8.3.4.17
8.35
8.4
84.1
8.4.2
8421
84.22
8.4.2.3
8424
8.4.25
8.4.3
8431
8432
8.4.3.3
8434
8.4.35
8.4.3.6
8.4.3.7
8.4.3.8
8.4.3.9
8.4.3.10

6 ETSI TS 103 197 V1.5.1 (2008-10)

(@170 0T I Lo A O o= o S 95

(@1 7= a1 IS 1T 1 U TS 95

(@172 1001 B o< o SRS 95
CRENNEL TN EITON ..ttt bbbt eb e it et esr e s be bt ebeene e e eeen 96
SEream StaLe MABCHINE. ..o et r bbb e e e 96

S L= 0 0l N[0 A @ o o PSPPI 98
SErEAM SEHING UP. ...ttt bbbt b e e 98
SIEAIM OPEN ...ttt e r bbb e e e se e R e s b e e E e e Rt et e r e R Rt er e e nennen 98
Stream TrOger ENADITING .....ooveiiiieiiie bbb 99
Stream TrHQger-ENDIEA .........cooiiii bbb 99
SETEAM TN ETTOF .ttt ettt st s ae e s et e bt et e e ae e eaeeebeeebe e be e beebeenseeneeenes 100
== 1 1 01 T o 100
Summary of messages permissible in €aCh State.........cccveeieece e 100
C(P)SIG < (P)SIG message syntax and SEMANTICS.......c.coereererieineriee et 102
List of message parameters for the C(P)SIG < (P)SIG Protocol .........ccoerveerinieieninenresesee e 102
ParaMELES SEMANTICS. ... eeutetetiet ettt b bt h e bt e e e bt s b e s bt eb e et e e e seesn e b e saeene e e e e es 103
Channel-lEVEl MESSAQES......cccui it e st e te e e e tessaesseesaeesseenseenseenseeneeeneessensneas 107
Channel _setup message: C(P)SIG <= (P)SIG ... e 107
Channel_status message: C(P)SIG < (P)SIG ..ottt 107
Channel_test message: C(P)SIG < (P)SIG.....oiuiiiiiieeeieeeese ettt 108
Channel_close message: C(P)SIG <= (P)SIG......ooiiiiiireiieieeese ettt 108
Channel_error message: C(P)SIG < (P)SIG......iiiiiieiiecerieseeese ettt 108
SErEAM-IEVE] IMESSAGES. ....ecueevieieee ettt e ee st e e s e et e et e ae e s te e te e teentessaesaeesaeesseenseenseenseensensanssensneas 109
stream_setup MeSSagE; C(P)SIG = (P)SIG ..ot 109
Stream_status Message; C(P)SIG < (P)SIG ... 109
Stream_test Message; C(P)SIG < (P)SIG ...ttt 110
Stream_close message: C(P)SIG <= (P)SIG.......ooiiiece ettt enreens 110
Stream_close_request message: C(P)SIG = (P)SIG ... 110
Stream_close_response Message: C(P)SIG <= (P)SIG......oo et ste e 110
Stream_error message: C(P)SIG < (P)SIG....ii ettt st nre e 111
Stream_service_change message; C(P)SIG <= (P)SIG ...ttt 111
Stream_trigger_enable_request message: C(P)SIG = (P)SIG ......ccvcveie e 111
Stream_trigger_enable_response message: C(P)SIG < (P)SIG.......voveiece v 112
Trigger MeSSage: C(P)SIG <= (P)SIG... ittt e et te e aesneesneas 112
Table request message: C(P)SIG = (P)SIG ...uv ottt ee st 113
Table response message: C(P)SIG <= (P)SIG....oouiiiicece et 114
Descriptor_insert_request message: C(P)SIG = (P)SIG........ocviievieriece e 114
Descriptor_insert_response messagel C(P)SIG < (P)SIG ..o 115
PID_provision_regquest message: C(P)SIG = (P)SIG ..o 116
PID_provision_response message: C(P)SIG <= (P)SIG.....ccoiiiiiinieereeseeese e 116
Error status and error iNfOrMBLION. .........eiereeie ettt et b et se e sn e b bt ene e e 117
S LY 7= 1S o o] oo | 118
Operations Reference POINES (ORPS) ........cccciiiiiieeeerieiete sttt b s b e e bbb nneneas 118
Application of ORPst0 the C(P)SIG < (P)SIG INtErfaCe.........ccecverieieeece e 119
ECM/EVent/FIOW Change TGO NG .....cceiueeeueriereeeesieseeie sttt st ebe s 120
(P)SI TabIE PrOVISIONING ... c.ceterteeeterteeetesieeete sttt sttt se et sr et ebe et see e b e se et b e se e e ebesbeseebesbeneeneas 120
(P)S] DESCIIPLON INSEITION ...ttt ettt sttt b et eb e bbbt et be e 120
Transport Stream SerViCe ChANQES ........coir ittt b bbb ens 121
PID PrOVISIONING. ....citiieettitereettete sttt sttt sttt sttt sb e et st s e e st b e e et bese e st e be s e eseebesb e st sbe s s e st ebesbe e ebenbenees 121
SIM (P)SIG Group SPECifICALTION. .......eiveieiereeeeie ettt bbb 121
INFOrMELTON TADIE ... bbb b b et e e e b e b e enn e e e e 121
1001 110U (Lo o T 1= = OSSP 122
Y I o o 1= = o] T 122
Flow PID Change Trigger Tal@........ccciiieieee ettt s neesne e 123
YL oL I e o T I o] = 124
PD TGO TADIE ...ttt et st b e bt b e bt b e et b e bbb 125
DeSCriPtor INSEIt TADIE. ..ottt et et b et b e et be b 126
Descriptor INsert DesCriptor TaDIE. .. ..ot bbb 128
TahlE@ REQUESE TaDIE.......eeeeeee ettt bbb 128
PID ProviSioning TaDl......ccciiiiiieeeite sttt ettt 130

ETSI



7 ETSI TS 103 197 V1.5.1 (2008-10)

8.4.4 CoNnfOrManCe REQUITEIMENTS.........cveitieieeieeesieseesteeste e e eeeeseesaeessee e e e etessaesseesseesseesseenseenseensessenssensans 130
9 (P)SIG © MUX INEEITACE.......eeiteeee ettt ettt sttt e tesseeeeseeeneeseesseeeesneeneensennens 131
9.1 L@ V= U RRRS 131
9.2 10 =0t o] o= S 132
921 1S o o) USSP 132
9211 Model of theinterface (P)SIG < MUX with the carousel built inthe MUX ........ccccoeevviiveevvenne 132
9.2.1.2 Model of theinterface (P)SIG < MUX with the carousel built inthe (P)SIG.........cccccceveeveevveee 133
9.2.2 Channel and Stream SPECITIC MESSAGES. ......c.cveiiirieeieeceeseeste e ee e e s e ste e rtesee e e sreesseeseeneesneessaesseesneas 133
9.2.3 Channel eStabliSNMENT ...ttt e e st seese e e e seesbeseesreeneenseneens 134
924 Stream level protocol for the model with the carousel inthe MUX ..o 134
9241 Stream eStabliSNIMENT ...t e et re et e e st ene e e et e 134
9242 Provision of the PSI/SI OF Private SECHIONS.......c.ciiriiiieee et 135
9.24.3 S == 01 [ U R 135
9.25 Stream level protocol for the model with the carousel inthe (P)SIG ..o 135
9.251 Stream eStabliSNMENT ..o bbb e 135
9.252 BandWiath @lIOCALTON ..ottt e et 136
9.253 SETEAIM CLOSUIE.........eee itttk h ket b et e e e b b sa e sb e ae b e et e e e b e sbesbesaeene e e e e e 136
9.2.6 CRENNEL CIOSUIE ...ttt b e bt e et sh e bt bt es e e e e b e nbesaeebe e e ennenrea 136
9.2.7 Channel/Stream testing @Nd SLALUS .......ccveeeieeieese ettt sae e s e e e ste et e e s e eneesnaesraesneas 136
9.2.8 Unexpected COMMUNICELION TOSS .......ccveiuieiieiesieseeseeeseesee e sae e ae e e s e s e e seesteestessaesraesseesaeesaeenseensenns 136
9.29 Handling data iNCONSISLENCIES..........cveueiuiieieriiieiest ettt bbbt b et b et b e 136
9.2.10 Error ManagEMENT..........oc.oi e e 137
9.3 ParaMELEr_tYPE VAIUBS.......cuiitiiiiteieeiete sttt ettt sttt e et b et b e s e et bt s e e e b e s e et bt s e eaeebesb e e ebenbeneebeebeneeneas 137
94 ParamMELEr SEIMANTICS.....c.eiteiee ettt e st st e s et e a e et e e e eesa e beseeebeeaeeneeneenseseeseeeseeneenseseenes 137
9.5 Channel SPECITIC IMESSAJES. ......ueuiuertiieirier ettt b et b bbbt b e s b st b bt b bt 139
95.1 Channel_setup message: (P)SIG = MUX ...ttt sttt aesae s 139
9.5.2 channel_test Message: (P)SIG < MUX ...t st e st e e ae e sneas 139
9.5.3 channel_status Message: (P)SIG < MUX ..ottt ae e 139
954 channel_close MesSSage: (P)SIG = MUX ...t s sne e s 140
955 channel_error message: (P)SIG < MUX ...ttt sne e nne e s 140
9.6 Stream specific messages for DOth MOTEIS............oiii e 140
9.6.1 stream_setup MESSAZE: (P)SIG = MUX ..ottt e sre e e sne e s 140
9.6.2 Stream_test MeSSAgE. (P)SIG < MUX ..ottt e sre et et teenaesneas 140
9.6.3 Stream_status MEeSSAQE: (P)SIG < MUX .....oooece ettt ae e e 141
9.6.4 Stream_close_request MeSSage: (P)SIG = MUX ...ttt 141
9.6.5 Stream_close_response MeSSage: (P)SIG <= MUX ...ttt 141
9.6.6 Stream_error MeSSage. (P)SIG < MUX ...ttt sttt et e st aesnaesneas 141
9.7 Specific messages for the model with the carousel inthe MUX ... 142
9.7.1 CiM_stream_section_provision: (P)SIG = MUX .....ociiiiiceeece ettt e 142
9.7.2 CiM_channel_reset: (P)SIG = MUX ..ottt st 142
9.8 Specific messages for the model with the carousel inthe (P)SIG ... 143
98.1 CiP_Stream BW_request message: (P)SIG = MUX ..ottt 143
9.8.2 CiP_stream_BW _allocation message: (P)SIG <= MUX .....c.ooovoiiiieiie et ees e siee e 143
9.8.3 CiP_stream_data_provision message: (P)SIG = MUX ...t 143
9.9 ETTOF SEBLUS ...ttt ettt ettt ettt ettt he e ekt e bt e e b et e ae e ek e e e be e e b e e e Re e e ke e emneesabeeeaneesabeeeaneesabeeennee s 143
O T o R Y 1= 1 =SSP 144
10.1 OVEIVIBW ...ttt sttt ettt sttt be st e s e st e s e e st b e s e st b e s e Rt b e A e st b e £ e ne e b et e st e Rt ben s e st e b e seneebebeneebenbeneens 144
10.2 INEEITACE PIINCIPIES. ...ttt b e et b e e bt b e s e bt b se bt eb e s b et b e s b e e eb e sb e e ebesbennene s 145
1021 Channel SPECITIC MESSAGES. ......eiveuertereeiesie sttt sttt sttt ettt b e et b e bt bt b e b et sb e et b b 145
10.2.2 Scrambling Control Group (SCG) SPECITIC MESSAGES........veieririereeiiriereeie et 145
10.2.3 Channel eStabliSNMENT .........oo ettt s e st eae et et e sbeseesreeneenseneens 146
10.24 Scrambling Control Group ProViSIONING..........ccceeiereererierese ettt see b e sse b e sbesne e 146
10.25 CRENNEL CIOSUIE ...ttt e e st e bt st e st e e eneeseeebesaeesee e e nsesbeseeeseeneenseseens 146
10.2.6 Channel tEStING @NA SLALUS. .........ceeeeeieesiieeee e see e se s teeste et e e e s e e e e steetesneesseesseesseenseenseenseesaessnesnens 146
10.2.7 Scrambling Control Group teSting @and SLALUS .........cccueveeieereere e e e ae et sae e e 147
10.2.8 Unexpected COMMUNICELION TOSS .......ccveiuieiieieeieseeseesessteses e s e s et eae e e sseeste e teesesaessnesaeesneenseensenns 147
10.2.9 Handling data iNCONSISLENCIES........eccuiiiieieeteeeeesee e seesteeee s e s e e et e eaaesae e se e beestessaesseesnnesaeesaeenseensenns 147
10.2.10 ErTOr MANAGEMENT......eeiii ittt ettt e st e et e st e e e be e st e e eabeesabeesbeesbeeenaeeesbeeenseee e 147
10.3 ParamELEr _TYPE VAIUES.......oviuiitireeetet ettt bbbttt b bbbt b bbb a e e ens 148

ETSI



8 ETSI TS 103 197 V1.5.1 (2008-10)

104 ParamELEr SEIMANTICS .......eeeiieite ettt et bbbt s et e b se e b e s bt eb e e ae e e e b e sbenbeeneesee e enne e 148
105 Channel SPECITIC MESSAGES .....ccuveirierieeieese e st e ste et et e et e st e e e e e eatesseesteesseesesseesaeesseesseeeseesseesseenseeseeneennes 150
1051 channel_setup MESSAgE: EIS =5 STS.....oui ettt ene e 150
1052 channel_test MESSAgE: EIS ¢ SCS.......o ottt et 150
10.5.3 channel_status MEeSSage: EIS < SCS.......oiiieiiereeese sttt b e ene e 150
1054 channel_close MESSAgE: EIS = SCS.....oiiiiceiecre ettt b e ene s 151
1055 channel_reset MeSsage; EIS = SCS......o ettt ene e 151
10.5.6 channel_error message: EIS < SCTS ...ttt re e e nns 151
10.6 SCG SPECITIC IMESSAGES. ... ereeeetieeiertert ettt ettt se st b e ae b e s e s b e b e st b e b e st e b et e st s b e b ene e et eb e s e st eb e b e st ebenbe e e 152
10.6.1 SCG_provisSion MESSAgE: EIS =5 STS.....oiiiieeee ettt e 152
10.6.2 SCG_test MESSAJE: EIS = SCS ...ttt bbb e b e bt sb s e et nna 153
10.6.3 SCG_status MESSAgE: EIS <= STS..... oottt b e b e sb e nnen 154
10.6.3.1 RESPONSE t0 & ProViSIONING MESSAGE.......eveueetereeueeteseeeete st e et sttt sttt sbe e bt sbe e st sbessesesbese et sbenbeneens 154
10.6.3.2 RESPONSE 10 ATESE MESSAGE ... .eeveeiii i e s s e 154
10.6.3.3 Management of the SCG_nominal_CP_duration parameter..........ccocvvvereeseeseseesie e see e 154
10.6.4 SCG _list_request MesSsage; EIS = SCS.......o o 155
10.6.5 SCG_list_response MeSSage: EIS ¢= SCS.....e et 155
10.6.6 SCG_error meSSage: EIS <= SCS.....oiiiiee e e e 155
10.6.7 ECM_Group: COMPOUNTTLY ...c.viiiiiieiiecieetie e e e et s e ae e s esae e seenteesaesneassaessaesseesseenseensesneesseenseensenns 155
10.7 L L0 g 1= (TP R TP OPR PR 156
R Y O R S 111 o = J S 157
111 OVEBIVIBIW ...ttt ettt ettt h ekt a e st e e et sh e eh e e h e e Rt e R e e e e aEe£H e eE e e R e e R e eh e e s e nbesE e eb e eae e s b e s e b e s besheebeeneennennen 157
11.2 o0 oS PUPOPROPRPRTNt 157
1121 ROIE OF TNE ACG ...ttt et bt bbb e s et bt s et e bt e et et e e e sb e e bt sbeene e e enbe e 157
11.2.2 ROIE OF TNE EIS...... et bbbt b e et s h et e e e e e sb e bt e bt ene e e e e 158
11.2.3 Dynamics Of the ACGE EIS INEITACE ......cc.veieeece ettt enreens 159
11.3 Eg1ES = o T ot o] =SS 160
11.31 GENEIAl PHINCIPIES. ...ttt bbbt et b e se et b e b ne b e s b e seebeebennene s 160
11.32 Channel SPECITIC MESSAGES........ueiieuirieeeiesiee ettt ettt sttt b et bt b e b et sb e nn et st b 160
11.33 Messages for Access Criteria Creation and MOodifiCation...........ccuireerinenninersere e 161
11.34 Channel EStabliSNMENt ...t sttt e st seesre e e eneeseens 161
11.35 CRANNE] CIOSUN ...ttt sttt sttt st ea et e e e beseeetesaeese e e e nsesbesaeeseeneeseeneenseseesaeeseensenseseens 161
11.3.6 Channel TESHING @NU SEALUS......c..eeueeie e seese ettt e et e e e e e tessaesseesaeesseeseenseenseeneeeneesseesneas 161
11.3.7 Unexpected COMMUNICALTION LOSS........cccieiieeeeiesieeieeiesaeseesseesseesssesseseesseasseesseessesssessessseessessseessesnsenns 161
11.3.8 Handling Data INCONSISLENCIES. .......ccuiiiieieeiieieeiese e s st e ste e ee e s e et e e e etessaessaesteesseeaesneesaeesaeenseensenns 161
11.3.9 Handling Multiple AC Parametersin 0ne AC RESPONSE..........ccuiieerrierieeieeeeseesteesiesseseeseesseessesssssneans 161
11.3.10 Handling AC EXPITalion TIME.......cccuiiieeeeiieieeieseeseesteestesesseesee s e e teesaessaassaesseesseesessesseesaeessnensesnsenns 162
11.3.11 Asynchronous Access Criteria Change REQUESL ..........ocuiieriieieeseee ettt ene e 162
11.3.12 Inserting Additional INfOrmation iNThE AC..........oiiiiiiie e 163
11.3.13 Data Communications and MeSSAgE FOIMEL ...........ccuiiriiiririieeerieee st 163
114 INEEITACE SITUCTUNE ...ttt sttt st a et e et e s e e beseeebesneenee e e seesbeseeeseeneenseneeneas 163
115 L s 1 (S S = 0 7= 1011 3SR 165
11.6 ParaMEtEr TYPES. ... e e e 167
11.7 Parameters SUDSLITULION..........ouiiie ettt sttt et et e beseesneeneeneeneeees 167
11.8 Channel SPECITIC IMESSAQES ... .c.ueiieieeiee e st ee ettt et e te st e st e e s teetesseesreesseesseeneeenseaneesseessaesseenseenseaneeanes 168
11.8.1 The channel_setup MeSSage (EIST ACEG) ......iciiicece ettt sttt ssae et teenneeeesneesnes 168
11.8.2 The channel_test MeSsage (EISE ACG) ....iii ettt sttt et rae e te e teeaesae e sns 169
11.8.3 The channel_status Message (EISE ACG) ....ocviciieiecie ettt ste e tessaessae e te e teeaeseesneesns 169
11.84 The channel_error Message (EISE ACG) ...t sttt e e te et aesae e sns 170
11.85 The channel_close MeSSage (EISTACG) ......ecuieieciecie ettt te e s te et este e snae e e sreeaeenesneesnes 170
11.9 Messages of Access Criteria Creation and ModifiCation.............ccoeoiiriiririneeese s 170
1191 The AC_request MeSsage (EISP ACG) ...ttt sttt eb e sn e be e ebesr e ebe e eene s 170
1192 The AC_response MeSSage (EISTACEG) ....cueiiiiiiieieiienieie ettt sttt be st sr e eb e e ene s 171
1193 The AC_interrupt MeSSage (EISTACEG) ..ottt sttt b e bbb e e ene e 172
1194 The AC_error MeSSage (EISTACEG) ..ottt sttt sb e bbb sreneene s 172
11.10 L 0] g = (PSPPSR PR 173
12 SIMCOMP < MUXCONFIG INEEITACE. .. ccuiiieeee et eee sttt sae e eesneeneenes 173
121 OVEIVIEW ...ttt ettt ettt sttt e et e st e st e se e teseeebe s et emeemee e emeeseeebeeaeemeenee e eneeseeebeeneeneensesesaesaeeneeneensesenns 173
12.2 R 1ES = ot T ot o] =SSR 174

ETSI



9 ETSI TS 103 197 V1.5.1 (2008-10)

12.2.1 YL 1 D= o = o RS 174
12.2.2 Data Communications and MeSSage FOIMEL .........cueiieieireiieeee et ese e eee e stee e teesaeseesreesneenseenneens 175
12.2.3 ML ESSAGE GOUDS. ... eeuteeiutieeieesuteestesssbeeebesssbeeebeesabeeebee s beeaabee et eeeabeeebeeebe e e beeebee e b eeeabeeesbeeabeeenbeeensene e 175
12.23.1 Communication ChanNEl MESSAJES..........ccieriieiire e e et e e s e sreesneesneenneereens 175
12.2.3.2 Transport reSource MaPPIiNG MESSAJES. ....c.ueereierieereeseerseesreasseaseessaesseeseeseessessssssssssssssssssesssesssessees 175
1224 Channel EStabliSNMENt ... et b e st b e nnn 176
12.25 TIMEOUL BN RELTY ...ttt bbb bbbt s bbbt e e bt b e e b nn e ens 176
12.2.6 CRENNEL CIOSUIE ...ttt e e st e bt st e st e e eneeseeebesaeesee e e nsesbeseeeseeneenseseens 176
12.2.7 Channel teStiNG AN SLAIUS. .......coveueiieieeieeie ettt ettt st e et b e bbbt b e et b e bbb 177
12.2.8 Handling data iNCONSISLENCIES..........cueueriiieiirtiieiest ettt bbbt b s b e 177
12.3 L s 0 (S S = 0 7= 101 3SR 177
124 INEEITACE SITUCTUNE ...ttt bbbttt e ke et b e s aeeae e e e b e b e sbeebeeneenne e ennas 179
125 Channel SPECITIC IMESSAQES ... .c.ueiieiie e s e st et e et e st e e e st et e st e e s te e tesseesseesseesseeneeenseaseesseessaesseenseeseeneeanes 179
1251 The channel_setup message (SIMCOMP & MUXCONFIG) ....ccccooveciiieiiiesieeeeee e 179
125.2 The channel_status message (SIMCOMP & MUXCONFIG).....ccooiveviieiieienieneeieee e s 180
1253 The channel _test message (SIMCOMP <> MUXCONFIG) .....cocoveiveiiiiiieiesieseee e e 181
1254 The channel_close message (SIMCOMP & MUXCONFIG)......cccooveviiiiiieiesiesieeieee e 182
1255 The channel_error message (SIMCOMP & MUXCONFIG) .....coiiriiiiinieinenieesie e 182
12.6 Transport ReSource Mapping MESSAgES. .......couctiirieiierieie ettt sttt sttt b et b s bt eb e b et eb e b et be b 183
126.1 The TS resource_discover message (SIMCOMP = MUXCONFIG)......cociiireeneneine e 183
12.6.2 The TS resource_request message (SIMCOMP = MUXCONFIG) ......ccoeoeiireeneneeneneesieseeesie e 183
12.6.3 The TS resource_update message (SIMCOMP & MUXCONFIG) .....covieiiinieeieneene e 184
13 Timing aNd Play-0UL ISSUES.......c..coiiiieieee sttt ee e eneentesseesesneeneeseesneeneeseeenes 186
13.1 LI L 1TSS = 186
13.2 [T Y T 187
13.3 PlAY-0UL ISSUES.......eeuteeeieieieiieesee st e steete st e st et e e tess e saeesseesaeeseeaeesaeesseanseenseenseaseesseesaeesaeesaeenseanseentenneennansnnns 188
133.1 ECMIS oottt ettt bt b b e b At bt e b e Ae e bebe s b e At et ebe st e Re e b ebe bt eae et bebe s bene e etens 188
13.3.2 S YRR Ta o W V= (= I - VR 188
134 Crypto-Period REAITGNMENT........ooeiiitiieiie et b et b bbbt bbb b 188
Annex A (normative): Y = (=AY = 1 o OSSP 190
Nt | 11 oo [ o o PSP 190
A 1 o= I I = SRS 190
F R B B = = W I o = Y= SRR 190
F N L= ATV I Y= SRS 190
YT I 1= 10 o o A = 1Y OSSR 190
E IS =SS o T I = SRS 190
A.7 System Layering Overview/Communications ProtoCOl StACK ..........ccoerereerieiereninine e 191
A.8 TCPor UDP Connection Establishment ..., 192
Annex B (informative): SCS COBXISLENCE. ....viuietecteeie sttt ettt te e ste e e e et sae et s aeeaesreeneesreerean 193
2 30 R [ g1 0o 1o o o PSR 193
2 I G 1010 == 0= ¢ 7= [0 193
Annex C (informative): Control word generation and teSHiNG ........coovverererereneneee e 194
(@35 A 1 0110 [UTox i [ o PSSP TSRPN 194
(O ¥ ol (o | {011 oo [ 194
(ORI €1 07 - 1 o] o ST 194
C.4 Control word randomness VErification tESHING ........ccecviieieieeie ettt 195
C4.1 O PR 195
c4.z2 F (e oo g = F= 1 o] o KOOSR PRSP 195
(O3 S == 110 [ o= 1 o] TSRS 195

ETSI



10 ETSI TS 103 197 V1.5.1 (2008-10)

Annex D (informative): Security Method for the SCS < ECMG Interface........cccoovvvvvencncene 196
D.1  AlQOthM SEIECHION ..ottt e e et s e bbb e e s 196
D.2  CONtrol WOIA PrOCESSING. ...cveeueeiteiuiesieeieeitesteeeesteseessesseessesteassessesseesesseesessesnsessessesssessesssessessesssessennes 197
TR T (= VAV =0 = 0 | S T 197
D.31 Key Generation/DiStrTDULION ...........oeiieererese sttt sttt ne et e besreeaeeneeneeseeneas 197
D.3.2 == o 1 o PR 198
D.3.3 (=Y o T 11 g D TE ] o1 o o P TRS 199
D.34 FIXEA KEY IMOUE........eceeeee ettt e b bbbt e et b e e bt b e e st e se e e e b e b e she e bt e neenne e ennas 199
(D20 N =g Tor Y/ o o L W e o T I o 11 oo 200
Annex E (normative): Summary of Requirementsfor C(P)SIG < (P)SIG interface................. 201
E.1 Head-end SyStem reQUITEIMENTS ........oiuiiiiiieieeeiei ettt ne e n e 201
S OF N S O (o I [ (=0 [T = 0.1 £ TS 202
Annex F (informative): C(P)SIGe(P)SIG Connection-oriented Configuration Example........... 204
F.1 Head-end processes and CONfiguration Gatal............ccceiriririirienienieieeieeese e 204
F.2 CASprocesses and CoNfiguration data............cccoeiuieieiiiiiesie sttt st s ens 205
F.3 Channels and configuration datal...........ccccueiiieeiiiieie sttt st ene 205
F.4  Streams and CONfIgUIation TaLA. ..........coeruirririerierieieeeiei st sn e 206
Annex G (normative): Transition Timingfor EIS& SCS......oieeeee e 208
Annex H (normative): Crypto-period duration management by the SCS............ccocvviiiincnne 211
H.1 Nominal CP_durationin ECMG & SCS ProtOCOI ........ccceieeieiiseerieiticie e seese et ns 211
H.2 Management of the recommended CP_duration ValUE.............cceeeeeiiiiciee e 211
Annex | (normative): Standard COMPIANCE........cceece e 213
I R @ Y= V= S 213
.2  Genera compliance scheme for connection-based ProtOCOIS............coerererreriereeieresesese s 214
.3 Functiona difference between V2 and V3in ECM G SCS protocol........cceceeceveeeecieceesieceeee e 215
I.4  Functional differencesbetween V2 and V3in EMMG®&PDG protocol .........ccccveeeveveceevieceeiecnee, 215
I.5  Functional differences between V2 and V3 in C(P)SIG& (P)SIG protocol..........ceeeeeeeeereneneniennenn 215
S T 11 TSSO 215
1.6.1 Functional differencesbetween V2 @and V3..........oo oot s 215
1.6.2 Recommendation for SIMF COMPIIEINCE. ..........coci ittt ea e e snaesraesnees 215
1.7 Functional differences between V3 and V4 in EIS&SCS protocol.......ccvevvveecececeecie e 216
[.8  Functional differences between V3 and V4 in (P)SIGEMUX Protocol .........cvvveveerieeeieeienenenenne 216
.9  Functional differences between V4 and V5 in ECMG< SCS and EMMG&MUX protocols............ 216
Annex J (infor mative): Use of DVB ASI for the PSIG & MUX interface......cccooveveiecnencnienn, 217
Annex K (normative): ASN.LMIBSAESCIIPLION ..ottt 218
S S 11V 1 2 TSRS 218
K2 SEM MIB ..ottt ettt ae st se e s et se et e s e et e e e ae s e aeseese et eseeeeneeseneereneeaeneerennans 256
K3 SLIM MIB ...ttt sttt ettt et et e st b et e Re et e b e neeRe et e se st e neeaenentenennan 272
Annex L (normative): SIMCOMP&MUXCONFIG XML Schema Definition ............ccoceeveeee. 284

ETSI



11 ETSI TS 103 197 V1.5.1 (2008-10)

Annex M (normative): ACG®EISXML Schema Definition ........cccccvveieece e 286
Annex N (nor mative): ECMG&SCSand EMMG&MUX interfaces adaptationsfor use

with IP Datacasting over DVB-H ... 289
A0 R 11 0o (1 o 289
N.2 CP_CW_combination parameter in ECM G SCS........oovviieereeeereseeee e ens 289
N.3 Section TSpkt flag parameter in ECM G SCS.....cooouieiececese ettt 290
N.4 Section TSpkt_flag parameter in EMMGEOMUX ..ot 290
N.5 IPsec Traffic Authentication Ky DENVELION........cc.couiiririririesieieeeeieeese s 290
Annex O (informative): Bibliography ..o e 292
[ 11 (TP 293

ETSI



12 ETSI TS 103 197 V1.5.1 (2008-10)

Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web
server (http://webapp.etsi.org/| PR/home.asp).

Pursuant to the ETSI IPR Palicy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by Joint Technical Committee (JTC) Broadcast of the European
Broadcasting Union (EBU), Comité Européen de Normalisation EL ECtrotechnique (CENELEC) and the European
Telecommunications Standards Institute (ETSI).

NOTE: The EBU/ETSI JTC Broadcast was established in 1990 to co-ordinate the drafting of standardsin the
specific field of broadcasting and related fields. Since 1995 the JTC Broadcast became atripartite body
by including in the Memorandum of Understanding also CENELEC, which isresponsible for the
standardization of radio and television receivers. The EBU is a professional association of broadcasting
organizations whose work includes the co-ordination of its members' activities in the technical, legal,
programme-making and programme-exchange domains. The EBU has active membersin about 60
countries in the European broadcasting areg; its headquartersisin Geneva.

European Broadcasting Union

CH-1218 GRAND SACONNEX (Geneva)
Switzerland

Tel: +41227172111

Fax: +4122717 2481

Founded in September 1993, the DVB Project is a market-led consortium of public and private sector organizationsin
thetelevision industry. Its aim is to establish the framework for the introduction of MPEG-2 based digital television
services. Now comprising over 200 organizations from more than 25 countries around the world, DVB fosters
market-led systems, which meet the real needs, and economic circumstances, of the consumer electronics and the
broadcast industry.
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1 Scope

The present document of DV B-Simulcrypt addresses the requirements for interoperability between two or more
conditional access systems at a head-end. It specifies the system architecture, timing relationships, messaging
structures, extended interoperability and control.

The components within the system architecture represent functional units. The boundaries between physical units are
not required to match the boundaries between functional units. It is possible that the SCS could be in the MUX or the
SCSand MUX could be built independently. Neither architecture is mandated.

1.1 Common scrambling algorithm

The DVB-Simulcrypt group has looked at issues relating to the concepts of the common scrambling algorithm, within
the DVB-Simulcrypt environment.

The DVB-Simulcrypt system is based on the concept of a shared scrambling and descrambling method. The group has
looked at the possible constraints, which the DVB-Simulcrypt architecture might impose on the use of such a shared
scrambling and descrambling method. No problems were noted.

1.2 Language

The word "shall” is used in a normative statement that can be verified and is mandatory. The word "should" isused in
the context of arecommendation or a statement that cannot be verified or is not mandatory (it may be optional).

2 References

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific.

. For a specific reference, subsequent revisions do not apply.

. Non-specific reference may be made only to a complete document or a part thereof and only in the following
Cases:

- if it isaccepted that it will be possible to use all future changes of the referenced document for the
purposes of the referring document;

- for informative references.

Referenced documents which are not found to be publicly available in the expected |ocation might be found at
http://docbox.etsi.org/Reference.

For online referenced documents, information sufficient to identify and locate the source shall be provided. Preferably,
the primary source of the referenced document should be cited, in order to ensure traceability. Furthermore, the
reference should, as far as possible, remain valid for the expected life of the document. The reference shall include the
method of access to the referenced document and the full network address, with the same punctuation and use of upper
case and lower case |etters.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication ETSI cannot guarantee
their long term validity.
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