ETS| TS 123 048 V5.9.0 (2005-06)

Technical Specification

Digital cellular telecommunications system (Phase 2+);
Universal Mobile Telecommunications System (UMTS);
Security mechanisms for the (U)SIM application toolKkit;
Stage 2

(B3GPP TS 23.048 version 5.9.0 Release 5)

m
I L I I
ﬁ@ G S mfinlo
GLOBAL SYSTEM| FOR
= ™ MOBILE COMMUNICATIONS

—

D




3GPP TS 23.048 version 5.9.0 Release 5 1 ETSI TS 123 048 V5.9.0 (2005-06)

Reference
RTS/TSGC-0623048v590

Keywords
GSM, UMTS

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - NAF 742 C
Association a but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° 7803/88

Important notice

Individual copies of the present document can be downloaded from:
http://www.etsi.org

The present document may be made available in more than one electronic version or in print. In any case of existing or
perceived difference in contents between such versions, the reference version is the Portable Document Format (PDF).
In case of dispute, the reference shall be the printing on ETSI printers of the PDF version kept on a specific network drive
within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
http://portal.etsi.org/tb/status/status.asp

If you find errors in the present document, please send your comment to one of the following services:
http://portal.etsi.org/chaircor/ETSI_support.asp

Copyright Notification

No part may be reproduced except as authorized by written permission.
The copyright and the foregoing restriction extend to reproduction in all media.

© European Telecommunications Standards Institute 2005.
All rights reserved.

DECT™, PLUGTESTS ™ and UMTS™ are Trade Marks of ETSI registered for the benefit of its Members.

TIPHON™ and the TIPHON logo are Trade Marks currently being registered by ETSI for the benefit of its Members.
3GPP™is a Trade Mark of ETSI registered for the benefit of its Members and of the 3GPP Organizational Partners.

ETSI


http://www.etsi.org/
http://portal.etsi.org/tb/status/status.asp
http://portal.etsi.org/chaircor/ETSI_support.asp

3GPP TS 23.048 version 5.9.0 Release 5 2 ETSI TS 123 048 V5.9.0 (2005-06)

Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web
server (http://webapp.etsi.org/| PR/home.asp).

Pursuant to the ETSI IPR Palicy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword
This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities, UMTS identities or
GSM identities. These should be interpreted as being references to the corresponding ETSI deliverables.

The cross reference between GSM, UMTS, 3GPP and ETS! identities can be found under
http://webapp.etsi.org/key/queryform.asp .

ETSI


http://webapp.etsi.org/IPR/home.asp
http://webapp.etsi.org/key/queryform.asp

3GPP TS 23.048 version 5.9.0 Release 5 3 ETSI TS 123 048 V5.9.0 (2005-06)

Contents

Intellectual Property RIGNES.........oo et 2
0 Yo (o SRS 2
0= 11 o OSSPSR 5
1 o010 PR 6
2 L= £ 101 6
3 Definitions and @DDreVIELIONS...........oieieieieieeses ettt n e 7
31 D= T 0 T] (0] TP P PR PRTUPTPRUSUSII 7
3.2 ADDIEVIBLIONS ...ttt e bt h e h e h et e e s e oo b e e bt eh e e b e et et e Rt eb e e Rt e Rt e e e R e bt sheebenneeneennen 8
4 OVENVIEW OF SECUNTY SYSIEIM ...ttt e et b b s nnen s 9
5 Generalised Secured PaCKEL SITUCLUIE ..........coueiiiiiiicceeeee e 11
51 CoMMENG PACKEL SLIUCLUIE..........oititiiteiteeeiee ettt bbbttt b b sa e bt st se e e e s e besbeebesaeene e e annas 11
51.1 (00 o 110 o) 11 0= TS S 12
5.1.2 (0o o 110 1o ) 11 0= 1 - oS 13
5.1.3 (0o o 110 1o ) 11 0= ) - 1 5 L 13
514 LO(a U101 1= g1V =070 0= o PSP PPROPRTUPROE 13
52 RESPONSE PACKEL SIIUCTUNE ... ..ttt ettt b bttt s bttt b e eb e n e ens 14
6 IMpPlementation fOr SMS-PP ... e 15
6.1 Structure of the UDH of the Security Header in a Short Message Point to POINt.............cccoevveneineneccneens 15
6.2 A Command Packet contained in a Single Short Message Point to POINt ...........ccccovevevinveeveese e 16
6.3 A Command Packet contained in Concatenated Short Messages Point to Point............cccoeeveeeveeievceeseeseeenne. 17
6.4 Structure of the RESPONSE PACKEL ..........cccuiiiiie et s e e ae e nee et e eneesreesteennenn 19
7 IMPIeEMENLELionN fFOr SMS-CB ........coiiieecicece ettt et e s ae s re e e e besaeesresreeneenrenreas 20
7.1 Structure of the CBS page in the SMS-CB MESSAQE. ......c.ccieiriririieieie ettt 20
7.2 A Command Packet contained in & SMS-CB MESSAE.........curuireruiriiieiirieisieseeesie et 20
7.3 Structure of the Response Packet for 8 SMS-CB MESSAE ........ccuvuiririririeese sttt 21
8 Standardised (U)SIM toolkit commands for Remote File Management..........c.ccceceveeeeniencenencenenne 21
8.1 Behaviour of the Remote File Management APPliCation .........cccoue e iieie e 21
8.2 Coding Of the COMIMANTS.........ccuiiiieiecie et e e e e e e e s saesteeste e teeseeseeenseenseenseesaesneesseesrens 22
821 SIM INPUE COMIMEINGS........eiieiieieeteeteeeeeseesee st e saeeseeseeesaesseesseeteesseesesseesseesseesseenseassessenssensensessesneesnes 22
8.2.2 SIM OULPUL COMIMEANGS ... .ccuvieeeeeeeesteesieeieeieseeseeesteesteeteesaesseesseesseesessesseesseesaeeseanseasseasenssensenssesnsesnensnes 22
8.2.3 USIM iNPUL COMMBNTS.... . eeteeieiieieeseeseesteete et esseeste e te e e estessaesseesseesseesseassesneesseesseenseenseesenssennsesnsesnsesnes 22
824 USIM OUEPUL COMIMEBINTS......eutiteieeieete sttt sttt sttt s b e et b e e se b e e e bt bese e bt b e se et ebesa et ebe s e 23
8.3 (U)SIM specific behaviour for Response Packets (USINg SMS-PP) ..o 23
84 1Y o SR 24
9 Open Platform commands for Remote Applet Management ..........cooovvererereieeieeeeesesesesie e 24
9.1 Remote Applet Management Application DENAVIOUN ...........coeciiieiei i 24
91.1 L 010 L= IR0 7= [ o P 24
9.1.2 F N oo L= A0t ! o] o USSR 25
9.1.3 s 0 0T 007 PR 25
914 F N oo L= =010 7 ST 25
9.15 APPlEt LOCKING / UNIOCKING .....evitiieiirtiiest ettt 25
9.1.6 APPIEt Parameters REIMEVE ........cooiiiiiiieiite bbbt st 25
9.2 COMIMEANTS COUIMY ..ttt ettt sttt sttt ettt sttt b et be b st he b s e bt e b e s e eb e e b e seebe e b e se e bt e b e e e bt e be s e e neebenneneeb e st et ebenrenees 25
921 INPUE COMIMEINGS. ...ttt sttt et b et h e b seehe b e e e bt b e s e e he e b e ne e bt e b e s s e st b e ns et ebesb et ebe s eneee 25
922 OULPUL COMIMIBNAS ...tttk ettt se et e et se st b e se e st eb e s e ese e b e se e st e b e seeaeebeseeseebesbe e ebesbe e ebenbennenen 25
9.3 RESPONSE PACKELS ......eeeeeeeteseeiet sttt ettt h bbbt h bt eeh bt e s bt e et eb s e bt bt s et bt e e nb s e e nns 26
931 (U)SIM RESPONSE PACKELS ......cveeieeiieiesiesie e st et s te st et este e e sstess e ssaesaeesseenseanaesaeasseaseasseenseensennsesneesnes 26
9.3.2 1Y T o PSSR 26

ETSI



3GPP TS 23.048 version 5.9.0 Release 5 4 ETSI TS 123 048 V5.9.0 (2005-06)

Annex A (normative): Remote Management Applications | mplementation for TS 43.019

(o0) 0 0] o T = Ta L f o= 0 - TSRS 27
A.1 Applet Management Commands for TS 43.019 compliant Cards ...........coceeerereniereneieeiineneseseseneens 27
A.ll COMMEANAS DESCITPIION ...ttt ettt bt b e et b e s e et b e et b e s e st ebene et eb e st et ebenne e e 27
All1 D I I PP P PP PPRPR 27
A.l112 L1 I I N PSSP PR PSP 27
Al121 M ENU PAIaIMELEIS........eiieieieeee ettt r e e e e e e s ae e e r e n e e ar e enresnnenneenreenreas 27
A.1122 Card ReSOUICES INFOMMEBLION. .......c.eeeeieieistere ettt sttt be e sb e se et saesbe s e enneeen 28
A.113 GET STATUS ettt r et et s b e s b e e b e e Rt e e e s e e s he e e Re e e Rt e rees e e eneenb e e reeneenesnnennes 28
All4 L RS I I PR PP PSPPSR 28
A.l1141 INSEAIL (LOBOY.....veoevoceeeecee et ss st s s s sses s sa s s es s saes s 28
A1.142 INSEAIL (INSBITY ..o enes e sen e ees e seneeees 29
A.11421 Toolkit Applet SPECITiC ParaMELErS........coiiiiireee et e 30
A.1.1422 MEIMOIY SPACE ...t e e e s s r e b e s e e 31
A.11.423 oot Y o 0] 10 o R 31
A.11.423 BGPP ACCESS MECNANISIM ...ttt ettt e st esbeseesbesaeeneeneeneeeesaesseeneenseneens 32
A.11.424 Priority level of the TOOIKIt @PIEL........c.cccuiieeieeee e e 32
A.1.1.4.25 Coding of the Minimum SECUFLY LEVEL .........ooiee et e 33
A.115 LIOAD .ttt h R e R e R e R AR e SR e R e ARE e ARe e R e e R e e R Rt eR e e eR e e e R e e Re e Ee e nennenarennes 33
A.116 RS IS N U S PP PP U UPTURP PSPPI 34
A.117 PUT Y ettt etttk h e E e b e bt e e e s et s ae e s Re e sRe e R e e Rt e an e e R e e eb e e n b e e b e e reenennnenanenns 34
A.2  Security of messages sent to the Remote Management AppliCatioNS..........ccevveieeierienieniinesesesese s 35
A21 MINIMUM SECUITY LEVEL ... bbbt b et b et nb e e 35
A.2.2 Remote File Management ACCESS CONTITIONS.........coueiiirieiririeire bbb 35
A.3  Security Management for Applet Management USING APDUS ..o 35
A31 Selection of Card Manager and SeCUrity DOMaIN.........cccuviiiiieiieice s aesreenneas 35
A.3.2 MUEUBL BUENENTICEEION ...ttt ettt e b et h et e b se et e sb e eb e et e e e e e ebenbesbeebe e e ennennens 35
A.3.3 APDU'S DAP COMPULBLION .......ueeiiieiteeiieeietiesteeeeestesesseesseesseeseassesssesseesseesesssessesssessseesseessesnsesssesssssesssens 35
Annex B (normative): Relation between security layer and Open Platform security

AN ChITECIUN €. 36
B.1 Key set version - counter association within a Security DOMAEIN............ccocevirerenerereneseseseeeeeeeeeas 36
B.2  SECUNLY KEYS KIC, KID ...ttt et nr e n e 36
Annex C (informative): ChangE HISIOTY ..o e 37
[ TS 0] Y USRS 39

ETSI



3GPP TS 23.048 version 5.9.0 Release 5 5 ETSI TS 123 048 V5.9.0 (2005-06)

Foreword

This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document specifies the structure of the Secured Packets in a general format and in implementations using
Short Message Service Point to Point (SMS-PP) and Short Message Service Cell Broadcast (SMS-CB).

Furthermore, the coding is specified for a set of common application commands within the secured packets. Thissetisa
subset of commands specified in 3GPP TS 51.011 [5] and allows remote management of filesonthe UICC in
conjunction with SMS and the Data Download to UICC feature of 3GPP TS 31.111.

For UICCs based on 3GPP TS 43.019 [15], the set of commands used in the remote applet management is defined in
the present document. Thisis based on the Open Platform card management specification [14]. For UICCs based on
other technologies, other loading mechanisms may be used.

The present document is applicable to the exchange of secured packets between an entity in a 3G or GSM PLMN and
an entity in the UICC.

Secured Packets contain application messages to which certain mechanisms according to 3GPP TS 22.048 have been
applied. Application messages are commands or data exchanged between an application resident in or behind the 3G or
GSM PLMN and on the UICC. The Sending/Receiving Entity in the 3G or GSM PLMN and the UICC are responsible
for applying the security mechanisms to the application messages and thus turning them into Secured Packets.

2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

» References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

» For aspecific reference, subsequent revisions do not apply.

» For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

2] 3GPP TS 22.048: " Security mechanisms for the (Universal) Subscriber Interface Module (U)SIM
Application Toolkit; Stage 1".

[3] 3GPP TS 23.040: "Technical redlization of the Short Message Service (SMS)".

[4] 3GPP TS 24.011: "Point-to-Point (PP) Short Message Service (SMS) support on mobile radio
interface”.

[5] 3GPP TS 51.011 Release 4: " Specification of the Subscriber |dentity Module - Mobile Equipment
(SIM - ME) interface”.

[6] 3GPP TS 31.111: "USIM Application Toolkit (USAT)".

[7] I SO/IEC 7816-4: "Information technology - Identification cards - Integrated circuit cards - Part 4:
Organization, security and commands for interchange”.

[8] Void

[9] SO 8731-1 (1987): "Banking - Approved agorithms for message authentication - Part 1: DEA".

[10] ISO/IEC 10116 (1997): "Information technology - Security techniques - Modes of operation for an

n-bit block cipher".
[11] 3GPP TS 23.041: "Technical realization of Cell Broadcast Service (CBS)".
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