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Intellectual Property Rights

Essential patents

IPRs essential or potentialy essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI membersand non-members, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not congtitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword

This Technical Report (TR) has been produced by ETSI Technical Committee Reconfigurable Radio Systems (RRS).

Modal verbs terminology

In the present document "should", "should not", "may", "need not", "will", "will not", "can" and "cannot" areto be
interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

Executive summary

The introduction of RRS capability is shown not to inhibit the provision of the security mechanisms of existing radio
access technologies. The reason, shown in the present document, is that the security capabilities for common radio
technologies (e.g. LTE/SAE, |IEEE 802.11™) are present at layers 2 and higher in the OSl protocol stack, whereas the
novel features of RRS apply to the means to provision layer 1. It is highlighted however that a Radio Application
addresses a complete protocol stack and provision of all layers of the protocol stack in a single software package may
require special provisions in the Reconfigurable Equipment to enable full network communication.
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1 Scope

The present document shows a mapping of existing Radio Access Technologies (RATS) to the Reconfigurable Radio

System (RRS) model in order to identify missing security requirements, in particular identify the boundary of an RRS
Radio Application with regard to the security functions present in existing RAT. Recognizing that a RAT is not bound
to asingle link but may be supported by functions in the network the present document also considers the role of core
networks in supporting any triggering of the Reconfigurable Equipment to reconfigure itself using a push mechanism.

2 References

2.1 Normative references

Normative references are not applicable in the present document.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.
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