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developed within IEEE represent a consensus of the broad expertise on the subject within the Institute as
well as those activities outside of IEEE that have expressed an interest in participating in the development of
the standard.

Use of an IEEE Standard is wholly voluntary. The existence of an IEEE Standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related to
the scope of the IEEE Standard. Furthermore, the viewpoint expressed at the time a standard is approved and
issued is subject to change brought about through developments in the state of the art and comments
received from users of the standard. Every IEEE Standard is subjected to review at least every five years for
revision or reaffirmation. When a document is more than five years old and has not been reaffirmed, it is rea-
sonable to conclude that its contents, although still of some value, do not wholly reflect the present state of
the art. Users are cautioned to check to determine that they have the latest edition of any IEEE Standard.

Comments for revision of IEEE Standards are welcome from any interested party, regardless of membership
affiliation with IEEE. Suggestions for changes in documents should be in the form of a proposed change of
text, together with appropriate supporting comments.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as they
relate to specific applications. When the need for interpretations is brought to the attention of IEEE, the
Institute will initiate action to prepare appropriate responses. Since IEEE Standards represent a consensus of
all concerned interests, it is important to ensure that any interpretation has also received the concurrence of a
balance of interests. For this reason, IEEE and the members of its societies and Standards Coordinating
Committees are not able to provide an instant response to interpretation requests except in those cases where
the matter has previously received formal consideration.

Comments on standards and requests for interpretations should be addressed to:

Secretary, IEEE-SA Standards Board
445 Hoes Lane

P.O. Box 1331

Piscataway, NJ 08855-1331

USA

Note: Attention is called to the possibility that implementation of this standard may
require use of subject matter covered by patent rights. By publication of this standard,
no position is taken with respect to the existence or validity of any patent rights in
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Introduction

(This introduction is not part of IEEE Std 1402-2000, IEEE Guide for Electric Power Substation Physical and Electronic
Security.)
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IEEE Guide for Electric Power
Substation Physical and Electronic
Security

1. Overview

1.1 Scope
This guide identifies and discusses security issues related to human intervention during the construction,

operation (except for natural disasters), and maintenance of electric power supply substations. It also docu-
ments methods and designs to mitigate intrusions.

1.2 Purpose
Access to electric supply substations by unauthorized personnel is an increasing problem for the electric
industry. These intrusions may result in loss, damage, and misoperation of equipment and facilities and may

create potential safety and environmental liabilities.

This guide presents various methods and techniques presently being used to mitigate human intrusions, as
identified in an industry survey.

In 1994, an IEEE Substation Security Guide Survey questionnaire was sent to utilities internationally; the
responses from this survey are presented in Clause 7 of this guide.

Refer to IEEE Std 1264-1993! for methods being used to counteract nonhuman intrusions.

2. References
This guide shall be used in conjunction with the following publications:

Accredited Standards Committee C2-1997, National Electrical Safety Code®(NESC®).?

nformation on references can be found in Clause 2.

2The NESC is available from the Institute of Electrical and Electronics Engineers, 445 Hoes Lane, P.O. Box 1331, Piscataway, NJ
08855-1331, USA (http://standards.ieee.org/).
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