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Intellectual Property Rights 
IPRs essential or potentially essential to the present document may have been declared to ETSI. The information 
pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found 
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in 
respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web 
server (http://ipr.etsi.org). 

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee 
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web 
server) which are, or may be, or may become, essential to the present document. 

Foreword 
This Technical Specification (TS) has been produced by Joint Technical Committee (JTC) Broadcast of the European 
Broadcasting Union (EBU), Comité Européen de Normalisation ELECtrotechnique (CENELEC) and the European 
Telecommunications Standards Institute (ETSI). 

The present document is based on the DVB document TM3927, and it may be converted into a standard after market 
feedback. For this purpose, the wording of a standard (normative elements) rather than of a technical report (informative 
elements) has been used. 

NOTE: The EBU/ETSI JTC Broadcast was established in 1990 to co-ordinate the drafting of standards in the 
specific field of broadcasting and related fields. Since 1995 the JTC Broadcast became a tripartite body 
by including in the Memorandum of Understanding also CENELEC, which is responsible for the 
standardization of radio and television receivers. The EBU is a professional association of broadcasting 
organizations whose work includes the co-ordination of its members' activities in the technical, legal, 
programme-making and programme-exchange domains. The EBU has active members in about 60 
countries in the European broadcasting area; its headquarters is in Geneva. 

European Broadcasting Union 
CH-1218 GRAND SACONNEX (Geneva) 
Switzerland 
Tel: +41 22 717 21 11 
Fax: +41 22 717 24 81 
 

Founded in September 1993, the DVB Project is a market-led consortium of public and private sector organizations in 
the television industry. Its aim is to establish the framework for the introduction of MPEG-2 based digital television 
services. Now comprising over 200 organizations from more than 25 countries around the world, DVB fosters market 
led systems, which meet the real needs, and economic circumstances, of the consumer electronics and the broadcast 
industry. 

Introduction 
The present document describes the minimum set of common CA elements necessary to achieve interoperability 
between different CA Systems, in particular to support the implementation of the DVB Common Scrambling version 3 
algorithm (CSA v3) within digital broadcasting systems.   

http://webapp.etsi.org/IPR/home.asp


 

ETSI 

ETSI TS 100 289 V1.2.1 (2014-03)5 

1 Scope 
The present document provides for support for the implementation of the DVB Common Scrambling version 3 
algorithm (CSA v3) within digital broadcasting systems. Considering that there will be several Conditional Access 
solutions based on ISO/IEC 13818-1 (MPEG-2) [1] and the DVB specifications, the present document specifies the 
common signalling aspects as well as operational guidelines relevant for CA solutions. The present document provides 
hence the basis for co-existence of multiple Conditional Access Systems in a single Transport Stream.   

2 References 
References are either specific (identified by date of publication and/or edition number or version number) or 
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the 
reference document (including any amendments) applies. 

Referenced documents which are not found to be publicly available in the expected location might be found at 
http://docbox.etsi.org/Reference. 

NOTE: While any hyperlinks included in this clause were valid at the time of publication ETSI cannot guarantee 
their long term validity. 

2.1 Normative references 
The following referenced documents are necessary for the application of the present document. 

[1] ISO/IEC 13818-1: "Information technology - Generic coding of moving pictures and associated 
audio information - Part 1: Systems". 

[2] ETSI EN 300 468: "Digital Video Broadcasting (DVB); Specification for Service Information (SI) 
in DVB systems". 

[3] ETSI TS 101 162: "Digital Video Broadcasting (DVB); Allocation of identifiers and codes for 
Digital Video Broadcasting (DVB) systems". 

2.2 Informative references 
The following referenced documents are not necessary for the application of the present document but they assist the 
user with regard to a particular subject area. 

[i.1] NIST FIPS 197: "Advanced Encryption Standard". 

[i.2] ATIS-0800006: "IIF Default Scrambling Algorithm". 

3 Definitions and abbreviations 

3.1 Definitions 
For the purposes of the present document, the following terms and definitions apply: 

Conditional Access (CA) system: system to control subscriber access to services, programmes and events  

Service Information (SI): digital data describing the delivery system, content and scheduling/timing of broadcast data 
streams, etc. 

NOTE: It includes MPEG-2 Program Specific Information (PSI) together with independently defined extensions. 

http://docbox.etsi.org/Reference

