ETS| TS 123 334 V14.4.0 (2018-01)

' ETSI/7___ N\
-\ YV

< '““:

TECHNICAL .S‘_PI-ECIFICATION

Digital cellular telecommunications system (Phase 2+) (GSM);
Universal Mobile Telecommunications System (UMTS);
LTE;

IP Multimedia Subsystem (IMS)

Application Level Gateway (IMS-ALG)

- IMS Access Gateway (IMS-AGW) interface:
Procedures descriptions
(3GPP TS 23.334 version 14.4.0 Release 14)

),

Advanced
l 3
eTM

A GLOBAL INITIATIVE



3GPP TS 23.334 version 14.4.0 Release 14 1 ETSI TS 123 334 V14.4.0 (2018-01)

Reference
RTS/TSGC-0423334ve40

Keywords
GSM,LTE,UMTS

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 493 65 47 16

Siret N° 348 623 562 00017 - NAF 742 C
Association a but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° 7803/88

Important notice

The present document can be downloaded from:
http://www.etsi.org/standards-search

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the only prevailing document is the
print of the Portable Document Format (PDF) version kept on a specific network drive within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal.etsi.orq/TB/ETSIDeliverableStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying
and microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2018.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its Members.
3GPP™and LTE™ are trademarks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
oneM2M logo is protected for the benefit of its Members.
GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

ETSI


http://www.etsi.org/standards-search
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

3GPP TS 23.334 version 14.4.0 Release 14 2 ETSI TS 123 334 V14.4.0 (2018-01)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Policy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword

This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities, UMTS identities or
GSM identities. These should be interpreted as being references to the corresponding ETSI deliverables.

The cross reference between GSM, UMTS, 3GPP and ETS! identities can be found under
http://webapp.etsi.org/key/queryform.asp.

Modal verbs terminology

In the present document "shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.

ETSI


https://ipr.etsi.org/
http://webapp.etsi.org/key/queryform.asp
https://portal.etsi.org/Services/editHelp!/Howtostart/ETSIDraftingRules.aspx

3GPP TS 23.334 version 14.4.0 Release 14 3 ETSI TS 123 334 V14.4.0 (2018-01)

Contents

Intellectual Property RIGNES.... ..ottt b e b e s 2
01 Yo (o PSS 2
AV TeTo = = g oS = 011 070] oo | OSSPSR 2
1= 11 o PSSR 8
1 o0 o< TP PP PR TRPRIN 9
2 REFEIBINCES ...ttt ettt s b bt st et e e e e et et e st e be e b e sb et e st et e e e neenenreabeneen 9
3 Definitions, symbols and abbreviationS ............cccecciiiiieii e 13
31 D= T o T] (0] TP P TR UR TSROSO 13
3.2 Y 1210 SRS 14
3.3 ADDIEVIBLIONS ...ttt b et e et e bt sh e b e e heeae e e e nE e b e sh e eh e e ae et e e e e bt nbeeaeene e nne e 14
4 N ot 01 = o [P 15
41 REFEIENCE @ICNITECLUIE ... ettt ettt e e e et e st s ae bt e e eae e e e neeseeseeseeeneeneeneeneeses 15
4.2 N LN I U o 1 o TSRS 16
43 F N O N YV ¥ o o £ o 17
4.4 EP-CSCH/EIMS-AGW FUNCHION ...ttt sttt e et et b e bt eb et e s et sae b e saeene e e aneas 17
5 FUNCLIONEl REGUITEIMENTS.......c.eitiitiitisteteste ettt b e nr s e e e e en e b b e s e 18
51 GBNENEL ...ttt bbb b bR R e R Re R e R £ SR e e R £ e R e R e AR e AR eb e Rt R e e e e b e Rt eRe bt e Rt enee e ennas 18
52 Gate CONtrol & LOCAI NAT ...ttt st be st e e e e st e beseesaeeseeneeneeneenseseeseeseesneeneeenneas 18
5.3 IPreamindication and @vailability ...........cceiiiriiiiiec s 18
54 REMOE NAT LraVErSAl SUPPOM. ... cveteueetertieete sttt sttt ettt se et bt e e b b e bbbt e bt s e eb e e se bt e e eb e e ennens 19
55 Remote Source AddresSs/POrt FITTEITNG ... ...c.ciiieiieieisiee bbb 19
5.6 THAIFIC POIICING .ttt bbbt bbbt bt b e s b e ekt s e et eb e s b et eb e s b e e eb e e b e neebesbennene s 19
5.7 Hanging Termination DELECTION ...........ciiirieiiieeesteet ettt sb bbb 20
5.8 (0TS o= o (= 1Y, = (1 o SR 20
5.9 Handling Of RTCP SITEAIMS.......ccuiiieiiecicie st see st et ettt e s te et e s aesaeesse e te e teenteeseasseesseesseeseensenneennns 20
59.1 (CT= 0T o SO PPSPPSN 20
5.9.2 RTP/RTCP transport MUITIPIEXING ....ccveeveeieeireeeeiesees e e eesiesae e seesaeesaeseesseesseesseenteense e seensesneesnnesnes 21
5.10 Media INACLIVITY DELECION.........cccuieie ettt este et e e e et e sreesse e teenseensesneesneesseesseanseensenns 21
511 IMS MEAIA PIaNE SECUMLY ...cveiiiieiiiiiieti ettt sttt s bt s et e e se st neene b et eneeneseennens 22
5111 (€71 PR 22
511.2 ENJ-10-8CCESS-EUUIE SEOUMLY ....vtitiiiteieeeete ettt ettt b et b et be st eb e e 22
51121 End-to-access-edge security for RTP based mediausing SDES..........ccccoovrinennineneneneeeesieeseee 22
51122 End-to-access-edge security for TCP based mediausing TLS........ccooo i 23
511221 (€7 1 PR RRSRSN 23
511.2.2.2 €2ae security for session based messaging (MSRP) ..o e 24
5.11.2.2.3 e2ae security for conferenCing (BFCP) .......c.vciii ettt nae e ens 25
5.11.2.3 End-to-access-edge security for UDP based mediausing DTLS.......cccccoo e veeveeve e 25
511231 (€T g1 - STS 25
5.11.2.3.2 e2ae security for T.38 fax over UDP/UDPTL tranSpOort .........ecveveeieeiie e seeseeesee s seee e 25
51124 End-to-access-edge security for RTP based mediausing DTLS-SRTP........ccccocevvevv e 26
51125 End-to-access-edge security for RTP based voice and video mediausing DTLS-SRTP over TCP......27
511.2.6 End-to-access-edge security for WebRTC data channels using UDP/DTLS/SCTP transport .............. 28
5113 ENO-T0-EN0 SECUITY ...ttt b et b bbbt b e bt b et b e s b et b b et b e b 28
51131 End-to-end security for RTP hased MEOia.........coceiiriiiereeeeeee et 28
51132 End-to-end security for TCP-based Mmediausing TLS .......oociiiieiieieese e 28
5.12 Explicit Congestion NOtifiCation SUPPOIT ..........coeiiiriiieirieieere ettt 29
5121 (=0T - SO P P SPPSN 29
5.12.2 Incoming SDP offer Wit ECN ......cc.oi ittt e e teete e e e eneeenes 29
5.12.3 Incoming SDP offer WithOUE ECN .........ccooiiei et snne s 29
5124 Detection of ECN fallureS DY IMS-AGW .....o.coiiiiieiieee et st sttt st 29
5.13 I oo Lo ] oo USSR 30
5131 (=0T - SO P P SPPSN 30
5.13.2 Handling of COMMON COUEC PArAIMELENS........cceuirieiete ettt sttt sttt b et b e et sb e e et eb e e 30

ETSI



3GPP TS 23.334 version 14.4.0 Release 14 4 ETSI TS 123 334 V14.4.0 (2018-01)

5133 Handling of the EV'S SPEECH COUEC.........couiiiiieiirieieie ettt bbb 31
5134 Handling of the OPUS speech and audio codec for WEDRTC........ccooiiiiiienirineeee e 49
514 Multimedia Priority Service (MPS) SUDPPOIT .......co.ciiiiiieierieeeiese ettt 52
5.15 Coordination Of Vide0 OFENEALION. .........ccueiiieieeteee ettt e e e e tesaesae s e eeseesresneeneeneeneas 53
5.16 GENENTC IMAJE GLLITDULES. ...ttt ettt b et b e et b et b e bbb 54
5.17 TCP bearer CONNECLION COMEIOL .......c.oitiitiii ittt b e bbb et a et e e et e sb et e sbesne e e enneee 54
5.17.1 S 1= I Ol o [ o 54
5.17.2 State-aware TCP NANAIING ......coiviiiee e s te et e e e e s re e be et ereesteesreesseeneeneennes 55
517.2.1 LC T o1 - TSP 55
5.17.2.2 State-aware TCP handling without support of modifying the TCP setup direction..........c.ccccoecvevveennen. 55
517.2.3 State-aware TCP handling with support of modifying the TCP setup direction ...........ccccocvveircninnnne, 56
5.18 Interactive Connectivity EStabliShment (ICE)........coiiiiiiiinieereee e 58
5.18.1 (€71 PR 58
5.18.2 O = P RRSN 58
5.18.3 e PR 60
5.18.4 STUN consent freshness for WEDRTC ..ottt e e 62
5.19 ST 7= o (1T o ST 62
5.19.1 (=0T - SO P P SPPSN 62
5.19.2 IMS-ALG procedures to support IETF RFC 6714 with application agnostic M SRP handling by the

117 ST S 63
5.19.3 IMS-ALG procedures to support |ETF draft-ietf-simple-msrp-sessmatch with application agnostic

MSRP handling by the IMS-AGWV ..ottt sttt st 63
5.194 IMS-ALG procedures for application aware M SRP interworking by the IMS-AGW .........cocoeeeeieienenne 64
5.19.5 Application-aware MSRP interworking at the IMS-AGW ..o e 64
5.19.6 MSRP data ChANNEIS ...ttt st see et s st e e e seeseesbesaeeseeneenseneeas 64
5.20 Web Real-Time Communication (WEDRTC) ..ottt eb e 65
5.20.1 (€71 PSR 65
5.20.2 WEDRT C data ChaNNE ...ttt e e et e e se e e et e seesaesneene e e eneees 66
5.20.2.1 LC T o1 - TSP 66
5.20.2.2 Data Channel EStalliSNMENL ..........ocooiiiiieeeee e e s sb e 66
5.20.2.3 Data Channel REIGASE .......cc.oiiieiieiee bttt a bttt e b saesb e e e enneneen 71
5.20.2.31 LC T g1 - RS S 71
5.20.2.3.2 Release of one WEDRTC datachannel ..o e 72
5.20.2.3.3 Release of all or last active WebRTC data channels within an SCTP Association ...........ccccceeue.. 73
5.20.2.4 MSRP within WebRTC data Channel ............ooiii it 74
5.20.2.5 BFCP within WebRTC data Chann@l.............coo oot 74
5.20.2.6 T.140 within WEeDRTC data Channel ...........ooiiieeieeee et 74
5.20.3 Media Plane OPtiMIiZALION .........c.oieiiireeseree ettt et et b et b e et b e bbb 75
5.20.3.1 LT 07 PP RRRSUSR 75
5.20.3.2 RTAT A L@ o T = 11 o o= PR 75
5.20.3.3 R TAT A L@ 1= 01T 7= ] o o PR 77
5.21 Alternate Connection (ALTC) Addresses ManagemMent..........c.ocvereereeieninseeseeseesieeesseessees e esseessesaessessses 78
5211 (=0T o O SPPSPPSN 78
5.22 Video ReQIiON-Of-INEEIESE (RO ....eeiieieeieeseee ettt et et e st et e e etesseesaeesaeesseenseenseeneeenaennensnens 79
5221 (=0T o SO PPSPPSN 79
5.22.2 "Far End Camera Control” MOOE. ........coeeiiereieieee ettt st eestestesnesaesneeneeneeneas 79
5.22.3 "PredefiNet ROI" MOOE.........ooie ettt ettt ettt et estesbe st e st e e ebeseestesbesaesaesneeneeneeneas 79
5224 "ATDIEFArY RO MOOE.......ceiitiieiiiteseei ettt b bbb bbbt et b bbbt eb bbb e ens 80
523 SDP Capability Negotiation (SDPCEPNED) .......coueiririeiriereeerie sttt sttt sbe e sre e 81
524 RTP-1€VEl PAUSE GNG FESUME ...ttt bbbt b bbb et b bt eb e b 82
5.25 RTCP Codec Control Commands and INAICALiONS...........eeoeerereiiriie et neens 82
6 IMS-ALG tO IMS-AGW ProCEAUIES .......eitiriiieieieeeieeie st st sttt sttt s se e seeseesessesneseessenens 84
6.1 NON-Call REIGIEA PrOCEAUIES ......c..eeuieieiieeestesie sttt sttt ettt bt bt st e ae e e e e et sreebesaeene e e ennenes 84
6.1.1 GBINENEL ...ttt b e h e bR R R R k£ e E e R e R SR e Rt Rt Rt et e b et Rt ebesaeenne s enras 84
6.1.2 IMS-AGW UNGVAIHTBDIE.......oeeeieeeeeee ettt sttt se e e see e e besaeeseeneenseneens 84
6.1.3 IMS-AGW AVEIHEDIE.......eoieie ettt sttt sttt et e e e se e beeeseesbesaeebeeneenseneens 85
6.1.4 IIMS-AGWV RECOVEY ...t sttt ettt sttt s s r bt et e e se e s e e r bt be e e s e neseenn e resneer e e e ennennea 86
6.1.5 IMS-ALG RECOVEIY ...ttt ettt se e et r et e e e se e r bt b e e e nn e n e sreer e e e ennennea 86
6.1.5.1 LT 07 S PRRRRSTSR 86
6.1.5.2 Y S A I S o = o] o 1R 87
6.1.6 IMS-AGWW RETEOISIEN ....cteeeriete ittt sttt sttt sttt sttt st et et e s bt et st et e be s be e be st et e besbe st e beseenesbesbeneebenbenees 87

ETSI



3GPP TS 23.334 version 14.4.0 Release 14 5 ETSI TS 123 334 V14.4.0 (2018-01)

6.1.7

6.1.8

6.1.8.1
6.1.8.2

6.1.9

6.1.10

6.1.11

6.1.12

6.1.13

6.1.14

6.1.15

6.2 Ca
6.2.1

6.2.2

6.2.3

6.24

6.2.5

6.2.6

6.2.7

6.2.8

6.2.9

6.2.10
6.2.10.1
6.2.10.2
6.2.10.3
6.2.10.3.1
6.2.10.3.1.1
6.2.10.31.1.1
6.2.10.3.1.1.2
6.2.10.3.1.2
6.2.10.3.1.2.1
6.2.10.3.1.2.2
6.2.10.3.2
6.2.10.3.2.1
6.2.10.3.21.1
6.2.10.3.2.2
6.2.10.3.2.2.1
6.2.10.4
6.2.10.4.1
6.2.10.4.2
6.2.10.4.3
6.2.10.4.4
6.2.10.4.5
6.2.10.5
6.2.10.6
6.2.10.6.1
6.2.10.6.2

6.2.10A
6.2.10A.1
6.2.10A.2
6.2.11
6.2.12
6.2.13
6.2.13.1
6.2.13.2
6.2.13.3
6.2.13.4
6.2.14
6.2.14.1
6.2.14.2

IMS-AGW Re-registration Ordered by IMS-ALG ..o e 88
AUIT OF TIMS-AGWV ..ttt ettt sttt e st b et e st et e e e beseeebesaeese e e e e eteseeseesneeneeneansenen 88
F U o 1o V- 1SS 88
AUt OF CAPADIHTTY ....eeveeee ettt bbbt b et s b e et b e et b e 89
IMS-AGW Capability ChaNQE........cceiueeeiirieieie ettt ettt b et n et b 89
IIMS-ALG OUL OF SEIVICE ....eititiittetieieet ettt ettt b bbb s et b e she bt s st e se et e se e besaesbe e e ennennea 89
IMS-AGW Resource Congestion Handling = ACHVALE.........cccueveeiieie e 90
MGW Resource Congestion Handling -INAICalioN ...........cccceiceiiiiiere e s 90
Control assoCiation MONITOMNG . ....eiueieereesteeeesee st esteeteetesree e e ste e e seesaeesreesseaseeseesseanseesseessensseensesnsesnes 90
Realm Availability MONITOIING......ccoieiieiieiesties et e e e ae e e s s e e te e be e teeteenesneesnes 91
Failure of 1P Port, Interface or Group oOf INterfaCes. ........ooo i 92
| REIGEEA PIrOCEAUIES ...ttt ettt st sttt e a e e e e e seeseesbesaeese e e e sessesbesaeeneeneeneensas 92
Gate Control & LoCal NA(P)T PIrOCEAUIE........cc.coietiriiietirieeeteste ettt bbb sbe b e b b s s b e ebesbeneenens 92
IP realm indiCation PrOCEUUNE..........c.eitiieieitereete ettt et b e et b e et s b e et besa et eb e b 95
Remote NA(P)T traversal SUPPOIt PrOCEAUIE .........couiiieirierieieeie ettt 95
Remote Source AdAreSS/POrt FilLENNG .......ccoeeririeiie et 95
LI 1 Lo o o SRS 96
Hanging Termination DELECIION .........ccuveuieieeiesiesieee e e et e e e aeeste e ssaeste e seenseenteeneesneennes 96
(@ oIS o= o= 1Y, = 15 (1 o 97
Media lNACLIVILY DELECLION ........coieeiicie et e et eae et e e saesreeste e te e reeteennenneennes 97
Handling Of RTCP SITEAIMS.........oiiiiee ettt ae e s e e e s te e aeesteeseessaesteesseeteenseeneesnnennes 98
IMS end-to-access-edge Media Plane SECUITY..........ccieieiie ettt ae e e 98
LT 0T - PSR 98
End-to-access-edge security for RTP based mediausing SDES..........ccccooiviiiininneneese e 98
End-to-access-edge security for TCP-based mediausing TLS .......ccooieiiiriineneene e 98
End-to-access-edge security for session based messaging (MSRP) .......ccovivenineeneneneneeees 98
IMS UE originating procedureS fOr €288.........cccuiiieirinieiriteeieseeeeseee s 98
Incoming TCP bearer establishment triggers an outgoing TCP bearer establishment ......... 98
IMS-ALG reguests sending an outgoing TCP bearer establishment...........ccccoeevviivvnenen. 101
IMS UE terminating procedureS fOr €288 ..........ouveierieiiee ettt e 103
Incoming TCP bearer establishment triggers an outgoing TCP bearer establishment ....... 103
IMS-ALG requests sending an outgoing TCP bearer establishment............cccccevvcievnennen. 106
End-to-access-edge security for conferencing (BFCP).........occveieie e 108
IMS UE originating procedureS fOr €288 ..ottt 108
Incoming TCP bearer establishment triggers an outgoing TCP bearer establishment ....... 108
IMS UE terminating proceduresS fOr €288 ........ocuui ettt sre e enens 111
Incoming TCP bearer establishment triggers an outgoing TCP bearer establishment ....... 111
End-to-access-edge security for UDP based media using DTLS ... 114
LT 07 | PR 114
Session establishment from IMS access network for T.38 fax using "UDP/TLS/UDPTL" .......... 114
Session establishment towards IM S access network for T.38 fax using "UDP/TLS/UDPTL" .....117
IMS-AGW procedure for e2ae security of T.38 fax using "UDP/TLS/UDPTL" ........cccecvvvveeens 119
DTLS session establishment faillure iNdiCation ............coooeiiriiiieneneeeee e 119
End-to-access-edge security for RTP based mediausing DTLS-SRTP........ccccceviveiveccevce v, 120
End-to-access-edge security for WebRTC data channels using SCTP-over-DTL S transport............. 124
LT 07 | PR 124

Call flow for data channel establishment from WIC towards IM S access network and M SRP
S S S o =S = o] 1T 0 0| 124
IMS end-to-end Media Plane SECUTY ..o 127
End-to-end security for RTP based mediausing SDES..........ccccoiiiiiiiniineneeeee e 127
End-to-end security for TCP-based mediausing TLS ..ot 127
Change Through-CONNECLION..........ccueiieeeeee et se e e te e teesaeestesreenseenaeenaesraesneas 127
EMEIQGENCY CallS.. .ottt ettt st e st e te et e e naeeaeesse e st e e teenteentesnaesaeenaeenreerean 127
Explicit Congestion NOtifiCation SUPPOIT .........ccveiieieeieie e e sees e e eee e sraesreesreesaeennesreesseenseensenns 127
GBNENEL ...ttt bt h bR b e e R e R e R R b e Re ke e e e b e be Rt beeaeene e e et e 127
ECN Active Indicated (ECN tranSparent) ........ccccveceecueeiereeseesesieesesseeseeeseesssssessseessessesssssnsssssssnns 127
ECN support requested (ECN €NAPOINT) ......covevreriirieiriiieesieieesie e 128
ECN Failure Indication (ECN €nAPOIN).........ooueiiiieiriieisisieese st 128
Access Transfer procedures with media anchored in IMS-AGW (ATGW) ..o 129
LT 0T 129
H.248 CONLEXE MOTEL ...ttt st eae et e e e beseesaeeneeneeneeneas 129

ETSI



3GPP TS 23.334 version 14.4.0 Release 14 6 ETSI TS 123 334 V14.4.0 (2018-01)

6.2.14.3 PS session origination or termination with media anchoring in IMS-AGW (ATGW) signaling

PIOCEAUIES ...ttt ettt sttt b ekt b e e h e b s e he b e s e e bt b e e e bt e hese e bt e E e s e eb e e b e e e et eb e e e neeb e st et ebe b ne e 131
6.2.14.4 PSto CS Access Transfer procedure with media anchored in IMS-AGW (ATGW)....ccoeveienenienne 133
6.2.14.5 ECN support during PSto CS Access Transfer procedure with media anchored in IMS-AGW

(ATGW) oottt s sttt aen e 134
6.2.14.6 Support of generic image atrTDULES .........c.ocviiiice et e sre e e reereens 135
6.2.14.6.1 LC T o1 - ST 135
6.2.14.6.2 Indication of generic image attribDULES ...........coee e 136
6.2.14.7 Handling of cOmMMmON COOEC PAraMELEN'S........cccuieieeieeie ettt e e reseesneeenes 136
6.2.14.8 VSRS 0= e g ool L= o= o oo i 137
6.2.15 Multimedia Priority Congestion Control ProCEAUIES............cceeiirieiriieeneseesie e e 152
6.2.15.1 LT 0T R 152
6.2.15.2 IMS-AGW Resource Congestion in ADD response, request iS qUeUEd...........cccevereeereneneeesienienenns 152
6.2.15.3 IMS-AGW Resource Congestion in ADD response, IMS-ALG seizesnew IMS-AGW.........cceeee. 153
6.2.15.4 IMS-AGW Priority RESOUICE ATTOCELION........ciuiieiiriiieirieie ettt 153
6.2.15.5 IMS-AGW Priority USer Data Marking .........ccoeeererieeririeerinieesesie s 154
6.2.15.6 IMS-AGW Priority MOifiCaLION.........ccieeiieieeee sttt e et e e enaesnaesnaesnees 154
6.2.16 Coordination Of Vide0 OFENEALION .........cccuerirtirierteeieeiete sttt s b b b e e sr e b sbeseesbesneensennens 155
6.2.17 Procedures for Interactive Connectivity Establishment (ICE) .........ccccoovevieierie e 156
6.2.17.1 L ] OSSR 156
6.2.17.2 L PSSP 156
6.2.17.3 Connectivity check result notification (fUll ICE) .........coocvvieiiierieece et 157
6.2.17.4 New peer reflexive candidate notification (fUll ICE) ..o 157
6.2.17.5 STUN CONSENE FrESNNESS TESE ... ettt st se e st ae e e e e e e 158
6.2.17.6 STUN Consent Freshness Test Failure NOtifiCation ...........cccoviieiiieienesceee e 159
6.2.18 TCP bearer CONNECLION COMLION .........eiiiieieeeee ettt e e ae e se e e seeseesbesneeseeneenseseens 159
6.2.18.1 LT 0T RS 159
6.2.18.2 Sl €SS TCP NANAIING ...ttt b et b e et b e b b se b b sneneas 159
6.2.18.3 State-aware TCP handling without support of modifying the TCP setup direction...........cccccveevvenens 159
6.2.18.4 State-aware TCP handling with support of modifying the TCP setup direction.............ccccccvvvevvennnnns 159
6.2.19 Application-aware MSRP interworking af the IMS-AGW ......cc.eeiieiieece e 161
6.2.20 Alternate Connection (ALTC) Addresses ManagemeNLt ..........cccververieerieeieesinseeseeseeesseesessessessseessesssenns 162
6.2.21 Video Region-0Of-INEEreSt (ROI).......coiieiieieeie et ste ettt e st et te e e e teeaesaesneesneesneanseensenns 164
6.221.1 Video Region-of-Interest (ROI) USING FECC.........coiiiiriiririeeeieseesie s 164
6.2.21.2 "Predefined ROI" MOOE .......ooiie ettt et ae et e et e e s tesneenee e eneeee 165
6.2.21.3 "ATDITFArY RO MOE......ceceiitiieeieite ettt ettt b e bbb e b b ne b b nneneas 166
6.2.22 LT o] O 1 TR 167
6.2.22.1 Establishment of a WebRTC data Channel .............ooeeiiiiiieceee e e 167
6.2.22.2 Release of aWebRTC data Channel ..........ooiiiiiiieeee et 167
6.2.22.3 MediaPlane OPtiMiZALiON.........coiiiie e et sreesaeeee e e sreesseeteente e reenseeseeneeanes 169
6.2.22.3.1 Media Plane Optimization including DTLS layer for WIC originating call..........cccccvevevvecennnns 169
6.2.22.3.2 Media Plane Optimization excluding DTLS layer for WIC originating call ...........ccccocovevveinnnenne 171
6.2.23 RTP-1eVEl PAUSE QN0 FESUME.........eiieeieeie e ee e ee s ee e eeste et e s ee s e e te et e esaeestessaesseesseesseeeesnnesaeesseenseensenns 173
6.2.24 RTCP Codec Control Commands and INAICaLiONS...........ccerueiirerinirieee e 173
7 L1 7= (o 11 0 S 174
8 M essages/Procedures and CONLENES.........ccviie ettt e et s b e et e e e e b e neennesreenes 175
8.1 LT 1 = SOOI 175
8.2 Reserve and Configure AGW CONNECLION POINL..........ccooiieiiieiiee e se e see e e e e e e e eaesreesraennees 176
8.3 Reserve AGW Connection POINE PrOCEAUIE. ...........coeiieieierie sttt et ne s 185
84 Configure AGW Connection POINE PrOCEAUNE .........cccuveiieieeiesieseesiessie e e s e saeesteete e ssaesree e e nsesneesneeenes 192
8.5 REIEASE AGW TEIMINGLION ..ottt e e et b e bt st et et et e seeee e beseeebeeneeneeneeres 200
8.6 Termination heartheat INAICATON. ..........ccooi e e 200
8.7 M S-AGW OUL-0Of -SEIVICE ...ttt ettt sttt et e e e et e be s beeaeese e e eneeseeseebesaeeseeneenseneeneas 201
8.8 IMS-AGW COMMUNICATON U ..ttt sttt b e et b e et e e b e b nneneas 201
8.9 Y ST AN TV L= (o] = 1o o RS 202
8.10 IM S AGW REGISIET ...ttt sttt st ettt e et st e e ete st e seetesbese et e st e saeseetesaeseebesaeseebaneesesbesetesteseesensesenneas 202
8.11 Y ST A I = o = o] o PSS 203
8.12 IMS-AGW RETEOISLEN ...ttt sttt ettt ettt st s tese et s aeseeb e st e st eseebeseebesbeseebeebeseebesbeneebesbeseenenbeneeneas 203
8.13 IMS-ALG Ordered Re-TeQISITAtiON .........ccieeiierieeieseeseestees e ete e eae s e s e e ste e seeeesseesaeesseenseenteensesseesseesnaesanns 204
8.14 AUAIT VBIUB ...ttt et sttt sttt e et e s e e st e be s e e Rt s Eese e Rt s bese e st e be st eneebeebeneebesbe e ebenbeneans 204

ETSI



3GPP TS 23.334 version 14.4.0 Release 14 7 ETSI TS 123 334 V14.4.0 (2018-01)

8.15 AUTIT CAPDITTTY ..ottt et h et s e et b e se e st b e se e st eb e s e et eb e s b e neebeebeneeneebeneenea 205
8.16 CAPADITTY UPOBLE. ... .ottt et bbbt bbbt b b e bbb se b e bt e b e b 205
8.17 IMS-ALG OUL Of SEIVICE ...ttt ettt ettt ae e et et aeeseene e e eneeseeseesbesaeeseeneeneeseeneas 206
8.18 IMS-AGW Resource Congestion Handling - ACHVELE...........coeiiireiiireeerereeie e 206
8.19 IMS-AGW Resource Congestion Handling - INQiCALION. ..........cccoiriiiiirieiiereene e 207
8.20 INACLIVILY TIMEOUL ACHVALE. ... .ctiiie et ce e st s et e et e e st e e e e stessaesseesseeseenteeseenteenseensesneessaesnens 207
8.21 Inactivity TimeOUt NOLITICAIION.........cceiee e s e te e sae e te et e enaesneesnaesneas 208
8.22 (0000100721070 == ot S 208
8.23 REAIM AVEAIHADIHTTY ACHVELE. ......cuiiiieeiiiiietiree ettt s bbb et se b et e e nesseneens 209
8.24 Realm Availahility NOUTICALION ........ccv ettt te et eeneesnaesneas 209
8.25 IPBEArEr REIEASEA ... .ottt sttt et e e st te s ae e st e n e et ene et e e e beseeeseeneeneeneeneas 210
8.26 Media INaCtiVity NOUTICAIION .......c..oiieiriieeireet bbbttt nn s 210
8.27 TerMINatiON OUL-Of-SEIVICE ...ttt sttt ettt e beseesbe s e ese e e eteseeseesaeeneeneeneenees 211
8.28 Change Throug-CONNECTION ..........oiuiiiiriieert et bbbt b et b e b n e 211
8.29 Change FIOW DITECHION ......cvieeiirtieetirt ettt sttt b ettt b bbb st b b e st b e bt be bt 212
8.30 O\ =TT LU = g o (= 1 o] o ISR 212
8.31 Notify (D)TLS session establishment Failure INAiCatioN .........cc.oocvieiee e 213
8.32 Notify TCP connection establishment Failure INdiCation.............ccooveieeienieiiee s 213
8.33 I CE Connectivity Check Result NOLTICALION .......cceeovieiicieciesies et e e saees 214
8.34 ICE New Peer Reflexive Candidate NOTICATON ..........ciireiiiieeeee e e 214
8.35 STUN Consent Freshness Test Failure NOtIfICALION ...........ccoiiiiiiniiieee e 215
8.36 N o) S O S = gl == PSP 215
8.37 NOtify SCTP Stream RESEL RESUIL........couiiiiieciete e 216
Annex A (informative): ChangE NISLONY ..o 217
L TS 0 YRS P OSSR 219

ETSI



3GPP TS 23.334 version 14.4.0 Release 14 8 ETSI TS 123 334 V14.4.0 (2018-01)

Foreword

This Technical Specification has been produced by the 3 Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

Annex G of 3GPP TS 23.228[2] gives out an IMS Application Level Gateway (IMS-ALG) and IMS Access Media
Gateway (IMS-AGW) based reference model to support NAPT-PT, gate control and traffic policing between IP-CAN
and IMS domain.

P-CSCF
IMS-ALG
Gm .~ -
> ; ‘Scope of this
|~ specification
e lg —— \
r————] "v”’
| | NAT |
UE NAT | ; |
' Media _|  Media
_____ : Access domain | IMS Access Gateway IM CN domain

Figure 1.1: Scope of the specification

Figure 1.1 illustrates the reference model for Iq:

- the dashed line represents the | P signalling-path with SIP (at Gm) as call/session control protocol between the
UE and the P-CSCF (IMS-ALG);

- thebold, horizontal line represents the IP media-path (also known as (IP) bearer-path or (IP) data-path; the
notion 'media’ is used as generic term for "I P application data"); and

- thevertical line represents the Iq control-path with H.248 as gateway/policy control protocol between the IMS-
ALG and the IMS-AGW (H.248 messages are transported over |P).

The Ig reference point is between the P-CSCF (IMS-ALG) and the IMS-AGW. It conveys the necessary information
that is needed to alocate, modify and release (1P) transport addresses.

The present document defines the stage 2 description for the Iq reference point. The stage 2 shall cover the information
flow between the P-CSCF (IMS-ALG) and IMS-AGW. The protocol used over the Iq interface is the gateway control
protocol according ITU-T Recommendation H.248 (which is specified for 1q by an H.248 profile according 3GPP TS
29.334[3)).

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.
[2] 3GPP TS 23.228: "IP Multimedia Subsystem (IMS), stage 2".
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