ETS| TS 133 203 V14.0.0 (2017-04)

& =>

TECHNICAL SPECIFICATION

Digital cellular telecommunications system (Phase 2+) (GSM);
Universal Mobile Telecommunications System (UMTS);
LTE;
3G security;

Access security for IP-based services
(3GPP TS 33.203 version 14.0.0 Release 14)

A),

Advanced
Pro

e

= CIl |

A GLOBAL INITIATIVE



3GPP TS 33.203 version 14.0.0 Release 14 1 ETSI TS 133 203 V14.0.0 (2017-04)

Reference
RTS/TSGS-0333203ve00

Keywords
GSM,LTE,SECURITY,UMTS

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - NAF 742 C
Association a but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° 7803/88

Important notice

The present document can be downloaded from:
http://www.etsi.org/standards-search

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the only prevailing document is the
print of the Portable Document Format (PDF) version kept on a specific network drive within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal.etsi.orq/TB/ETSIDeliverableStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/Commitee SupportStaff.aspx

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying
and microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© European Telecommunications Standards Institute 2017.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are Trade Marks of ETSI registered for the benefit of its Members.
3GPP™and LTE™ are Trade Marks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
oneM2M logo is protected for the benefit of its Members
GSM® and the GSM logo are Trade Marks registered and owned by the GSM Association.

ETSI


http://www.etsi.org/standards-search
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

3GPP TS 33.203 version 14.0.0 Release 14 2 ETSI TS 133 203 V14.0.0 (2017-04)

Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential |PRs, if any, ispublicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities, UM TS identities or
GSM identities. These should be interpreted as being references to the corresponding ETSI deliverables.

The cross reference between GSM, UMTS, 3GPP and ETS! identities can be found under
http://webapp.etsi.org/key/queryform.asp.

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

ETSI


https://ipr.etsi.org/
http://webapp.etsi.org/key/queryform.asp
https://portal.etsi.org/Services/editHelp!/Howtostart/ETSIDraftingRules.aspx

3GPP TS 33.203 version 14.0.0 Release 14 3 ETSI TS 133 203 V14.0.0 (2017-04)

Contents

Intellectual Property RIGNES.... ..ot e e b e 2
01 Yo (o ST 2
MoOdal VErDS EMINOIOQY .......ccveieeieieece sttt ettt e e e s re s aeeaesbeeaeesbesreensesaeensessesneenseseeeneensessens 2
1= 11 o TSRS 9
1 o0 o< TP PR PSPPI 10
2 REFEIBINCES ...ttt b e bbb e b et e e et e Rt e bt b e bt s e e et et et et e nnenr e b es 10
3 Definitions, symbols and abbreViationsS ............ccceeiii e 13
31 D= T 0T (0] 1RSI 13
3.2 SYIMDOIS. ...ttt ettt b et b e et b e s e Rt bt s e bt b e e Rt SR e e Rt e E e bRt R Rt bRt b e et b n e 13
33 F Y o] 1= V7= 0] 13
4 Overview of the SECUIity @rChiTECIUIE.........cc.iiiiieiceeeee e 14
5 S oL Y = =S S 17
51 SECUME ACCESSTO IIMIS..... et h e b e E e e e e s e s e she e s Rt e n e e r e e neennennnenneennees 17
511 Authentication of the subscriber and the NEIWOIK.............ooiiiiiiireee e 17
5.1.2 Re-Authentication Of the SUDSCITDEY ..ot 17
513 CoNfidENtiality PrOTECHION ... .cueitieeeiite ettt eb ettt b e et b e ettt sb et eb e s b e e ebesbennenen 17
514 INEEGITEY PrOLECION ...ttt ettt bbbt b b et b e e et b b et b b 18
52 NEtWOrK tOPOIOGY NIING........cueitieiiiteie bbb bbb s b b en e e ens 18
5.3 SIP Privacy handling in IMS NEIWOIKS ........coiiiieeie ettt ee e ste e s e e s neenaeenseenneenaesnaessaenneas 18
54 SIP Privacy handling when interworking with nOn-IMS NetWOIKS.........cccceiveieiie i 19
6 S o Y 0= = T 0 S 19
6.1 Authentication and KEY aQrEEIMENT ..........ccuiiiiee e ee ettt e e et e e e teseesaeesaeesaeeseenseenseeneesseesnens 19
6.1.0 (€71 PR 19
6.1.1 Authentication Of an IM-SUDSCITDEN .......cc.oiiiiee et 19
6.1.2 AULNENICAHTION FAITUIES. ...ttt ettt este et et et e sbesaeeneeneeneensees 22
6.1.2.1 User aUthentiCation fAITUIE ..........oeiieee et ettt sresae e e eneeneen 22
6.1.2.2 Network authenti Cation FAITUFE. ..ot neen 22
6.1.2.3 [INCOMPIELE BULNENTICALION ..ottt ettt 23
6.1.3 Y 0w a0 a1l o g I =1 LU= 23
6.1.4 Network Initiated aUtheNtiCatiONS...........coei et e et s sb e neea 24
6.1.5 Integrity ProteCtioN INCICALON .........cccvecii et ae e re e beeste e re e reeteennenneeenes 25
6.2 Confidentiality MECNANISIMS........cciiiie e te e e s e s e e saeesteeseenseenteeneesneesneesreas 25
6.3 F 10 o LY 1= o =T 0 L 26
6.4 HidiNG MECHANISIMS ...t bbb bbb bt s s bbbt bbb ens 26
6.5 CSCF interoperating with proxy located in @non-IMS NEIWOIK ..........c.ooeireriiinenee e 26
7 Security assoCiation SEt-UP PrOCEAUIE ........c..eiueeeeeeeeeieeieste sttt s e e e sb e b b e s e s e sse s nneanas 27
7.0 LT 0T PSSR 27
7.1 SECUritY 8SSOCIALiON PAIAIMELEIS .....eeiveeieeeeieesee st erteete e e et e st e e e e teeseesseesseesseesseasesseesseesseeseanseensenssesneessensses 27
7.2 Set-up of security assoCiationS (SUCCESSI Ul CBSE).......ccueiierieii et esraesneas 30
7.3 Error cases in the set-up Of SECUNItY @SSOCIBLIONS .......cueiveieeieerieeieeeeeee e e ee e sae e e te e reseesreesreesneereenseens 33
731 Error caseSrelated 10 IMS AKA ...ttt b et e et et eb e nee e 33
7.3.1.0 LC T o1 - TR 33
7311 User aUthentiCation fAITUINE ..........oeiieee et sttt ee e sae e e eneeneen 33
7312 Network authentiCation FAITUIE. ............ooe e een 33
7313 SYNCHIrONISATON FAITUIE ...t b et 33
7314 [INCOMPIELE BULNENTICALION .......eveeeee et ettt 33
732 Error cases related t0 the SECUNTY-SEE-UD ..ot 33
7321 Proposal Unacceptabl @10 P-CSCF ..ottt e eb e e nnene 33
7.3.2.2 Proposal unacceptabl @t UE...........ooi ot st e st et esnaesnaesreennees 33
7.3.2.3 Failed consistency check of Security-Set-up linesat the P-CSCF .........ccccoveivieviccececeesee e 34
74 AUthenti Cated re-reQISIIaIION ..........eieieeerieeee e ee st se et e e et e e e e eseesraesseesteeseanaesseesseeseenteenseeneessenssnns 34
74.0 GBINENEL ...t b e h e bR R E R R £ e e e R e R R e Rt Rt R e e e e b e bRt ebeeneennenenras 34

ETSI



3GPP TS 33.203 version 14.0.0 Release 14 4 ETSI TS 133 203 V14.0.0 (2017-04)

74.1 Yo T o USSR 34
74.1a Management of security assoCiatioNSiNthe UE ..o 34
7.4.2 Yo T o SRS 35
74.2a Management of security assoCiationSiNthe P-CSCF ... 35
75 Rules for security association handling when the UE changes IP address..........occoveveeveevesce e 36
8 L STV e h bR R A et R R ARt AR e Aot e e e Rt Rt Rt R e R et et e et n e e e b es 36
8.0 GENEIAl ...ttt ettt e et e et e et e e be e te e ee et e eheeeheebeebeeateehteaheeaheeaheeateeteaaeeaheeateebeenreenteeneeeneenteenres 36
8.1 Requirements on the ISIM appliCaION............coiiiiiieiee e 37
8.2 Sharing security functions and data With the USIM ... e 37
9 IIMEC ettt R R R E AR R R £ R e R R e R e A et e e e R e R e Rt R e R et et e e e R e re b es 38
Annex A: Yo T o ST 39
Annex B: Yo T o P 40
Annex C: RV 0 Lo TSRS 41
Annex D: RV 0 Lo TSRS 42
Annex E: AV 0 Lo PSSR 43
Annex F: Yo T o P 44
Annex G (informative): Management of SeqUENCENUMBDENS........ccveiiiiiee e 45
Annex H (normative): The use of " Security Mechanism Agreement for SIP Sessions' [21]

fOr SECUTITY MOOE SEE-UP ...ttt 46
Annex | (normative): Key expansion functionsfor IPSECESP ... 48
Annex J (informative): Recommendationsto protect the IMSfrom UEs bypassing the

O3 O SRS 49
Annex K: RV oo TSRS 50
Annex L (Normative): Application to fixed broadband acCess.........cccccevvreecevecciese e 51
S R 111 0o (1 (o OSSPSR 51
L.2  APPICAION OF CLAUSE A.......oeieeieeee ettt s et es e e e nne b e 51
Annex M (normative): Enhancementsto the access security for | P based servicesto enable

NAT traversal for Signaling MESSAGES..........ccerverieieeireirreeesie e 53
YO © 1= 1= - | S SPRRN 53
0 T oo o= PSSP 53
Y (= L = 010 =SSR 53
M.3 Definitions, symbols and abbreViationsS ............coviieiiiieie it 53
M.4  Overview of the SECUNitY arChitECLUIE............eceece ettt ne e 53
M.5  SECUMLY FEAIUIES. ...ttt b bbbt e et he bbb e b e b e e e e e e e senneene e 53
M.6  SECUNLY MECNANISIMIS. ...c.eitiiiteeee ettt b bt b et e et e ae st b e st e b e b e e e e e e e s e nbeene e 54
M.6.1 Authentication and KEY aQrEEIMENT ..........ccuiiii e e et e et e st et e e esteeeesaeesaeesseenseenseenseensesseesneas 54
M.6.2 Confidentiality MECNANISIMS........cciiiie e e e s esre e saeesteeaeenteenteesaeeneesneesneas 54
M.6.3 INLEGIITY MECNANISIMIS ...t e et e e eesaeesae e teenteasseeseessaesseenseeseenseanensnes 54
M.6.4 HidiNg MECHBNISIMIS ......coiiciice et e et e s e e s ae e s re e teeateenteeseesseesseesseeseensenneennns 54
M.6.5 CSCF interoperating with proxy located in @non-IMS NEIWOIK ..........c.cooeirireiineneese e 55
M.7 Security asSOCiation SEt-UP PrOCEUUIE..........cveeeeeierieetestestesteseess e et sse s s e s e b s e e e e enesse s e e s ennens 55
M.7.0 GENEIAl ..ottt ettt et e et e et e st e e te e te e teeeeeheeeheebeeabeeabeehteaheeaheeaheeabeateaaeeaaeeareebeenteeteeaeeeaeenreenres 55

ETSI



3GPP TS 33.203 version 14.0.0 Release 14 5 ETSI TS 133 203 V14.0.0 (2017-04)

M.7.1 SECUritY 8SSOCIAiON PAIAIMELEIS ......ecveeeeeeeieesee st et et eee s e e s tee e e e aseesseesseesseesseasesseesseesseenseanseensenssesneessenssns 55
M.7.2 Set-up of security assoCiationS (SUCCESSI Ul CBSE).......cccueiierieii ettt e e st nreas 59
M.7.3 Error cases in the set-up Of SECUNItY @SSOCIBLIONS .......c.eiveieereerieeieeeeeeese e e e e see e eesteesseeeeseesreesneenseenseens 64
M.7.3.1 Error caseSrelated 10 IMS AKA ...ttt b ettt bbbt b e nnea 64
M.7.3.2 Error cases related t0 the SECUMTY-Set-UpD......ccuiiieieece e e 64
M.7.3.2.1 Proposal unacceptall @10 P-CSCR.........ccci ettt sre e e sae e e sneesneenseenneens 64
M.7.3.2.2 Proposal UNaCCeptabl@ 10 UE............coiiiiiiirieiste ettt ettt b e e bbb nnene 64
M.7.3.2.3 Failed consistency check of Security-Set-up linesat the P-CSCF ..o 64
M.7.3.24 Missing NAT traversal capabilitiesin the presence of aNAT ..o 64
M.7.4  AUhentiCaled re-TEQISITALION ......c..eeitereee ettt bbbt b e bbbt b e et b e e et ebe b e e e b re s 64
M.7.4.0 (€71 PSR 64
M.7.4.1 Yoo TSRS 65
M.7.4.1a Management of security assoCiationS INthE UE ..ot 65
M.7.4.2 Yoo PSS 65
M.7.4.2a Management of security assoCiationsiNthe P-CSCF ..o 65
M.7.5 Rules for security association handling when the UE changes P address..........cccovevvecvceveesecce e 66
R T 1Y PSSP 67
7 T 1 67
Annex N (nor mative): Enhancementsto the access security to enable SIP Digest........ccccceevenee. 68
N TRt 5 o S SRSRN 68
N B2 T 1107 o o= o] o OSSPSR 68
N.2.1 AUthentiCatioN REQUITEIMENTS .........iieeeieiiee et e s e e e e ste et e et eeseeste e te e tesstesaeesseesseesseenseenseenseeneessenssnns 68
N.2.1.1 Authentication Requirements for REQISIIatiONS............ceriiieirierieirieiee st 68
N.2.1.2 Authentication Requirements for Non-registration MESSAgES ........ccurveireririrereseseese e 71
N.2.2 AUNENTICALTON FAITUINES ......eeee ettt e et e s e ae et et e beseeebeeneeneeneeneees 73
N.2.2.1 User AULNENEICALTION FAITUNE........oieeeeeee ettt e e e e besnesse e e eneeneen 73
N.2.2.2 Network authentiCation FAITUIE ...........coeereee et s sr e e neeneens 73
N.2.2.3 INCOMPIELE AULNENTICELION....... ettt bbbt bbb 73
N.2.3 SIP Digest synchronizatiOn fallUNe...........cuviee ittt ettt e e s e snaesneas 73
N.2.4 Network Initiated QUENENTICALIONS..........ciiieeieee ettt e et b st ne e e 74
N.2.5 Support for dynamic PasSWOrd ChBNGE. .........ciueiieieeieese et eee st e s e s e e e stesae e e sreesreesseenseenseesaesneesseessens 74
Annex O (normative): Enhancementsto the access security toenable TLS........cccooeoivininennn 76
L0 25 I 0 S 76
0.11 TLS ACCESS SECUIMLY ...eeveeiteeti et ete st este e e e teeseesteesteesteetesseesseesseenseenseesseasaesseesseesseensessnesaeesseanseenseenseeneensenssens 76
0.1.2 CoNfidentiality PrOtECLION. .......ccteeieeieee ettt e e e eessaesreesreesseeseeneesseesseeseenseenseeneeeneessenssens 76
0.13 INEEGITEY PrOLECION ... .ttt ettt b e st b e st bbb bbbt b e st bt b et bt e e e eb b enis 76
0.14 TLSintegrity proteCtion iNGICAION ...........cuiueiiirieirie ettt b e e eb bbb seenea 77
0.2 TLS SESSION SEL-UP PrOCEAUIE. .....c.eeteeeeeieeeie ettt sttt se et ss bbb sn e e ae e eneebe e nenn e s 77
0.21 TLS Profile for TLS Dased @CCESS SECUITY.......cuuiiueieeieesieeitretesee st e e ete et e s e e stesee e e e saeeseenseeseeenaesseesnens 77
0.2.2 TLS session Set-Up dUring FEQISIIAiON .......ccueeiesee ettt et e e e e sreesse e e e sreesseeseenseenaeenaenseesneas 78
0.2.3 TLS session set-up prior to INitial regiStration ............cceieeiieiecieciese e naesneesrees 79
0.3  Error casesinthe Set-Up Of TLS SESSIONS.......cciiiiiiieieieesie ettt sttt sb e et saeene e sesreeaes 79
031 ooz S = o = I (T I T T PSS 79
0.3.10 (7 01 PR 79
0311 User aUthentiCation FAITUNE..........o.eiieee ettt e e e e besneese e e eneesnen 79
0312 Network authentiCation FAITUIE ...........co ot s sb e e e e e 80
0.3.13 SYNCHIONISALTION FAITUIE ...ttt st b bbb e b b neenea 80
0314 INCOMPIELE QUENENEICALION..........eeieeeece e et et e st e te e re e reenreeneeneeenes 80
0.3.2 Error cases related t0 the SECUNTY-SEt-UP ......occeiieeriee ettt et te e e e e 80
0.4 Management Of TLS SESSIONS......cuuiiieiiiirieriesieeie st eeesteseestesreeaestesseestesteesesresseestesseessestesnsestestesssensessens 80
04.1 Management of TLS SeSSIONS @t the UE...........coo ittt 80
0.4.2 Management Of TLS SESSIONS @ the P-CSCR.........coiiiieieree st 80
043 AULeNti CALEA FE-TEQISLIALION .........eiviieeieite ettt b ettt b e et b et eb b e b e s b e seebeebeneeneas 80
0.5 TLSCertificate Profile and Validation...........c.ccooiieeriiieese ettt eneeneennees 81

ETSI



3GPP TS 33.203 version 14.0.0 Release 14 6 ETSI TS 133 203 V14.0.0 (2017-04)

051 QI RS O 1) o= (USSR 81
0.5.2 CartifiCAE VAlIABLION ...t bbbttt s e bbbt b e s heehe e e e b e besre e b e saeene e e ennas 81
0.5.3 CartifiCAE REVOCEIION.......oeetiieeieeeee ettt e bbbt h et e e s e et e bt sh e b e s aeeh e e e e s e beseeebesneene e e eneas 82
Annex P (normative): Co-existence of authentication schemesIMS AKA, GPRSIMS-

Bundled Authentication, NASS-IM S-bundled authentication, SIP

Digest and Trusted Node Authentication ..........cccceeceveveeieveccee s, 83
Pl SCOPE OF TNIS ANNEX ...ttt et b bbb e s e s e e se st bt bbb s e 83
P.2  Requirements on co-existence of authentication SChEMES ...........cceoiiiirinene e 83
P.3  P-CSCF ProCedure SEIECHION ......c.cceeiiiiecie ettt sttt ettt te st e e e be e e sresaeetesteeneeseenbesreennesneens 83
P.4 Determination of requested authentication schemein SCSCF ... 85
P.4.1 SIS oS = o] o] (0= OSSPSR PSR TR PR 85
P.4.2 Mechanisms for performing StepS 1 t0 3iN P4 L. ..o e 86
P.5 Co-existence of PANI-aware and other P-CSCFS.........cooeiriririnirieseeeeeeses s 87
P.6  Considerations on the CX INTEITACE ........cocuiiriiieeerr e e 87
Annex Q (informative): Usage of the authentication mechanismsfor non-registration

Messagesin ANNEXESN aNd O.......oceeviiiiieieciee e e 88
(O I R €7 0 -SSP 88
Q.2 Assertion of identities by the P-CSCF ..ot s ere s 88
Q.3 Strengths and boundary conditions for the use of authentication mechanisms for non-registration

IYIESSATES. ... reeureereeseeeere e et e sreesseesaeesare e st e st e s m e e as e e e ae e e e e e n e e e R e e nRe e eR et ean e e Rt e aRe e nRe e nRr e e Rt e R e e ne e reenreenreennnenanena 89

Annex R (normative): NASS-IM S-bundled authentication ............ccccceveeieieeienie e 91
O R O Y= VT S SRSRN 91
R.2  USe CaseS and LiMITaliONS........cccoiuriiiririniesiesiesee ettt st sttt eese b be st nee e 91
[T B = -] 1= o (= ot 1 (o) TSSO 91
Annex S (Normative): Application t0 3GPP2ACCESS.......ccoo e 94
I3 R 1 oo U oo o TSSO 9
S22 APPICAION OF CAUSE 4.ttt b b e bt s e b e n e e s 94
S.3  Application of clauses 5 througn O.........c.oiiii e s 95
S4  3GPP2 AKA CredentialS.......ccoeeeieirisirie s sttt sttt st b et e e et beseessenteneenes 96
S4.1 Realisations of 3GPP2 AKA CredentialS.........oo oottt e e e s 96
S5 Network Domain SECUNtY FOr IMS.......oo i 96
S51 LT 0T O TSSRR 96
S5.2 INter-domain DOMEIN SECUITLY .....eeueiieieeieesieeieeteeee s et e e sae e s e e steestesaesseesseesseenteasseeseesseesseeseeseensennensnns 96
S5.3 INtra-domain DOMEIN SECUITLY ....veeveieeieeeieesieeieeeesee s et esae e s e e s teestesaesseesreesseenteessesseessaesseeseeseensennensnns 97
S54 Profiles of Network Domain SeCurity MEthOOS ...........cueiieiiiece s 97
S54.1 LT 0T = | S 97
S54.2 SUPPOIT OF IPSEC ESP.....cc ettt sttt ettt st e st e st e s te e ste et e e e e e neesbe e beeneeeseesseesreeseeenseeneeenes 97
S54.21 LT 0T U SSS 97
S54.22 Support of ESP authentication and eNCryPLioN............c..coiieirineeneeesesee e 97
S543 SUPPOIE OF TLS ..ttt bbbt e st b e et b e s e et e bt se et sb e e e b e s b e e eb e s b e e ebesbennenen 98
Annex T (normative): GPRS-IMS-Bundled Authentication (GIBA) for Gm interface................ 99
IS A 1 11T [ T oo RS 99
LI 2 (= o U (= 0107 01 TSP OSSR 99
I T 0= RS 0= o PSSR 100

ETSI



3GPP TS 33.203 version 14.0.0 Release 14 7 ETSI TS 133 203 V14.0.0 (2017-04)

T.3.0 LT T 100
T.3.1 Impersonation on IMS level using the identity of @an iNNOCENE USEY .........cccccveveeviecie e 100
T.3.2 LRS00 11 T S 100
T.33 COMDINEA tNFEAL SCENGITO ... ettt ettt ettt et b ettt s e b et b e s bt ese e e e e e besresbeeneennennens 100
T.4  GIBA SecUrity MECHANISM ......c.oiiiciei ettt st s ae e e s re e e e st e reeneenbenreas 101
T.5 RestrictionsSimpoSed DY GIBA ... e n e 101
T.6 Protection against IP address Spoofing iN GGSN ..o 102
T.7  INEEIWOIKING CASES.....viivieieiteeteeete st et st e et e s te st e s teste e besteeaeesbesseessesbeentesreeseesbeeaeeseesseensesteensensesreensesnennss 102
T.8  IMESSAGE FIOWS.......eeeet ettt b et b ettt b bt b b et ea e e bt be b nenn e 105
T.8.1 SUCCESSFUL FEOISITALTON. ...ttt bbbt b et b e b et b bbb 105
T.8.2 UNSUCCESSFUL FEOISLIALION ...ttt ettt ettt ettt b et b et b et b et e bt s e enis 106
T.8.3 Successful registration for a selected iINtErWOrKing CASE .......ccvvveieiee ettt e e 108
Annex U (nor mative): Trusted Node Authentication (TNA) ..o 111
L TR R O 1 4= YR 111
U.2 Usecaseand detail€d QESCHPLION. .......cccviiiiecie ettt re et re e re s neenesreenes 111
Annex V (informative): NAT deployment considerationsfor GIBA ........cccoveveveiecce e 114
Annex W (nor mative): Tunnelling of IMS Services over Restrictive Access Networks.............. 115
L AT R @ Y= V= T OSSR 115
W.2 Service and Media Reachability for Users over Restrictive Firewalls— Tunneled Firewall

Traversal fOr IMSIIATIC ...eoiieee ettt sre e e e sneeneas 115
W.2.0 LT 07 115
w.2.1 Firewall deteClion PrOCEUUIE............eiiiecieee ettt e e e e e e e tessee s e e sreete et e saeesaeenseenseenteensenraesnnns 116
W.3 Service and Media Reachability for Users over Restrictive Firewalls — Extensionsto

STUN/ITURNI/ICE ...ttt ettt sttt et s e e et e s ae e testeeaeesbesreetesbeeasesteaneessestesneensensens 117
W.3.1 IEFOTUCTION ...ttt et e s ae e b e et e e st e e s teeaeesaaesheesbeesbeensesaeesaeesbeeseenteentesatesnsesanesanas 118
W.3.1l1 GENEN@L.... .ottt et e e et e st e et e e te e teeaeeeaeeeaeebe e be e be e teeatesheeaheeeheeaeeeaeeaheeabeebeebeeateenteareesaeas 118
W.3.1.2 Firewall traversal for IMS control plane using SIP over TLS/TCP......cccooiiiinnineneere e 118
W.3.1.3 Firewall traversal for IMS mediaplane using ICE and TURN ..........cccocieiiriniiesie e 118
W.3.2 REFEIENCE MOTE ... b et e bbbt b e it e b e et e e e sbesbesbeeaeenee e e b e 119
W.3.3 Required fUNCLIONS Of tNE UE ... ...ttt e e s st e s te e sae e teenteenteensesnaesnnas 119
W.3.4 Required fuNCLioNS Of tNE P-CSCR ...ttt e e s e e sae e teeneeenaesneesnaesneas 120
W.3.5 Required functions Of the TURN SEIVET ........c.ooiieece ettt e e s ae e te e enaesnaesnaesnees 120
W.3.6 Required functions of the IMS-ALG and IMS-AGW ..ottt st nnees 120
Annex X (Normative): Security for WebRTC IMS Client accesstoIMS.......ccoovvceveviececee, 121
D0 A 1 1 [N T (o) SRRSO 121
X.2 Authentication of WebRTC IMS Client with IMS subscription re-using existing IMS

aUthenti CatiON MECHANISIMIS. .....c.i ettt st et saeeseesreeaeseeeneensenneas 121
X.2.0 LT T 121
X.2.1 (T aTe e =0 [T = 01 1 121
X.2.2 Solution 1.1: Use Of SIP Digest CredentialS.........c.ocveiiereeiieese e sttt e e sne e enee s 121
X.22.1 (€T 0T o= | USROS 121
X.22.2 REGUITEIMENTS ...ttt bbbt bbbt b e b e e bt b e e st b e bbb 122
X.223 PIOCEAUIES.......cceeeceeectee ettt ettt e et e b e e be e tesaee s aeesae e beeabeeaeeebeaebeesbaenteentesnsesnnesaeesaeenseentenns 122
X.2.3 SOIULION 1.2: USE O IMS AKA ..ottt ettt et et s e s he e be et e e aeeebe e beesbeesbeesbeenreenneenns 123
X.231 (€T 0 = | USROS 123
X.23.2 REGUITEIMENTS ...ttt bbb bbb bt b e b e e bt b et b et et b e b 124
X.2.3.3 PIOCEAUIES........eeee ettt bbbttt s h bRt b e ae et e e e ne ekt s heeh e e ae e b e nbeebeebesbeene e e et nes 124
X.3 Authentication of WebRTC IMS Client with IMS subscription using web credentials....................... 125
X.3.0 LT T 125
X.3.1 (T aTe = = [N T = 01 1 126

ETSI



3GPP TS 33.203 version 14.0.0 Release 14 8 ETSI TS 133 203 V14.0.0 (2017-04)

X.3.2 o] U110 o 220 OSSR 126
X.3.21 (CT= 0T o OSSPSR 126
X.3.2.2 S0 [ = 101 1RSSR 126
X.3.2.3 PIOCEAUIES........eee ettt e bbbt et bt he b e e he e e e b e s et bt s bt eh e e ae et e neeabeebeebeene e e et es 127
X.4 Assignment of IMS identitiesto WebRTC IMS Client from pool of IMS subscriptions held by

R LY E S R 131
X.4.0 LT 0T PR 131
X.4.1 (T aTe = = [T = 01 1 131
X.4.2 o] U110 5 75 SO SRSTS 132
X.4.21 (CT= 0T o OSSPSR 132
X.4.2.2 S0 [ = 101 1RSSR 132
X.4.2.3 PIOCEAUIES........eee ettt e bbbt et bt he b e e he e e e b e s et bt s bt eh e e ae et e neeabeebeebeene e e et es 132
X.5 TURN credential provisioning and authentication (infOrmative)............ccoocvveveneecnsceecene e, 136
X.51 011 0o 1 o PRSP 136
X.5.2 Solution 1: TURN credential provisioning and authentication using eP-CSCEF...........ccccecvenennenenenesenene 137
X521 OVEBIVIEW ..ttt ettt et e et e e et e s et see st e e meemee e e sesbeseeeeeeaeem s e e e eeabeseeebesneeneeseseseesneeneensanseseens 137
X.5.2.2 PIOCEAUIES........eee ettt e bbbt et bt he b e e he e e e b e s et bt s bt eh e e ae et e neeabeebeebeene e e et es 137
X.5.3 Solution 2: TURN credential provisioning and authentication using OAuth Accesstoken.........c.ccccovuvene.e. 138
X.53.1 OVEIVIEW ..ttt sttt sttt sttt st et ekt s e et bese et et e s e e neebe s b e st e be s b e Rt ebe s Ee e e besbeneebe st eneebesbeneebesbenenbenbeneens 138
X.53.2 PIOCEAUIES........eee ettt e bbbt et bt he b e e he e e e b e s et bt s bt eh e e ae et e neeabeebeebeene e e et es 139
Annex Y (informative): ChangE NISLONY ..o 142
1155 USSR 147

ETSI



3GPP TS 33.203 version 14.0.0 Release 14 9 ETSI TS 133 203 V14.0.0 (2017-04)

Foreword
This Technical Specification has been produced by the 3 Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The scope for thistechnical specification isto specify the security features and mechanisms for secure access to the IM
subsystem (IMS) for the 3G mobile telecommunication system.

Since the scope also encompasses the use of these security features and mechanisms for secure accessto IMSin the
context of fixed broadband networks and 3GPP2 networks, Annex L and Annex S specify how the material in the main
body and other normative Annexes of this document apply to the fixed broadband networks and 3GPP2 networks
respectively.

The IM S supports P Multimedia applications such as video, audio and multimedia conferences. SIP, Session Initiation
Protocol, was chosen as the signalling protocol for creating and terminating Multimedia sessions, cf. RFC 3261 [6].
This specification only deals with how the SIP signalling is protected between the subscriber and the IM S, how the
subscriber is authenticated and how the subscriber authenticates the IMS.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

o References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

e For aspecific reference, subsequent revisions do not apply.

o For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TS 33.102: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; 3G Security; Security Architecture”.

[2] Void.

[3] 3GPP TS 23.228: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; |P Multimedia (IM) Subsystem".

[4] Void.

[5] 3GPP TS 33.210: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; 3G Security; Network domain security; |P network layer security".

[6] IETF RFC 3261 "SIP: Session Initiation Protocol”.

[7] 3GPP TS 21.905: "3rd Generation Partnership Project: Technical Specification Group Services
and System Aspects; Vocabulary for 3GPP specifications'.

[8] 3GPP TS 24.229: "3rd Generation Partnership Project: Technical Specification Group Core
Network; |P Multimedia Call Control Protocol based on SIP and SDP".

[9] 3GPP TS 23.002: "3rd Generation Partnership Project: Technical Specification Group Services
and System Aspects, Network Architecture”.

[10] 3GPP TS 23.060: "3rd Generation Partnership Project: Technical Specification Group Services
and System Aspects, General Packet Radio Service (GPRS); Service Description”.

[11] 3GPP TS 24.228: "3rd Generation Partnership Project: Technical Specification Group Core
Network; Signalling flows for the IP multimedia call control based on SIP and SDP".

[12] IETF RFC 2617 (1999) "HTTP Authentication: Basic and Digest Access Authentication”.

[13]-[16] Void.

ETSI



