ETS| GR |P6 006 V1.1.1 (2017-11)

<. —

GROUP REPORT

Generic migration steps from IPv4 to IPv6

Disclaimer

The present document has been produced and approved by the IPv6 Integration (IP6) ETSI Industry Specification Group (ISG)
and represents the views of those members who participated in this ISG.
It does not necessarily represent the views of the entire ETSI membership.



2 ETSI GR IP6 006 V1.1.1 (2017-11)

Reference
DGR/IP6-0006

Keywords
IPv4, IPv6, transition

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - NAF 742 C
Association a but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° 7803/88

Important notice

The present document can be downloaded from:
http://www.etsi.org/standards-search

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the only prevailing document is the
print of the Portable Document Format (PDF) version kept on a specific network drive within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal.etsi.orq/TB/ETSIDeliverableStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying
and microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2017.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its Members.
3GPP™and LTE™ are trademarks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
oneM2M logo is protected for the benefit of its Members.
GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

ETSI


http://www.etsi.org/standards-search
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

3 ETSI GR IP6 006 V1.1.1 (2017-11)

Contents

Intellectual Property RIGNES.... ..ot e e b e 5
01 Yo (o ST 5
MoOdal VErDS EMINOIOQY .......ccveieeieieece sttt ettt e e e s re s aeeaesbeeaeesbesreensesaeensessesneenseseeeneensessens 5
1 o0 0L SR 6
2 L= £ 101 S 6
21 NOFMBLIVE FEFEIEINCES .....cutieiitiite ittt ettt sttt h ettt e e besb e ek e s bt e bt e ae e e e s bese e besheeb e e ae e s e eean e besaeebenneennennen 6
2.2 INfOrMELIVE FEFEIENCES. ... ettt e b b bbbt e e e e se e b e s bt eb e et e e e e e se e et e saeebeeneennennens 6
3 F N o] o= V= (0] 0SSP 7
4 Transition frOM TPVA L0 IPVB........cc.o ettt ettt s ae et ae s e e stesneenaesteeneensenreas 8
4.1 [PVG traNSItioN MECESSILY .......eueeuireieetirteieetert ettt b bbb bbbt bbb st bbb et b b et b e et b e e s 8
4.2 IS L0 RN 0= TSRO OPURPR 8
5 Transition Principles and TECANOIOGIES ...........coiiiiiiereieeee e 9
51 DU S = o SRS 9
51.1 [T o B = o Q1T o= SRS 9
5.1.2 Dual-stack SeCUrity IMPIICALIONS. .......ccieiieieeieciesee et e e te e teesaesr e s te e be e reeseenneeneennes 10
5.1.3 DUz S o Qoo 0 11 o] o S PRRRN 10
52 TUNNEITING ¢t h e h bbb e bt b e e bt s b e e e b e se et eb e s e eneebesb et ebenb e e eb e sbe e ebesbennenens 10
521 TUNNEHTING PrINCIPIE ..ottt b et b et b b b e e s 10
522 TunnElling SECUNtY IMPLICALTONS.........ciiiiieiiieeer bbb e 11
523 Configured TUNNEIS (BIN4) ........oieeieeeei ettt ettt et b e bt b e b se et sb e e ebesbe e ebesbennenea 11
524 Generic Routing ENCapsulation (GRE) ..........cciiieiiriiieeiienieie sttt se e be e b e e s sneseenen 11
525 Connection of IPv6 Domains via lPv4 ClOUdS (B104) .......cccevveieeiieiieiie e e s este e eee e sne e 11
5.2.6 IPv6 Rapid DeploymMENt (B5d)........ccueiieieiie et stees et see e s e st et et te e e s nae s be e seenseenneeneennes 12
527 Native |Pv6 DeNiNd NATA4 CPES (6844) .....c.ccoerueiiieieeeee sttt sttt ettt st 13
528 Intra-Site Automatic Tunnel Addressing ProtoCOl (ISATAP) .....ocee et 13
5.2.9 Tunnelling 1Pv6 over UDP through NATS (TEredO) .....cocveeieee ettt 13
5.2.10 IPv6 over 1Pv4 without EXpliCit TUNNEIS (BOVEIA) ......cceccueeieeiecee et ee et ae e 14
5211 ANything IN ANYENING (AY TY A) et bbbt b et 14
5212 IPv6 Tunnel Broker with the Tunnel Setup ProtoCol (TSP) ......ccvirieiiiieeerereee e 14
53 QLI =55 = o T 15
531 TraNSlalioN PrINCIPIE.....c.eeieeeieee bbbt b bbbt bbb b 15
532 Tranglation SeCurity IMPliCAITIONS.........cciiriiiriiere bbbt 16
533 Stateless IP/ICMP Trandation AlgOrithm (SHT) ..oeceeiee et 16
534 Sz 0= 10 NN G OSSPSR 16
535 Combination of Stateful and Stateless Trandation (464X LAT) .occuvceiceicee e ere e eee et 16
5.3.6 DUl -SEACK LIt (DS-LITE) ..cveiveeeteiieieiesieeete ettt st sttt st sttt st be e e besee e ebesbenens 16
54 Mapping Of ACArESS NG POI..........ocieiiecie sttt e e s e e s re e st e be e se e e sseesteesseeseensenneennns 16
54.1 Mapping of Address and POrt PrinCIPlE.........ccvoi ettt 16
54.2 N PSSR 16
543 I SRR 17
6 Sample Transition SCeNarios fromM OPEraIOIS.........ciuerrieerereeiereeee st e e see e st e enee e eeesseeneeseeseeenes 17
6.1 ISP FIOM FFAINCE ...ttt e bt bt h e h et se e bt s bt eh e e he et eh e e ne e e et seeebesaeere e e enrees 17
6.2 (IS o 1 00] 1 01 01 ¢ 7= TSP TP PP 17
6.3 ANOLNEY TSP FIOM ChiNAL. ...ttt e et e b b ae st et e e e b e sbesbesaeeae e e ennenes 18
6.4 ISP FrOM UNITEA SEAIES.......eoueieieiieietet ettt b e bt b e ae bt et e e e e e e e e et sheebeemeene e e eneees 18
6.5 RSl 0101 0= Y PRSPPSO 18
7 Current Levels of Global 1Pv6 Deployment and TraffiC........coovverereinenininese e 18
8 APPLICELTON TTBNSITION. ...ttt r b e s bbb sb e e e e neene e ne e 18
9 SECUNTY CONSIOBIAIONS. ... .ttt sttt st st et e et e e st b e be st e s be st et e e e neenenneebenaennas 19
O T B =0 L o gl ot = K= RSSO 20

ETSI



4 ETSI GR IP6 006 V1.1.1 (2017-11)

TL  CONCIUSIONS....ceiiiteeee e ettt ee e e e ettt e e e et eeeeeuteeessaseeessaseeessaseeeesaasaeessaasaeeessasaeeesaaseeeesansneessanseeessaseeesnanes 20
Annex A: AAUTNOT S & CONETIDULONS...eeiieii ettt ettt ettt e e e e et e et e e e e e s e e eeeeeeeseaareeeeeeesesaasnereness 21
TS (Y RSOSSN 22

ETSI



5 ETSI GR IP6 006 V1.1.1 (2017-11)

Intellectual Property Rights

Essential patents

IPRs essential or potentialy essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI membersand non-members, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not congtitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword

This Group Report (GR) has been produced by ETSI Industry Specification Group (1SG) IPv6 Integration (1P6).

Modal verbs terminology

In the present document "should", "should not", "may", "need not", "will", "will not", "can" and "cannot" areto be
interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document outlines the generic transition steps from IPv4 to IPv6 [i.1], [i.2], including the transition
necessity, principles and technology guidelines, generic transition steps, security implications and the generic step-by-
step process.

2 References

2.1 Normative references

Normative references are not applicable in the present document.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] IETF RFC 791: "Internet Protocol”, September 1981.

[i.2] IETF RFC 2460: "Internet Protocol, Version 6 (IPv6) Specification”, December 1998.

[i.3] IETF RFC 1631: "The IP Network Address Translator (NAT)", May 1994.

[i.4] IETF RFC 1701: "Generic Routing Encapsulation”, October 1994.

[i.5] Durand, A., Droms, R., Woodyatt, J., and Y. Lee: "Dual-Stack Lite Broadband Deployments
Following IPv4 Exhaustion".

[i.6] IETF RFC 5569: "IPv6 Rapid Deployment on IPv4 Infrastructures (6rd)”, January 2010.

[i.7] IETF RFC 7597: "Mapping of Address and Port with Encapsulation (MAP-E)", July 2015.

[i.8] IETF RFC 7599: "Mapping of Address and Port using Translation (MAP-T)", July 2015.

[i.9] |ETF draft-ietf-v6ops-ipv6-ehs-in-real-world-02: " Observations on the Dropping of Packets with
IPv6 Extension Headers in the Real World", December 2015.

[i.10] IETF RFC 6555: "A. Happy Eyeballs: Success with Dual-Stack Hosts', April 2013.

[i.11] IETF RFC 7359: "Layer 3 Virtual Private Network (VPN) Tunnel Traffic Leakagesin Dual-Stack

Hosts/Networks"', August 2014.

[i.12] LinkedIn® Case Study: "IPv6 at a Social Media Company". Schuller, S. 11th Slovenian |Pv6
Summit, June 21, 2016, Ljubljana, Slovenia.

NOTE: Available at https://go6.si/wp-content/upl oads/2016/06/Linkedl n-Case-Study. pdf.

[1.13] IETF RFC 1702: "Generic Routing Encapsulation over 1Pv4 networks".

[i.14] IETF RFC 5969: "IPv6 Rapid Deployment on IPv4 Infrastructures (6rd) - Protocol Specification".
[i.15] IETF RFC 6751: "Native IPv6 behind IPv4-to-IPv4 NAT Customer Premises Equipment (6a44)".
[i.16] IETF RFC 5214: "Intra-Site Automatic Tunnel Addressing Protocol (ISATAP)".
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