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Abstract: Changes to clarify how and when to encrypt header and payload information elements, 
update the interleaver design in order to eliminate some drawbacks in certain channels, a new 
PHY data primitive attribute so sub-band SNR data can be obtained from the PHY, modification 
to the frame counter size for security to make it consistent with IEEE Std 802.15.4e™-2012, and 
adding a beacon attribute and change the zero crossing detector text are addressed in this 
amendment. 
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Introduction 

This introduction is not part of IEEE Std 1901.2a™-2015, IEEE Standard for Low-Frequency (less than 500 kHz) 
Narrowband Power Line Communications for Smart Grid Applications—Amendment 1. 

This standard is designed to enable low-frequency (<500 kHz) narrowband power line communications 
(PLC) over indoor and outdoor electrical wiring. The standard supports data rates of up to 500 kb/s and was 
developed as the result of a collaborative effort undertaken by a large cross section of the PLC industry’s 
technical experts and stakeholders. 

It also contains a coexistence mechanism that was developed based on the requirements provided by the 
industry and with the input from the Smart Grid Interoperability Panel (SGIP) Priority Action Plan 15 
(PAP15). This coexistence mechanism may be used by any PLC technology in this band without 
implementing the rest of the standard and will be maintained through the IEEE-SA. 

The project was authorized 25 March 2010. The first draft was available in early January 2011. The first 
letter ballot was started in January 2012 and received final working group approval on 29 May 2013. 
Sponsor ballot was completed on 7 September 2013. The document was approved by the IEEE-SA 
Standards Board on 31 October 2013. The base standard amendment project was authorized 26 March 2015 
and approved by the IEEE SA Standards Board on xx Month 2015.   

The scope of this amendment is as follows:  

 Change to clarify how and when to encrypt header and payload information elements. 

 Change to the interleaver design to eliminate some drawbacks in certain channels. 

 Insert an attribute into a PHY data primitive so sub-band SNR data can be obtained from the PHY. 

 Change to the frame counter size for security to make it consistent with IEEE Std 802.15.4e™-
2012. 

 Insert a beacon attribute 

 Change the zero crossing detector text. 
 



viii 
Copyright © 2015 IEEE. All rights reserved. 

Contents 

5. MAC layer .................................................................................................................................................. 2 
5.6 Frame formats ...................................................................................................................................... 2 
5.8 Tone Map Response command ............................................................................................................ 2 
5.9 Constants and PIB attributes ................................................................................................................ 2 
5.10 Security suite specification ................................................................................................................ 6 

6. PHY using OFDM ...................................................................................................................................... 7 
6.14 Interleaver .......................................................................................................................................... 7 

7. PHY transmitter electrical specifications .................................................................................................. 11 
7.5 Electromagnetic compatibility of data transmission on LV electrical installations in the frequency 
range of 3 kHz to 500 kHz ....................................................................................................................... 11 

8. PHY service specifications ....................................................................................................................... 12 
8.1 PHY data primitive ............................................................................................................................ 12 
8.2 PHY management primitives ............................................................................................................. 14 

Annex A (normative) Alternating current phase detection ........................................................................... 15 
 

 

 



1 
Copyright © 2015 IEEE. All rights reserved. 

IEEE Standard for Low-Frequency  
(less than 500 kHz) Narrowband Power 
Line Communications for Smart Grid 
Applications  
  
Amendment 1 

IMPORTANT NOTICE: IEEE Standards documents are not intended to ensure safety, security, health, 
or environmental protection, or ensure against interference with or from other devices or networks. 
Implementers of IEEE Standards documents are responsible for determining and complying with all 
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applicable laws and regulations. 

This IEEE document is made available for use subject to important notices and legal disclaimers.  
These notices and disclaimers appear in all publications containing this document and may  
be found under the heading “Important Notice” or “Important Notices and Disclaimers  
Concerning IEEE Documents.” They can also be obtained on request from IEEE or viewed at 
http://standards.ieee.org/IPR/disclaimers.html. 

 

NOTE—The editing instructions contained in this amendment define how to merge the material contained therein into 
the existing base standard and its amendments to form the comprehensive standard. 

The editing instructions are shown in bold italic. Four editing instructions are used: change, delete, insert, and replace. 
Change is used to make corrections in existing text or tables. The editing instruction specifies the location of the 
change and describes what is being changed by using strikethrough (to remove old material) and underscore (to add 
new material). Delete removes existing material. Insert adds new material without disturbing the existing material. 
Insertions may require renumbering. If so, renumbering instructions are given in the editing instruction. Replace is used 
to make changes in figures or equations by removing the existing figure or equation and replacing it with a new one. 
Editing instructions, change markings, and this NOTE will not be carried over into future editions because the changes 
will be incorporated into the base standard.  
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