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Abstract: The methods for assessing and predicting the reliability of software, based on a life-
cycle approach to software reliability engineering (SRE), are prescribed in this recommended
practice. It provides information necessary for the application of software reliability (SR)
measurement to a project, lays a foundation for building consistent methods, and establishes the
basic principle for collecting the data needed to assess and predict the reliability of software. The
recommended practice prescribes how any user can participate in SR assessments and
predictions.
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE documents are made available for use subject to important notices and legal disclaimers. These
notices and disclaimers, or a reference to this page, appear in all standards and may be found under the
heading “Important Notices and Disclaimers Concerning IEEE Standards Documents.” They can also be
obtained on request from IEEE or viewed at http://standards.ieee.org/I[PR/disclaimers.html.

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-use, are
developed within IEEE Societies and the Standards Coordinating Committees of the IEEE Standards
Association (“IEEE-SA”) Standards Board. IEEE (“the Institute”) develops its standards through a
consensus development process, approved by the American National Standards Institute (“ANSI”), which
brings together volunteers representing varied viewpoints and interests to achieve the final product. IEEE
Standards are documents developed through scientific, academic, and industry-based technical working
groups. Volunteers in IEEE working groups are not necessarily members of the Institute and participate
without compensation from IEEE. While IEEE administers the process and establishes rules to promote
fairness in the consensus development process, IEEE does not independently evaluate, test, or verify the
accuracy of any of the information or the soundness of any judgments contained in its standards.

IEEE Standards do not guarantee or ensure safety, security, health, or environmental protection, or ensure
against interference with or from other devices or networks. Implementers and users of IEEE Standards
documents are responsible for determining and complying with all appropriate safety, security,
environmental, health, and interference protection practices and all applicable laws and regulations.

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and
expressly disclaims all warranties (express, implied and statutory) not included in this or any other
document relating to the standard, including, but not limited to, the warranties of: merchantability; fitness
for a particular purpose; non-infringement; and quality, accuracy, effectiveness, currency, or completeness
of material. In addition, IEEE disclaims any and all conditions relating to: results; and workmanlike effort.
IEEE standards documents are supplied “AS IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related
to the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved
and issued is subject to change brought about through developments in the state of the art and comments
received from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity nor is [IEEE undertaking to perform any duty owed by any
other person or entity to another. Any person utilizing any IEEE Standards document, should rely upon his
or her own independent judgment in the exercise of reasonable care in any given circumstances or, as
appropriate, seek the advice of a competent professional in determining the appropriateness of a given
IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO:
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.
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Translations

The IEEE consensus development process involves the review of documents in English only. In the event
that an IEEE standard is translated, only the English version published by IEEE should be considered the
approved IEEE standard.

Official statements

A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board
Operations Manual shall not be considered or inferred to be the official position of IEEE or any of its
committees and shall not be considered to be, or be relied upon as, a formal position of IEEE. At lectures,
symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that his or her views should be considered the personal views of that individual rather than the
formal position of IEEE.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE. However, IEEE does not provide consulting information or advice
pertaining to IEEE Standards documents. Suggestions for changes in documents should be in the form of a
proposed change of text, together with appropriate supporting comments. Since IEEE standards represent a
consensus of concerned interests, it is important that any responses to comments and questions also receive
the concurrence of a balance of interests. For this reason, IEEE and the members of its societies and
Standards Coordinating Committees are not able to provide an instant response to comments or questions
except in those cases where the matter has previously been addressed. For the same reason, IEEE does not
respond to interpretation requests. Any person who would like to participate in revisions to an IEEE
standard is welcome to join the relevant IEEE working group.

Comments on standards should be submitted to the following address:

Secretary, IEEE-SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854 USA

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with
the provisions of any IEEE Standards document does not imply compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not
in compliance with applicable laws, and these documents may not be construed as doing so

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under U.S. and international copyright laws.
They are made available by IEEE and are adopted for a wide variety of both public and private uses. These
include both use, by reference, in laws and regulations, and use in private self-regulation, standardization,
and the promotion of engineering practices and methods. By making these documents available for use and
adoption by public authorities and private users, IEEE does not waive any rights in copyright to the
documents.
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Photocopies

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to
photocopy portions of any individual standard for company or organizational internal use or individual,
non-commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance
Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission
to photocopy portions of any individual standard for educational classroom use can also be obtained
through the Copyright Clearance Center.

Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every ten years. When a document is more than ten
years old and has not undergone a revision process, it is reasonable to conclude that its contents, although
still of some value, do not wholly reflect the present state of the art. Users are cautioned to check to
determine that they have the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended
through the issuance of amendments, corrigenda, or errata, visit the IEEE Xplore at
http://ieeexplore.ieee.org/ or contact IEEE at the address listed previously. For more information about the
IEEE-SA or IEEE’s standards development process, visit the IEEE-SA Website at http://standards.ieee.org.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE-SA Website at the following URL:
http://standards.icee.org/findstds/errata/index.html. Users are encouraged to check this URL for errata
periodically.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to
the existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant
has filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the
IEEE-SA Website at http://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may
indicate whether the Submitter is willing or unwilling to grant licenses under patent rights without
compensation or under reasonable rates, with reasonable terms and conditions that are demonstrably free of
any unfair discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely
their own responsibility. Further information may be obtained from the IEEE Standards Association.
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Introduction

| This introduction is not part of IEEE Std 1633-2016, IEEE Recommended Practice on Software Reliability.

Software is, from a materials viewpoint, both malleable and ductile. This means there are multiple ways to
introduce failures, intentional and un-intentional. Fixing a software defect can introduce a potential defect.
In many cases the failures that result from software defects are both predictable and avoidable but they still
occur because of the following:

a) Lack of available calendar time/resources to find all of the defects that can result in failures

b) Exceedingly complex event driven systems that are difficult to conceptualize and therefore
implement and test

c¢) Organizational culture that neglects to support sufficient rigor, skills, or methods required to find
the defects

d) Technical decisions that result in incorrect architecture or design decision that cannot support the
stakeholders specifications

e) Insufficient project or risk management that leads to schedule delays that lead to less time for
reliability testing

f)  Operations—Contract issues, interoperability due to bad specifications and stakeholder
communications

Even a small number of software failures can lead to monetary catastrophes such as a cancelled project.
Hardware (HW) failures can be random, due to wear-out or the result of a systematic design flaw.
Reliability maintainability availability (RMA) is used to prevent and deal with hardware failures. Software
failures may result from systematic flaws in the requirements, design, code or interfaces. Hence, software
failure does not require an RMA but instead a corrective action to an existing installation. Software failures
can be common cause failures in that the same failure mode can cause multiple failures in more than one
part of the software.

Software reliability engineering (SRE) is an established discipline that can help organizations improve the
reliability of their products and processes. It is important for an organization to have a process discipline if
it is to produce high reliability software. These are specific practices and recommendations, each of which
has a context within the software engineering life cycle. A specific practice may be implemented or used in
a particular stage of the life cycle or used across several stages. Figure 1 shows how the focus of SRE shifts
as a project progresses from inception to release. The size of each bubble on this figure corresponds to how
much the particular SRE practices are being executed during each particular phase of development or
operation. For example in software engineering projects, the failure modes and effects analysis (FMEA) is
typically performed earlier in the life cycle.
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Life Cycle Processes

Requirements  Architectural Detailed Construction Inteqration Qualification Operation
Analysis Design Design 9 Testing pe
SRE Process_es .
Planning — -
. A 49 N P
Analysis — — — - —
— - N p— -
Prediction ——— - — ——
. - a— p— .
Testing - e
P 2
Release ~—
Operation — - -

Figure 1—SRE focus by stage

The scope of this recommended practice is to address software reliability (SR). It does not specifically
address systems reliability, software safety, or software security. However, it does recognize that safety and
security requirements are part of the initial risk assessment. The recommended practice only briefly
addresses software quality. This recommended practice provides a common baseline for discussion and
prescribes methods for assessing and predicting the reliability of software. The recommended practice is
intended to be used in support of designing, developing, and testing software and to provide a foundation
on which practitioners can build consistent methods for assessing the reliability of software. It is intended
to meet the needs of software practitioners and users who are confronted with varying terminology for
reliability measurement and a plethora of models and data collection methods. This recommended practice
contains information necessary for the application of SR measurement to a project. This includes SR
activities throughout the software life cycle (SLC) starting at requirements generation by identifying the
application, specifying and analyzing requirements, and continuing into the implementation.

This standard includes guidance on the following:

— Common terminology
— Assessment of software reliability risks that pertain to the software or project

—  Software failure mode analyses that can help to identify and reduce the types of defects most likely
to result in a system failure

— Models for predicting software reliability early in development

— Models for estimating software reliability in testing and operation
—  Test coverage and test selection

— Data collection procedures to support SR estimation and prediction

— Determining when to release a software system, or to stop testing the software and implement
corrections

— Identifying elements in a software system that are leading candidates for redesign to improve
reliability
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Revisions to the document and notes

This document is a revision of IEEE Std 1633-2008.

Addition of models that can be used early in development, before testing, to predict software
reliability

Addition of failure modes analysis

Revision of the software reliability growth models so as to be more practical
Addition of practical guidance for selecting the best models

Addition of techniques for applying SRE in incremental development

Addition of methods to assess the SRE related risks

Structure of the recommended practice

This recommended practice contains six clauses and seven annexes as follows:

Clause 1 provides the overview.

Clause 2 provides the normative references.

Clause 3 provides the definitions, acronyms, and abbreviations

Clause 4 provides the roles, approaches, and concepts related to SRE.

Clause 5 provides the SRE procedures.

Clause 6 provides the predictive and estimation SRE models.

Annex A contains software failure modes effects analysis (SFMEA) templates.

Annex B provides methods for predicting EKSLOC (Effective 1000 Source Lines of Code), which
is necessary for the reliability predictions as well as for models that predict software defect density
and defects prior to the testing phase.

Annex C provides additional software reliability growth models and provides the results of a survey
of most used software reliability growth models.

Annex D provides the estimated cost of the SRE tasks.
Annex E contains a list of tools that pertain to SRE tasks.
Annex F contains examples.

Annex G contains an informative Bibliography.

Copyrights and Permissions

Permissions have been granted as follows:'

Content appearing in Clause 4 Roles, approach, concepts, including all subclauses; 5.4.3 Measure test
coverage, 5.5 Support release decision; adapted with permission of Robert V. Binder, Beware of Greeks
bearing data, 2014.

! Every effort has been made to secure permission to reprint borrowed material contained in this document. If omissions have been
made, please bring them to our attention.
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Content and tables appearing in 5.1.1.1, 5.1.1.3, 5.1.3.4, 5.1.3.5, 5.3.1, 5.3.2, 5.3.3, 5.3.5.2, 5.3.5.3, 5.3.8,
54.7,6.1,6.2.1.1, 62.1.2, 6.2.2.1, B.2.1, B.2.3, B.3, Table 12 “Keywords associated with common root
causes for defects,” Annex D, F.3, F.4.4, F.4.5, Table 48 “Average defect densities by application type
(EKSLOC),” Table 45 “Factors in determining root cause inaccuracies” reprinted with permission of Ann
Marie Neufelder, Softrel, LLC “Software Reliability Toolkit” © 2015.

Content and tables appearing in 5.4.5, 6.3.2, 6.3.3, F.3, F.6 reprinted with permission of Ann Marie
Neufelder, Softrel, LLC “Advanced Software Reliability” © 2015.

Figure 27 “SFMEA process,” 5.2.2, F.4.3, and all tables in Annex A reprinted with permission from Ann
Marie Neufelder, Softrel, LLC “Effective Application of Software Failure Modes Effects Analysis” ©
2014.

Table 8 “Relationship between risks and outcome” reprinted with permission of Softrel, LLC. “Four things
that are almost guaranteed to reduce the reliability of a software intensive system,” Huntsville Society of
Reliability Engineers RAMS VII Conference © 2014.

A portion of 5.5.1 has been reprinted with permission from Lockheed Martin Corporation article entitled
“Determine Release Stability” © 2015 Lockheed Martin Corporation. All rights reserved.

A portion of 5.5.4 has been reprinted with permission from Lockheed Martin Corporation article entitled
“Perform a Reliability Demonstration Test (RDT)” © 2015 Lockheed Martin Corporation. All rights
reserved.

Table 47 Shortcut Model Survey and Table F.9 Example of the Shortcut Model Survey reprinted with
permission Softrel, LLC “A Practical Toolkit for Predicting Software Reliability” © 2006.

Table 49 reprinted with permission from Capers Jones, “Software Industry Blindfolds: Invalid Metrics and
Inaccurate Metrics,” Namcook Analytics, 2005.

“Elevator Example” in F.4.2 reprinted with permission from Peter B. Lakey, Operational Profile Testing
©2016.
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IEEE Recommended Practice on
Software Reliability

1. Overview

1.1 Scope

This recommended practice defines the software reliability engineering (SRE) processes, prediction
models, growth models, tools, and practices of an organization. This document and its models and tools are
useful to any development organization to identify the methods, equations, and criteria for quantitatively
assessing the reliability of a software or firmware subsystem or product. Organizations that acquire
software subsystems or products developed with consideration to this recommended practice will benefit by
knowing the reliability of the software prior to acquisition. This document does not seek to certify either
the software or firmware or the processes employed for developing the software or firmware.

1.2 Purpose

The purpose for assessing the reliability of a software or firmware subsystem or product is to determine
whether the software has met an established reliability objective and facilitate improvement of product
reliability. The document defines the recommended practices for predicting software reliability (SR) early
in development so as to facilitate planning, sensitivity analysis and trade-offs. This document also defines
the recommended practices for estimating SR during test and operation so as to establish whether the
software or firmware meets an established objective for reliability.

2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must
be understood and used, so each referenced document is cited in text and its relationship to this document is
explained). For dated references, only the edition cited applies. For undated references, the latest edition of
the referenced document (including any amendments or corrigenda) applies.

IEEE Std 12207™-2008, ISO/IEC/IEEE Standard for Systems and Software Engineering—Software Life
Cycle Processes. " 2

! The IEEE standards or products referred to in this clause are trademarks of The Institute of Electrical and Electronics Engineers, Inc.
2 IEEE publications are available from The Institute of Electrical and Electronics Engineers (http://standards.ieee.org/).
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