ETS| TS 133 401 V12.16.0 (2016-01)

ETSI7/___ N\

- 5>

TECHNICAL éFIéCIFICATION

Digital cellular telecommunications system (Phase 2+);
Universal Mobile Telecommunications System (UMTS);
LTE;
3GPP System Architecture Evolution (SAE);
Security architecture
(3GPP TS 33.401 version 12.16.0 Release 12)

2

”n

4pvanceD

ETM

;

G

A GLOBAL INITIATIVE




3GPP TS 33.401 version 12.16.0 Release 12 1 ETSI TS 133 401 V12.16.0 (2016-01)

Reference
RTS/TSGS-0333401vcg0

Keywords
GSM,LTE,SECURITY,UMTS

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - NAF 742 C
Association a but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° 7803/88

Important notice

The present document can be downloaded from:
http://www.etsi.org/standards-search

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the only prevailing document is the
print of the Portable Document Format (PDF) version kept on a specific network drive within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
http://portal.etsi.org/tb/status/status.asp

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying
and microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© European Telecommunications Standards Institute 2016.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are Trade Marks of ETSI registered for the benefit of its Members.
3GPP™and LTE™ are Trade Marks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
GSM® and the GSM logo are Trade Marks registered and owned by the GSM Association.

ETSI


http://www.etsi.org/standards-search
http://portal.etsi.org/tb/status/status.asp
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

3GPP TS 33.401 version 12.16.0 Release 12 2 ETSI TS 133 401 V12.16.0 (2016-01)

Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential |PRs, if any, ispublicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword
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"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

ETSI


https://ipr.etsi.org/
http://webapp.etsi.org/key/queryform.asp
http://portal.etsi.org/Help/editHelp!/Howtostart/ETSIDraftingRules.aspx

3GPP TS 33.401 version 12.16.0 Release 12 3 ETSI TS 133 401 V12.16.0 (2016-01)

Contents
Intellectual Property RIGNES.... ..ottt e b e s 2
01 Yo (o ST 2
MoOdal VErDS EMINOIOQY .......ccveieeieieece sttt ettt e e e s re s aeeaesbeeaeesbesreensesaeensessesneenseseeeneensessens 2
1= 11 o TSRS 8
1 o0 o< TSP PP PP PRSI 9
2 REFEIBINCES .....ccee ettt s bt bt s e et e e e e et et e st e be e bt sE e et e b e e et e neenenbenbeneens 9
3 Definitions, symbols and abbreviationsS ............cceeiiiiieie et 10
31 D= T 0T (0] 1RSI 10
3.2 SYIMDOIS. ...ttt ettt b et b e et b e s e Rt bt s e bt b e e Rt SR e e Rt e E e bRt R Rt bRt b e et b n e 12
33 F Y o] 1= V7= 0] 12
34 L0001V 01 o] S PSSR 13
4 Overview Of SECUNTY ATCHITECIUIE. ..ottt n s 14
5 oL Y = L= S 14
51 USEr-TO-NEIWOIK SECUMTY ...ttt bbbt b et b et eb e b 14
5.1.0 (€71 PR 14
511 User identity and device CONFIdeNtiality .........covoereiiineseee e 15
512 ENtity QUENENTTCALTON ...ttt s b et b bbb 15
513 User data and signalling data Confidentiality ..........coeeereiririeeiereee e 15
5131 CIPhEring FEQUITEIMENES. ......ieie ettt ettt te e teeseesaeesseesaeesteeaeeneeeneenseenseensennaesneesnens 15
5.1.3.2 AlGOrithm [AENtifIEr VAIUES ......cocuiee ettt s te e te e ee e e sneesneenseenneens 15
514 User dataand signalling data iNteQrity .........c.ccuerierierieie e see e esee e seeseeesre e et e te e te e eeeneenesneeenes 16
5141 T 10 e LY = o (B0 0SS 16
5.1.4.2 AlGOrithm [AENtITIEr VAIUES ......oocvi ettt et st te e ee e e sneesneeseenneens 16
52 Security visibility and CONfiguIrability ........ccveoeie i 17
53 Security requirements 0N ENOOEB ..o e e 17
531 (€71 PR 17
532 Reguirements for eNB setup and CONFIQUIALiON.........cc.eoeiiriiirireeee e 17
533 Reguirements for key management iNSIdE €N B............ccoiiiiiiiiineee e 18
534 Reguirements for handling User plane datafor the eNB ... 18
5.34a Requirements for handling Control plane datafor the eNB...........cocooiiiiiiiinc e 18
535 Requirements for secure environment Of the @NB ...........cccv i e 18
54 [V L TSSOSO SE ST S T ROE PP PR TP RPUPTRTPTRSPOON 19
6 Security Procedures between UE and EPC Network EIements ..........ccccvecvveeieiecce e 19
6.0 LT 0T OSSR 19
6.1 Authentication and KEY 80rEEMENT ..ottt b et e et b e e b e b e ebe s b seene s 19
6.1.1 AKA PIOCEAUNE. ....c..ceetieetit ettt ettt s bt s bt s bt e st b e e b b e b e b e e e bt e b e e e bt e b e b e st eb et et e be b e 19
6.1.2 Distribution of authentication data from HSS t0 Serving NEtWOIK ..........cccooerrineineneeeeree e 20
6.1.3 User identification by apermanent idENTitY .........coeeiereirerieereeee e e 21
6.1.4 Distribution of IMSI| and authentication data within one serving network domain...........c.ccoceeevereecnennn 22
6.1.5 Distribution of IMSI and authentication data between different serving network domains..............c......... 23
6.1.6 Distribution of IMSI and UM TS authentication vectors between MMEs or between MME and

SGSN .ttt E R R R R R R R AR R e R R ekt R Rt e Rt R bR nne 23
6.2 TSl (Y 4T = o Y2 23
6.3 [ Sl (S A Yo =01 ) 1T or= () o 26
6.4 Handling Of EPS SECUIITY CONLEXES.........ceiieriieireeieieseesieeesteseeseesteestesaesseesseesseentesssesseasseesseesseesesnsesnensnns 27
6.5 HaNAIING Of NAS COUNTS. ..ottt ettt re ettt s e b e s bbb bt e seeb e s e st b e s e e bt e e eb e eneens 27
7 Security Procedures between UE and EPS Access Network Elements..........c.coeverenereieieesescnee, 29
7.0 LT 0T P RSSRR 29
7.1 Mechanism for user identity CONfIAENtIAlITY ..........cveeuiiieiieseee e 29
7.2 Handling of user-related KeySin E-UTRAN .......ooi ittt et 29
721 E-UTRAN Key Setting during AKA .. .o ettt s st e et sa e s e te e beenteenteennesneesnes 29

ETSI



3GPP TS 33.401 version 12.16.0 Release 12 4 ETSI TS 133 401 V12.16.0 (2016-01)

7.2.2 E-UTRAN Key identifiCaliOn.........ccceicieiieieesie ettt te s st ae et enaesnaestaesse e seeteennesneennes 29
7.2.3 E-UTRAN KEY HTEUIMES ....cuiieiiiieete ettt sttt sttt sttt et 30
724 Security mode command procedure and algorithm Negotiation............ccceevecveeeseeseere e 30
7.24.1 Requirements for algorithm SElECHION ...........o i 30
7.24.2 Procedures for AS algorithm SEIECHION. ........c.ecuieiice e snees 31
7.24.2.1 Initial AS security context establiShmeNt ...........ccvoiieiie i 31
72422 D2 0 0T [0 RSSO RRSRSN 31
72423 SL-NBNAOVET ...ttt sttt e ae et et e eeseeebesaeeseeneenseseseeseesneeseeneeneeneens 31
72424 Tl N 2 7= o (01 PP 31
7243 Procedures for NAS algorithm SEIECHION...........eiiiiiiiereeeee e 31
72431 Initial NAS security context establiSNMENL ...........ooooiiiiinii s 31
7.24.3.2 Y e = T 32
7244 NAS security mode COMMaNd PrOCEAUIE..........ceiuierieeieeieeeeeeesee e steeseeeseeeeeseesseesseesseeseesseseesseessens 32
7245 AS security mode COmMMANd PrOCEAUNE............ecurrierieieesee st este e e e erae e e e e eesteesesessneesseesseeseenseans 33
7.24a Algorithm negotiation for unauthenticated UESTN LSM ......cccccveviiiieiie e 34
7.25 Key handling at state transitions to and away from EMM-DEREGISTERED.........c.cccccocevieveeieccee s 35
7251 Transition to EMM-DEREGISTERED..........c.ccciiiiiiiierieese ettt s 35
7252 Transition away from EMM-DEREGISTERED ..........ccccciiiiniieiesee e 36
72521 LT 0T | USRS 36
72522 With existing native EPS NAS SECUItY COMEXT........coiriiiririiieierieiete et eenens 36
7.25.2.3 WITR TUN Of EPS AKA L.ttt ettt sttt eae et e e st e sbestesaeeseeneeneenes 37
7.2.6 Key handling in ECM-IDLE to ECM-CONNECTED and ECM-CONNECTED to ECM-IDLE

LTS 0] PSS 37
7.26.1 ECM-IDLE t0 ECM-CONNECTED tranSitiON........cccoierieererietisieneeesieseereseesesseseesessessesessessesessessesessens 37
7.2.6.2 Establishment of keys for cryptographically protected radio bearers ..........ccccvvvvvevvcceccvccececee, 37
7.2.6.3 ECM-CONNECTED t0 ECM-IDLE tranSitiON.......cccoieiieirieinesiee et 38
7.2.7 Key handling for the TAU procedure when registered in E-UTRAN ....oovv v 38
7.2.8 LG 0 e T o TN e (01 = 38
7281 LC T o1 - TSRS 38
72811 AACCESS SETAEUMN. ...ttt ettt e et e st e e bt e st e e e st e st e e e ane e e beeeneeeabeeeneesabeeeneeeaneeennneanes 38
7.281.2 NON GCCESS SIFBLUMN ...ttt ettt ettt ettt s et sae e e sae e e s ab e e sae e e sabeesaseesnneeamneebeeenneeesbeeennneen 40
7.282 BT oo RS 40
7283 Key derivations for context modifiCation ProCEAUIE.............ccceiiiiiirieere et 40
7284 Key derivations during NANGOVELS............coiiieiiirieeneneie st eb e snene 40
7.284.1 INErE-ENB HBNOOVEY ...ttt b et e e bbb b et e ne e s 40
7.2.84.2 D 4= 010 )= PSS 40
7.2.84.3 IS =TT (0 Y= PSS 41
7.284.4 L 7= oo | T o TSR 41
7.2.9 L e 7= a0 T 0] 1 o Y 42
7.29.1 LC T o1 - TSRS 42
7292 KNB TEKEYING. ..ttt b bbbt bbbt b et e bt b et e et sb e b 42
7.29.3 L VLS = === o TSP 43
7294 NAS KEY FE-KEYING. ...ttt sttt ettt b e e e et e s b e e eb e s b et sb e e ebesbe e ebesbennenens 43
7.2.10 Rules on Concurrent Running of SECUNitY PrOCEAUNES .........cccoirieiierieesie st 43
7.3 UP SECUNTY MECHANISIMIS ...ttt bbbt bbb et b et nb e b 44
731 UP confidentiality MECNANISIMIS .......c.ciiiierieeeie ettt st b e e b e 44
7.3.2 UP iNtegrity MECNANISITIS. .......iiieiiecie ettt ettt ee s ae s et e e s ee s e sreesaeesteeneeeneeeseanseesteeseeseeseennenneennes 44
74 R O = ot U Y011 o 7= 0 T 45
74.1 RRC integrity MECHANISIMS........eo it eraesr e te e te e teeteeneeennennes 45
7.4.2 RRC confidentiality MEChANISMS ........c.ocuiiieiiccice sttt e ae e ee e e 45
7.4.3 Keng* and Token Preparation for the RRCConnectionRe-establishment Procedure ...........cccooeevveceeveennee. 45
75 Signalling procedure for periodic local authentiCation.............ccveviieiienie e 46
8 Security mechanisms for non-access stratum SIgNalling .........oecvevvrieieneeee e 47
8.0 LT 0T P RSSRR 47
8.1 NAS INtEGITTY MECHANISIMS......c.eitiieiiietirie ettt bbbt b et b et eb e b 47
8.1.1 NAS input parameters and MECHANISIM ..........ccieiieieee e et e e aesraesreesreeteeeesneesnes 47
8.1.2 NAS INEGIILY ACHIVALION ....veeie ettt e a e e e sae e e re e be e teentesseesteesse e seeseeneenneennes 48
8.2 NAS confidentiality MECHANISIMS..........ciieiieie e s e e e e et esa e s reesreesreesteeseenseeneennns 48
9 Security interworking between E-UTRAN and UTRAN ........oooi e 48
9.1 RAU 8N TAU PIOCEAUIES ..ottt sttt ettt ettt b s e bt b se st sb bbbt se e e eb e s e e e e bt s e se b e e e e ebeneennens 48

ETSI



3GPP TS 33.401 version 12.16.0 Release 12 5 ETSI TS 133 401 V12.16.0 (2016-01)

9.1.1 RAU procedureSin UTRAN ... ..ottt te e e s e e sae e teeaeesteesaessaesteesseenseentesneesneesnes 48
9.1.2 TAU procedureSin E-UTRAN ...ttt sttt et tesraeste e ta e teetesneesneesneeenaenneensaensens 50
9.2 [ P20 (01 OO TUP TR PRSPPI 51
921 From E-UTRAN 10 UTRAN ..ottt sttt sttt st sttt sa e st b e 51
9.2.2 From UTRAN t0 E-UTRAN ..ottt sttt st sttt sttt sttt st et b e 52
9221 PIOCEBOUIE ...ttt b ettt b bt bt e b et e e e se e e b e s bt eh e e heeheea e e e et e nbesbeebe e e ennennen 52
9.2.2.2 Derivation of NAS keys and Ky during Handover from UTRAN to E-UTRAN ... 56
9.3 Recommendations on AKA at IRAT-mobility t0 E-UTRAN .....ciiiiiiieeereese s 56
9.4 ATEACI PIOCEAUIES.......ccuieeect ettt b bbbt b et b e bt b e e b e e e bt s b e e ekt s b et eb e se et eb e sb e e ebesbeneenens 57
9.4.1 AACN TN UTRAN L.t e e e st e et e et e e st e ebeesbeesbeesbeeabesasesaeesaeebeenteenteentesseesreesanas 57
10  Security interworking between E-UTRAN and GERAN ..o 57
10.1 LC T g1 TSSO 57
10.2 RAU aNd TAU PrOCEAUIES.......coitieiieeieeie et steesteeste e e etesstesseesaeesreesaeesseasseasseassesseesseesenssennsessessseesssesseansennsenns 58
10.2.1 RAU procedureSin GERAN ..........oo ettt ettt s e et e e e s ne e e reeste e te e te e teenteenneeneesnns 58
10.2.2 TAU procedureSin E-UTRAN ...ttt ettt ettt eestessaessaesreesaeeaeenaeeneeenaenseessaesnens 58
10.3 [ = 1010 (01 SRS 58
10.3.1 From E-UTRAN 10 GERAN ..ottt ettt e et e s e et e s na e e na e e snaeesnneesnneennns 58
10.3.2 From GERAN 10 E-UTRAN ..ottt ettt s et e e st e s te e s e e enneesnteasnaeesnneesnneennes 58
10.3.2.1 L (0101= o (1= SRR 58
104 Recommendations on AKA at IRAT-mobility t0 E-UTRAN ..ot e 58
105 ALLACH PrOCEAUIES. ...tttk h bbbt b bbbt e b bbb bt b e bt bt s e s e b e b e e bt e nns 59
105.1 F N1 = ox T g T ] T N OSSR 59
11 Network Domain Control Plane ProteClioN...........cceeceieeeenieieesie st eee e sre e te st eae e sre e e renresrean 59
12 Backhaul link user plan PrOtECION .........c.eciiiii ettt st e et estesresaaenresrean 59
13 Management plane protection over the SLINErTaCe. ..o 60
14  SRVCC between E-UTRAN and Circuit Switched UTRAN/GERAN........ccooveveviiiece e 61
14.1 From E-UTRAN to Circuit Switched UTRAN/GERAN ..ot 61
14.2 Emergency call in SRV CC from E-UTRAN to circuit switched UTRAN/GERAN ........ccoocevievviieceeeeeiens 62
14.3 SRV CC from circuit switched UTRAN/GERAN t0 E-UTRAN ..ot 62
1431 (0 11= o L1 PR 62
15  Security Aspectsof IMS Emergency Session Handling .........cccoeeerinenineneseseseceeeeeesesesie s 65
151 LC T g1 ST 65
15.2 Security procedures and their @ppliCaDIHITY .......cccuviee i 66
15.2.1 Authenticated IMS EMErgeNCY SESSIONS......ccueiieiieieeeeeseesteesteeteseessaesseesseesseessssessseesseessesssessssssessseessees 66
15211 LC T o1 - TSP 66
15.2.1.2 UE and MME share a Current SECUMtY CONLEXL .........cccuveureeerieseesieesiesiee e seeseesseesseeeesssessaesneesseesenns 66
15.2.2 Unauthenticated IMS EMEIgENCY SESSIONS .......ccieiierierieieeseesteesteesessseesseesseesseesesssessasssesssesssesssessssnsesnes 67
15.2.2.1 LT 07 PSR 67
15222 UE and MME Share N0 SECUNTY CONEEXE .......cvevirueiereriereetesiesiete sttt st s sre et sbe e b s ebe e neenens 68
15.2.3 Yoo RSSO 69
15.24 Key generation procedures for unauthenticated IMS Emergency SESSIONS.......c..covereererenenesesesieeieeneens 69
15.24.1 LT 0T PPN 69
15.24.2 [ P2 110 (0= S PRRRRSN 69
Annex A (nor mative): Key derivation FUNCLIONS ..o 70
A.1 KDF interface and input parameter CONSITUCTTION ........ccuviieiieiiee et nne e 70
A.l1l LC T g1 - ST P 70
A.1l2 FC VAU BIIOCELIONS ...ttt sttt b bbbt he e e e b e sh e ek e s bt eb e e st enee e e abenbesbesbeeneennennens 70
A.2  Kasme GENVELTION FUNCLION ...ttt sa et st e e b b e 70
A3 Keng AErVAiON FUNCHION.........eiiiiee ettt et e e tee et st e et e e este e e abeeesabeeebeeesnteesbenesnees 71
A4 NH derivation fUNCLION..........ooieeie ettt sae e e s be e e e seesneentesseeneenseeneenes 71
YR N0 (= (V2 (o) A I 81 o: () AT 71
ST V40T SRR 71
A.7 Algorithm Key derivation FUNCHIONS .........cocuiiiiiiieieee e 72

ETSI



3GPP TS 33.401 version 12.16.0 Release 12 6 ETSI TS 133 401 V12.16.0 (2016-01)

A8 Kasue t0 CK', K" deriVation @ NANOOVET ........c.eeeeieeeeeee e eee e e et e s e et e e s e eae e e s e e eeeseareeeseareeesenanes 72
A.9 NAStoken derivation for inter-RAT MODIITY ......coceeciiieieceee e 73
A.10 K"agve from CK, IK derivation during hanNQOVES ..........cccooeeiiiieieeiee e e 73
A.11 K"ague from CK, IK derivation during idle mode mobility.........ccoveeeiiiieiene e 73
A.12 Kasve t0 CKsrvee, [Ksrvee (6 1< (V2= (Lo [OOSR 74
A.13 Kasueto CK', IK" derivation at idle MoDility .........cooeeviiieeeee e 74
N I Yoo ) USRS 74
A.15 Derivation of S-Kgyg for dual CONNECLIVILY ......ocviiiiiiiiicce e e 74
Annex B (normative): Algorithmsfor ciphering and integrity protection ............cccoceeerencivennne. 75
B.0 Null ciphering and integrity protection algorithms............cccooiieii e 75
B.1  128-bit Ciphering @lgorithim...........cooiiiiee e e 75
B.1.1 [NPUES NGO OULPULS ...ttt b bbb e b b e bt e s bbbt bt e et bt b et b b e e eb e ens 75
B.1.2 2 ST N 76
B.1.3 T 76
B.1.4 D T N SRSt 76
B.2 128-Bitintegrity @lgorithm........ccocieiiiice e e st s sre e ne e ne s 77
B.2.1 170U LK== o I 01U 1 o1 77
B.2.2 2 ST N 77
B.2.3 2 T R 77
B.2.4 B S G SRR 78
Annex C (informative): AlgOrithm tESt data......cccceeeeiiceese e e 79
LTt R 72 B o A 79
Cli L= RS = 00 T 79
C.l2 LIS = TSSOSO 80
C.l1l3 QLIS 0= S SR 81
Cl4 LIS 0= S SR 81
C.l15 QLIS 0= B TSR 82
C.l6 QLIS 0= B SR 83
LR 2 S ! TSRO 86
C21 LIS = A ARSI 87
C.22 LIS = RSOOSR 88
C.23 LIS = A TSROSO 89
C24 LIS = A SO 90
C.25 QLIS 0= B TSR 91
C.26 QLIS 0= S SR 92
c.27 QLIS 0= S SR A
C.28 QLIS 0= B SR 96
(O T 72 S L OO 108
(O A I ! 172 RS 108
Cc4.1 L= RS = A R 108
CA4.2 IS 0= SR 109
CA43 IS 0= NG SRS 109
C44 =S 0= S S S 109
C45 =S 0= BTSSR 110
C46 =S 0= B SR 110
cav L= TS = A A 110
Annex D (normative): Security for Relay Node ArchiteCtures.........ccccevveveeveceeece e, 113
[ 280 R Voo (FTox o o SO 113
[ TR o |11 o o 113

ETSI



3GPP TS 33.401 version 12.16.0 Release 12 7 ETSI TS 133 401 V12.16.0 (2016-01)

D.21 LT 1= = | SO RSRTS 113
D.2.2 S o U Y (00 o (1= 113
D.2.3 L0 S 1Y T o [T 1=t £ S 116
D.24 Enrolment procedUres FOr RNS.........ccui it te s e s esre e saeenaeeaeenteenseenaesneesnnesnnas 116
D.25 Secure management ProCeUIES FOr RINS..........iiiiiieie ettt srae e e e e nteeeeeneeenes 117
D.2.6 Certificate and sUbSCHiption NaNAIING .........ccieiieiicece et e e e reereeneeenes 117
D.3  SeCUre ChanNEl ProfilES ... ..o bbb 119
D.31 LT 0T PR 119
D.32 APDU secure Channel Profil.... ...ttt bbb 119
D.3.3 Key agreement based on certificate EXChangEe..........ccuveuiiiiiie s 119
D.33.1 I S (o 11 =S 119
D.3.3.2 Common profile for RN and UICC CErtifiCaLE. ........cviiereerici ettt 119
D.3.33 L NI = g (= (= o] (o =SSP 120
D.3.34 0L O o=y (o= (= o o ] 11 =SPSI 120
D.34 Key agreement for pre-sharet KeY (PSK) CASE........uuieerierieiieeieieseesteestestesae s e steeste e ae e e snaesnaesnaesnees 120
D.35 [dentities USed iN KEY gIEEMENT .......c.oiiiiiee ettt ettt ettt e et r et b et se s e ebeneeneas 121
Annex E DU@l CONNECLIVITY....cviiuicieciecee e 122
0 R 111 0o (1 (o OSSR 122
E.2 Dua connectivity offload arChiteCIUNe. ...........coveiiieiiiee e s 123
E21 Protection of the X2 referenCe POINt..... ..o et eeraesnaesraesnees 123
E.2.2 Addition and modification of DRB iN SENB...........cccuiiiiiiirie e e b e 123
E.2.3 Activation of encryption/GECIYPLION. .......cc.eeciieie e see st re e e e se et e e s e e e e e tesnsesraesneesaeesseenseesenns 123
E.24 Derivation of keysfor the DRBSINthe SENB..........cciiiiiieieic et snees 125
E241 SCG COUNEES MAINTENANCE. ......evitereeeteeieetieit ettt sttt et et e be et sbesaeese e e e s e beseeebesaeebeeseensesbesaesbeeneensennens 125
E.24.2 = o U YA G Ao L= 1AV (o] o 125
E.243 Negotiation of SeCUrity @lgOrTMS...........oouiiiiiee e 126
E.25 S N a0 = (= SO PRRR 126
E.251 SKENB UPABLE TGOS ...ttt sttt sttt sttt bbbt b e bbb e e bt b et nn et b n e 126
E.252 SKeNB UPABLE PrOCEOUNE.......cotiieeiiete ettt sttt sttt b et b e et b e et b e e bt bese e st b et b e 126
E.2.6 HEANAOVES PrOCEUUNES. ..ottt ettt ettt ettt et b e et eb s b e e eb e s b e e eb e s b e seebese et eb e s b e e ebesbeneebenbeneeneas 126
E.2.7 Periodic local authentiCation ProCEAUIE ...........c.ciiiieireeer et 126
E.2.8 RAIO [INK FAITUNE FECOVENY ...ttt sttt ettt et e e s s e saaesaeesae e saeeseenteenteenaesneesnaesaens 127
E.2.9 Avoiding key stream reuse caused by DRB type Change........cccoeviieiierici ettt 127
Annex F (informative): ChangE NISLONY ..o s 128
L 1S 0] Y 133

ETSI



3GPP TS 33.401 version 12.16.0 Release 12 8 ETSI TS 133 401 V12.16.0 (2016-01)

Foreword
This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document specifies the security architecture, i.e., the security features and the security mechanisms for the
Evolved Packet System and the Evolved Packet Core, and the security procedures performed within the evolved Packet
System (EPS) including the Evolved Packet Core (EPC) and the Evolved UTRAN (E-UTRAN).

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1]3GPP TR 21.905: "Vocabulary for 3GPP Specifications”.

[2] 3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio
Access Network (E-UTRAN) access'.

[3] 3GPP TS 23.003: "Numbering, addressing and identification".

[4] 3GPP TS 33.102: "3G security; Security architecture”.

[5] 3GPP TS 33.210: "3G security; Network Domain Security (NDS); I P network layer security”.

[6] 3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

[7] IETF RFC 4303: "IP Encapsul ating Security Payload (ESP)".

[8] 3GPP TS 33.220: " Generic Authentication Architecture (GAA); Generic bootstrapping architecture”.
[9] 3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage 3".
[10] -[11] Void.

[12] 3GPP TS 36.323: "Evolved Universal Terrestrial Radio Access (E-UTRA); Packet Data Convergence
Protocol (PDCP) specification”

[13] 3GPP TS 31.102: "Characteristics of the Universal Subscriber Identity Module (USIM) application".

[14] 3GPP TS 35.215: "Confidentiality and Integrity Algorithms UEA2 & UIA2; Document 1: UEA2
and UIA2 specifications'

[15] NIST: "Advanced Encryption Standard (AES) (FIPS PUB 197) "
[16] NIST Special Publication 800-38A (2001): "Recommendation for Block Cipher Modes of Operation”.

[17] NIST Specia Publication 800-38B (2001): "Recommendation for Block Cipher Modes of Operation: The
CMAC Mode for Authentication”.

[18] —[20] Void.

[21] 3GPP TS 36.331:"Evolved Universal Terrestrial Radio Access (E-UTRA) Radio Resource Control (RRC);
Protocol specification".

[22] 3GPPTS23.216: "Single Radio Voice Call Continuity (SRVCC); Stage 2.
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