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Intellectual Property Rights 
IPRs essential or potentially essential to the present document may have been declared to ETSI. The information 
pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found 
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in 
respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web 
server (http://ipr.etsi.org). 

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee 
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web 
server) which are, or may be, or may become, essential to the present document. 

Foreword 
This Technical Specification (TS) has been produced by ETSI Technical Committee Network Technologies (NTECH). 

Modal verbs terminology 
In the present document "shall", "shall not", "should", "should not", "may", "may not", "need", "need not", "will", 
"will not", "can" and "cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms 
for the expression of provisions). 

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation. 

Introduction 
The TISPAN NGN R3 security is defined by the security requirements in the present document, while the architectural 
aspects and stage 2 implementations outline are covered in the Security Architecture for R3 (TS 187 003 [1]). 

http://webapp.etsi.org/IPR/home.asp
http://portal.etsi.org/Help/editHelp!/Howtostart/ETSIDraftingRules.aspx
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1 Scope 
The present document defines the security requirements pertaining to TISPAN NGN Release 3. The present document 
holds requirements for the various NGN subsystems defined at a stage 1 level. The present document covers security 
requirements for both the NGN core network, and the NGN access network(s). 

The main scope of the security requirements for the different subsystems are to identify requirements in the following 
main areas: 

• Security Policies. 

• Authentication, Authorization, Access Control and Accountability. 

• Identity and Secure Registration. 

• Communications and Data Security Requirements (including confidentiality, integrity aspects). 

• Privacy. 

• Key Management. 

• NAT/Firewall Interworking. 

• Availability and DoS protection. 

• Assurance. 

• Strength of Security Mechanisms. 

2 References 
References are either specific (identified by date of publication and/or edition number or version number) or 
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the 
reference document (including any amendments) applies. 

Referenced documents which are not found to be publicly available in the expected location might be found at 
http://docbox.etsi.org/Reference. 

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee 
their long term validity. 

2.1 Normative references 
The following referenced documents are necessary for the application of the present document. 

[1] ETSI TS 187 003: "Telecommunications and Internet converged Services and Protocols for 
Advanced Networking (TISPAN); NGN Security; Security Architecture". 

[2] ETSI TS 133 203: "Digital cellular telecommunications system (Phase 2+); Universal Mobile 
Telecommunications System (UMTS); 3G security; Access security for IP-based services 
(3GPP TS 33.203)". 

[3] ETSI TS 133 210: "Digital cellular telecommunications system (Phase 2+); Universal Mobile 
Telecommunications System (UMTS); 3G security; Network Domain Security (NDS); IP network 
layer security (3GPP TS 33.210)". 

[4] ETSI EG 202 238: "Telecommunications and Internet Protocol Harmonization Over Networks 
(TIPHON); Evaluation criteria for cryptographic algorithms". 

http://docbox.etsi.org/Reference

