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Intellectual Property Rights 
IPRs essential or potentially essential to the present document may have been declared to ETSI. The information 
pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found 
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in 
respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web 
server (https://ipr.etsi.org/). 

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee 
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web 
server) which are, or may be, or may become, essential to the present document. 

Foreword 
This Group Report (GR) has been produced by ETSI Industry Specification Group (ISG) Quantum-Safe Cryptography 
(QSC). 

Modal verbs terminology 
In the present document "should", "should not", "may", "need not", "will", "will not", "can" and "cannot" are to be 
interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of provisions). 

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation. 
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1 Scope 
The present document examines a number of real-world uses cases for the deployment of quantum-safe cryptography 
(QSC). Specifically, it examines some typical applications where cryptographic primitives are deployed today and 
discusses some points for consideration by developers, highlighting features that may need change to accommodate 
quantum-safe cryptography. The main focus of the document is on options for upgrading public-key primitives for key 
establishment and authentication, although several alternative, non-public-key options are also discussed. 

The present document gives an overview of different technology areas; identify where the security and cryptography 
currently resides; and indicate how things may have to evolve to support quantum-safe cryptographic primitives. 
Clauses five and six discuss network security protocols, using TLS and S/MIME as typical examples. These are 
contrasted in clauses seven and eight by an examination of security options for IoT and Satellite use cases, which have 
very different requirements and constraints than traditional internet-type services. Some alternatives to public key 
protocols are reviewed in clause nine. Authentication requirements are discussed in clause ten and some 
forward-looking examples providing advanced functionality are examined in clause eleven. 
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referenced document (including any amendments) applies. 

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee 
their long term validity. 

The following referenced documents are not necessary for the application of the present document but they assist the 
user with regard to a particular subject area. 
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