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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential |PRs, if any, ispublicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Group Report (GR) has been produced by ETSI Industry Specification Group (1SG) Quantum-Safe
Cryptography (QSC).

Modal verbs terminology

In the present document "should", "should not", "may", "need not", "will", "will not", "can" and "cannot" areto be
interpreted as described in clause 3.2 of the ETS| Drafting Rules (Verbal forms for the expression of provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

Executive summary

The present document analyses the impact of a quantum computer on symmetric cryptographic primitives. A worst-case
estimate is derived for the maximum available quantum computing power in 2050. This leads to the conclusion that
256-hit symmetric ciphers and hash functions will still be unbroken in 2050.

Introduction

A quantum computer will require an enormous change in the cryptographic landscape [i.7]. Thisis why research and
standardization effort is put into finding quantum-safe asymmetric alternatives for RSA, (EC) Diffie-Hellman, and
(EC)DSA. Significant effort from industry will be put into preparing for the necessary transition to these new
asymmetric primitives.

However, symmetric primitives like AES, SHA-2, and SHA-3 are equally integrated into the numerous information
security solutions that exist worldwide. Since a quantum computer can also speed up attacks on symmetric primitives
[i.6], it isimportant to analyse how long these symmetric primitives - and their most-used key sizes - will remain
secure.

The present document studies the long-term security of symmetric primitives such as AES-256, SHA-2, and SHA-3. A
scientific approach shows that attacks cannot continue to improve at an exponential rate forever. Moore's Law may
assert that transistors become twice as small roughly every 1,5 years, but this trend cannot continue and in fact has
already stopped. While it is unknown whether asimilar trend will appear for quantum computers, it is possible to put an
upper bound on the quantum computing power that could be developed in the foreseeable future. The analysisin the
present document is based on conservative assumptions and estimates. This does not result in exact dates on when each
primitive will be broken, but it does assert their security for at least a certain period of time.

The present document concludes that there are existing and widely used symmetric (AES-256) and hash primitives
(SHA-2 and SHA-3 with an output length of at least 256 bits) that will withstand quantum computer attacks until way
after 2050. It is reassuring to know that for these symmetric primitives there is no need to find and heavily scrutinize
alternatives within the next few years, like is done for the asymmetric primitives.
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Note that this does not mean that there is no need to look into symmetric a gorithms when it comes to the threat of a
guantum computer. On the contrary, industry does have to worry about symmetric algorithms, since there are billions of
devicesin the world that rely on a symmetric cipher with a key length of 128 bits or less. Examples include mobile
communication with e.g. GSM or TETRA. Unfortunately, the calculations that are used in the present document to
assert that AES-256 will remain secure until way after 2050 cannot be used to predict when a quantum computer can
attack AES-128, or any other cipher with a short key length. Therefore, industry is advised to identify where their
products rely on smaller key and hash output lengths, and to start investigating the necessary steps for atransition to
primitives with key lengths that will withstand quantum computer attacks like the ones investigated in the present
document.

ETSI
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1 Scope

The present document gives information on the long-term suitability of symmetric cryptographic primitivesin the face
of gquantum computing.
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their long term validity.
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