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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential |PRs, if any, ispublicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities, UM TS identities or
GSM identities. These should be interpreted as being references to the corresponding ETSI deliverables.

The cross reference between GSM, UMTS, 3GPP and ETS! identities can be found under
http://webapp.etsi.org/key/queryform.asp.

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

ETSI


https://ipr.etsi.org/
http://webapp.etsi.org/key/queryform.asp
https://portal.etsi.org/Services/editHelp!/Howtostart/ETSIDraftingRules.aspx

3GPP TS 32.372 version 14.0.0 Release 14 3 ETSI TS 132 372 V14.0.0 (2017-04)

Contents

Intellectual Property RIGNES.... ..ot e e b e 2
01 Yo (o ST 2
MoOdal VErDS EMINOIOQY .......ccveieeieieece sttt ettt e e e s re s aeeaesbeeaeesbesreensesaeensessesneenseseeeneensessens 2
1= 11 o TSRS 4
1100 [ Tox A o] o SR 4
1 o0 0 SR 6
2 REFEIBINCES ......cee ettt a bt bt e et et e s et et e st e be et e s b e be st et e e e neenenneabeneens 6
3 Definitions and aDbrEVIBLIONS...........oieeereeese et te e steereentesneeneeseesneeneeseeenes 6
31 D= T 0T (0] PSRRI 6
3.2 ADDIEVIBLIONS ...ttt b bt a e e e e b e sh e e b e e Rt ehe e s s e ee e b e sheeb e e Rt e R e et e e e bt sheebeeneeneennen 7
4 VS (= 0 Y= V= SRS 7
4.1 R = 10 1= A PSPPI 7
4.2 S o0 Y AN e 1= [ TS 8
421 Security Features offered by IP Transport Network (IPSeC oF NDS) .....c.oiieirinieinieeeeeeeseeeeeseeeeeees 8
4.2.2 Limitations of IP transport 1aYer SECUMTY ........cviiieeiiiiecesiereeese ettt b e b e ene e 9
4.3 COMPIIBINCE FUIES. ...ttt ettt bbbt b e et b e e et bt s e et eb e s e e e eb e seeaeebesb et eb e se e e ebeseeneebesrennerens 9
5 SECUNTY SEIVICES. ....euiitiiti ittt ettt ettt h bbbt b e e e e e e e e e Rt e Rt e bt e bt R e e R et e e et ese e b e e bt nb e nennenn s 9
51 AULhENti CaLION SECUMTY SEIVICE... ..t iiiieieiieseese e ettt e st e et e e te e s teesteeeessaesaeesaeenseenseeneeenaesseesnens 10
511 MULUE AULNENTTCAEION ...ttt ettt sttt b e bt bt s e e e e e e e se e besbeeb e e e ennennea 10
52 AULNOTI ZBLION SECUNTY SEIVICE.......eiiuiectieiieeee st s e rte st et s e et et esae e s te e te e teentesseesseesaeesseenseenteensesneesseesnens 11
5.3 ACLVITY LOQ SECUMLY SEIVICE ....vicuviieiieteesieeteeesee ettt este e stesseeste e te e teaseesseesseesseantesneesseesseesseanseenseenseeneessenssens 12
54 File INtEQIity SECUMTY SEIVICE....ciuiiiiee ettt e et et e e e e sstesaaesaeesteensesneesneesseesseanseensenns 12
6 INFOrmMation OJECE ClASSES ........ciueieieieerie ettt ettt b b b nn e b n e e e 12
6.1 LGSy 0 =T | = 0 I OSSR TSRV PROR 12
6.1.1 Attributes and REIAiONSNIPS......c..cueiiiieiie bbbt b e e 13
6.1.1.1 (O =SS D= | 10 TS 13
6.2 Information ObjeCt Class DEfiNITIONS.........cuciiiiuiiiicieseese e e et et aesre e teesreenreesenneennes 13
6.2.1 (@=L o1 SO PPTSPPSN 13
6.2.1.1 (D= 1] o Lo o PO OPRT OSSP URURURRRPIN 13
6.2.1.2 F N 1] o1 (=SSR 13
6.2.2 IS0 =P 13
6.2.2.1 [0 1T oo o SNSRI 13
6.2.2.2 N T o0 =S 13
6.4 Information attribute AEfiNITION ..........ooi et 13
6.4.1 Definition and [€gal VAIUES .........c.ooiiiee bbbt 13
7 L1 = oo L= T Tl o] o SO 14
7.1 Credential transfer INTEITACE ... ..o bbbt sr e b e ae e e e 14
7.2 o o 0 R = S = 1 o = o SRS 14
Annex A(informative): ChangE NISLONY ..o e 15
[ 1S 0] Y PSSP 16

ETSI



3GPP TS 32.372 version 14.0.0 Release 14 4 ETSI TS 132 372 V14.0.0 (2017-04)

Foreword

This Technical Specification has been produced by the 3 Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.

Introduction

The present document is part of a TS-family covering the 3 Generation Partnership Project; Technical Specification
Group Services and System Aspects; Telecommunication management; as identified below:

32.371:  "Security Management concept and regquirements’.
32.372. " Security servicesfor Integration Reference Points (IRP); Infor mation Service (19)".
32.376:  "Security services for Integration Reference Point (IRP); Solution Set (SS) definitions'.

In 3GPP SA5 context, IRPs are introduced to address process interfaces at the Itf-N interface. The Itf-N interface is
built up by a number of Integration Reference Points (IRPs) and arelated Name Convention, which realise the
functional capabilities over thisinterface. The basic structure of the IRPsis defined in 3GPP TS 32.101 [1] and
3GPP TS 32.102 [2]. An IRP consists of IRPManager and IRPAgent. Usually there are three types of transaction
between IRPManager and IRPAgent, which are operation invocation, notification, and file transfer.

However, there are different types of intentional threats against the transaction between IRPManagers and |RPAgents.
All the threats are potential risks of damage or degradation of telecommunication services, which operators should take
measures to reduce or eliminate to secure the telecommunication service, network, and data.

By introducing Security Management, the present document describes security mechanismsto relieve the threats
between IRPManagers and IRPAgents.

Asdescribed in 3GPP TS 32.101 [1], the architecture of Security Management is divided into two layers:
Layer A - Application Layer.
Layer B - O&M IP Network.

The threats and Security Management requirements of different layers are different, which should be taken into account
respectively.

3GPP defines three types of IRP specifications, (see 3GPP TS 32.102 [2]). One type relates to the definitions of the
interface deployed across the Itf-N. These definitions need to be agreed between the IRPManagers and IRPAgents so
that meaningful communication can occur between them. An example of thistypeisthe Alarm IRP.
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The other two types (NRM IRP and Data Definition |RP) relate to the network resource model (schema) of the managed
network. This network schema needs to be agreed between the IRPManagers and |RPAgents so that the IRPAgent can
provide network management services to the IRPManager. An example of thistypeisthe UTRAN NRM IRP.

This Information Service specification is applicable to the Interface |RP specifications. That isto say, it is concerned
only with the security aspects of operations/notifications/files deployed across the Itf-N.
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1 Scope

The purpose of the present document is to specify the necessary security features, services and functions to protect the
network management data, including Requests, Responses, Natifications and Files, exchanged across the Itf-N.

The present document specifies the Security Service for IRP Information Service.

This Security Service for IRP IS defines the semantics of management information visible across the Itf-N in a protocol
and technology neutral way. It does not define the syntax or encoding of the operations and their parameters.

This Information Service specification isrelated to 3GPP TS 32.371 [6].

2 References

The following documents contain provisions that, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Rel ease as the present document.

[1] 3GPP TS 32.101: " Telecommunication management; Principles and high level requirements’.

2] 3GPP TS 32.102: "Telecommunication management; Architecture”.

[3] ITU-T Recommendation M.3016 (1998): "TMN security overview".

[4] 3GPP TS 33.102: "3G security; Security architecture”.

[5] ITU-T Recommendation X.800: " Security Architecture for OS| for CCITT Applications”.

[6] 3GPP TS 32.371: " Telecommunication management; Security Management concept and
requirements’.

[7] 3GPP TS 32.150: "Telecommunication management; Integration Reference Point (IRP) Concept
and definitions'.

[8] 3GPP TS 32.373: "Telecommunication management; Security Service for Integration Reference

Point (IRP):Common Object Request Broker Architecture (CORBA) Solution".

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply.
IRP: See 3GPP TS32.101 [1].

IRPAgent: See 3GPP TS32.102[2].

IRPM anager: See 3GPP TS 32.102 [2].

Operations System (OS): indicates a generic management system, independent of its location level within the
management hierarchy
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