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Foreword

This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities, UM TS identities or
GSM identities. These should be interpreted as being references to the corresponding ETSI deliverables.

The cross reference between GSM, UMTS, 3GPP and ETS! identities can be found under
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Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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Foreword
This Technical Specification has been produced by the 3 Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document describes the security features and mechanisms to bootstrap authentication and key agreement for
application security. Candidate applications to use this bootstrapping mechanism include but are not restricted to
subscriber certificate distribution TS 33.221 [5]. Subscriber certificates support services whose provision mobile
operator assists, as well as services that mobile operator provides.

The scope of this specification includes generic bootstrapping functions, an architecture overview and the detailed
procedure how to bootstrap the credential.

Clause 4 of this specification describes a mechanism, called GBA_ME, to bootstrap authentication and key agreement,
which does not require any changes to the UICC. Clause 5 of this specification describes a mechanism, called GBA_U,
to bootstrap authentication and key agreement, which does require changes to the UICC, but provides enhanced security
by storing certain derived keys on the UICC. Annex | of this specification describes a mechanism, called 2G GBA, to
bootstrap authentication and key agreement using 2G AKA protocol. Annex M of this specification describes a
mechanism, called GBA_Digest, to bootstrap authentication and key agreement using HTTP Digest protocol with SIP
Digest credentials.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] 3GPP TS 31.102; " Characteristics of the USIM application™.

2] 3GPP TS 33.102: "3G Security; Security architecture”.

[3] IETF RFC 2617: "HTTP Authentication: Basic and Digest Access Authentication”.

[4] IETF RFC 3310: "Hypertext Transfer Protocol (HTTP) Digest Authentication Using
Authentication and Key Agreement (AKA)".

[5] 3GPP TS 33.221: "Generic Authentication Architecture (GAA); Support for Subscriber
Certificates".

[6] Void

[7] Void

[8] 3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2 (Release 6)".

[9] Void.

[10] 3GPP TS 31.103: "Characteristics of the |P Multimedia Services |dentity Module (1SIM)
application"”.

[11] 3GPP TS 23.003: "Numbering, addressing and identification".

[12] IETF RFC 3548: "The Basel6, Base32, and Base64 Data Encodings”.

[13] 3GPP TS 33.210: "3G Security; Network domain security; 1P network layer security”.

[14] Void.
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