ETS| TS 102 232-3 V3.6.1 (2017-08)

= E >

TECHNICAL SPECIFICATION

Lawful Interception (LI);
Handover Interface and
Service-Specific Details (SSD) for IP delivery;
Part 3: Service-specific details for internet access services



2 ETSI TS 102 232-3 V3.6.1 (2017-08)

Reference
RTS/LI-00145-3

Keywords

access, internet, IP, lawful interception, security,
service

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - NAF 742 C
Association a but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° 7803/88

Important notice

The present document can be downloaded from:
http://www.etsi.org/standards-search

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the only prevailing document is the
print of the Portable Document Format (PDF) version kept on a specific network drive within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal.etsi.orq/TB/ETSIDeliverableStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/Commitee SupportStaff.aspx

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying
and microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2017.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its Members.
3GPP™and LTE™ are trademarks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
oneM2M logo is protected for the benefit of its Members.
GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

ETSI


http://www.etsi.org/standards-search
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

3 ETSI TS 102 232-3 V3.6.1 (2017-08)

Contents

Intellectual Property RIGNES.... ..ot e e b e 6
0 L= V1V (o RS 6
MoOdal VErDS EMINOIOQY .......ccveieeieieece sttt ettt e e e s re s aeeaesbeeaeesbesreensesaeensessesneenseseeeneensessens 6
100 U Tox o] o 1RSI 6
1 o0 o USSR 7
2 L= = 010 S 7
21 N0 RV = = = S 7
2.2 R iTe T = AV = [ = 10T S 8
3 Definitions and abbreViations............coue ittt e sre e s re e re e saeesneeenne s 8
31 DEfINITIONS. ...ttt et et e et e e te e e be e be e beeatesaaesheesheesbeeaseeseesaeesaeeseenseeaseenseeseesteeteetens 8
3.2 ADDIEVIBLIONS ...ttt ettt et e e et e st e et e e te s aeesaeesheesheebeeaseeaseebeeebeenbe e beebeensesaeesaeesreenaeebeenreans 9
4 LT o1 | S 10
4.1 INEErNEL ACCESS SENVICE (IAS) oottt et e s te e ae et e e ae e s s e e beenteeseesseesseenteenseensennennnns 10
4.2 Target identity and [P @0OIrESS.........coie ettt e e s esaeesreesse e seenteenteeneenseesreas 10
4.3 Lawful INterception rEQUITEIMENES ..........cceiiere e ceeeees et ee e s s e et e e e s e s se e se e teenteeseesseesseesseeseensennennnes 11
4.3.0 INEFOTUCTION...... ettt et ettt e et e b e s be e sbeesbeebeeaseeasesaeeebeaebeebeeseesbeesbeesbaesteenseensesnnesans 11
431 LI (0= Lo (< 01 )2 P PRSPPSO 11
4.3.2 RESUIT OF TMEEICEIITION. ...ttt ettt b et b e b bbbt e b bt b b 11
4.3.3 Intercept related iNfOrmMation MESSAgES.........cociiiriee ittt ettt b et b e 12
434 THIMIE CONSLIAINTES. ... eueeiueeiteecteeiteete et e et e et e st e e s te e beeeesaeesaeesteebeeateessesseesbeesbeeseansesnsesaeesseaseenseenseentesssesreesanas 12
4.3.5 Preventing over and under collection of INtercept data............covvereiirirrii e 12
5 Y (= 470 (= S 13
51 Reference NEIWOTrK tOPOIOGIES.........veieeieiie e see sttt see st ste e sae et e e e e sraeste e se e tessaesseesseeseensenneennns 13
5.1.0 111 11 o o) P 13
511 DiBI-UD BCESS ...ttt ettt b et b e e h b e h e b e h e e b ne e h e e b s e he b e e e e Rt e b e e b e e e e ae b et et bbb n s 13
512 D 0TSSR 14
513 Cabl € MOOEIM BCCESS. ... ettt ettt e sttt e et e et e et e ebe e be e beeabesaaesaeesteesaeenseeaseeseeeteesbaesbeeaseensesnnesans 15
514 IEEE 802.11 Access (With Wirel@ssS LAN Profil) .......ccoeieireieiieresie e 16
5.2 REFEIENCE SCENAIOS. ... .e ettt st et e bt et e et e et e s teesbeesbe e tessesaeesaeesbeabeenbeeasesseesbeesbeesbeensesnsesneesans 16
521 [0 (oo O PP PP 16
5.2.2 U oo T P 16
523 U g T T S 17
524 L (=10 o] PSSR STRPR 17
525 0 o PR 17
5.2.6 (@0 011 ox o T 1 01T 17
6 Intercept Related INfOrmation (IRI) ........oouiiieie it sre e 18
6.1 LIS SRR 18
6.2 HIZ GEHIDULES. ...ttt ettt et e e et e st e s he e she e sbeeseeaseeaeeebeenbeeateeseesbeesbeesbeeseensesnnennns 19
6.2.0 LiSt Of HIZ2 @ITDULES.......cueiieciecee ettt et e e s s s ae e beebeeateeasesbeesteesbeesreebeenneenneeans 19
6.2.1 Use of targetl PAddress, additionall PAddress and otherTargetldentifiersfields........cccoevvecv e veeveeee 20
6.2.2 L0 LSS o) oo 1 o g 1 1= Ko 21
7 Content of ComMMUNICALTION (CC) ...ecviiiieeiiiicie ettt te e s te e e besre e s e s b e eanennesreenes 21
7.1 (OO = £ SRS 21
7.2 HIB @HIDULES. ...ttt s e e she e sreeaeeaseeaeeebeeabeeabeeseesbeesteesbeeseensesneenans 21
8 F N N 0 I o g =T o O G 21
Annex A (informative): Stage 1 - RADIUS Char aCteristiCs.......oviieniiiiieie et 27
N R VT ATV S (0] T oo S S 27
A.1.0 RADIUS deplOYMENt OPLIONS.......cciieiieiteeieeieeiesiesee st e steesteesteeeesseesseasseesseesteessesssesseesseessesnessseesssesseanseensenns 27
A.ll TN B L0 SR o= TSP 27
A.l2 RADIUS PIOXY ...vtueevesteseeiesteseeseeteseeseetessesessesseseesesaeseesessensesessessesessessesessesseseasessesesessenessensesessessenessessensnsessenenses 28

ETSI



4 ETSI TS 102 232-3 V3.6.1 (2017-08)

A2 RADIUS SEIVICE. ...ttt sttt sttt sttt st et et et s ae e te st e et e s beeae e besbeeaeeabesaeestesheenteseesteeaeetesreentenneens 29
A.21 AULNENTICELION SEIVICE.. .. ettt e ettt bbbt bt bt e ae e e e b e s b e e b e sheeb e e ae e e e b e sbenbesheebe e e ennees 29
A.22 oot o1U 1o TS = Y o SRS 29
A3 RADIUS PIOOCOL..... .ttt ettt s st ss et e s e e e e esees e ebesb e s b e nn e e e e eneesesbeanenrens 30
A3.1 AULNENLICALTON PrOLOCO .......evieetiitieet ettt e bbbt et e et b bbb nb e nns 30
A3.2 ACCOUNTING PIOLOCOI ...ttt ettt b s b e b bt e s bt e st b e b e bt e e bbb e s e bt e e nn e e e ens 30
A4 RADIUS MEIN GIDULES........occieiie ettt es et et este e s e s e e st e s te e teeste e steesaaeenteebesbeenseessessnnens 31
A5 RADIUS INIEICEPLION ... ..ottt sttt sttt st e s te e et e e e s e s besaeessesaeensesreeaeensentesaeensensesnnenns 32
A5.0 T 0o o (8 Tox 7ol o WSRO 32
A5.1 COllECtiNG RADIUS PACKELS.......eeeieeteieeete ettt ettt bttt b et b e et eb e e 32
A5.2 Processing RADIUS PACKELS........cceuiitiieiiriiietirteie ettt sb bbb et b e st b et b et et sbe b 32
Ab5.21 Mapping events to RADIUS PACKELS.......c.coiiiiriiee it 32
Ab5.22 FUNCLIONAI MOGEL ...ttt et s s ae e et e e be et e eaeesbeesbeesbeesteeseenseenneeans 33
A523 LA B 1= oo o1 T S 37
A5.3 Mapping RADIUS 0N the IRI SLIUCLUIE. ........c..iiiiceiecee ettt et e e e ste e s sreesneestesneesneesneesaenneens 37
Annex B (informative): Stage 1 - DHCP Char aCteristiCs........ooeveeeererescsiesieseseese e 38
B.1  NEWOIK TOPOIOQY ... .eeververrereenteiee ettt ss bt b et b e bbb s e s e e e st ebenbe b e nn e s e e 38
T2 B (O = oV ol TSSO 38
B.3  BOOTP PrOIOCOI .....c.eeueiuieiiriietistesiestese ettt sttt ea bbb e e e e e e e st e bt b e e b e s e n e e e e eseeneane e 39
B4 DHOCP PIOLOCOL .....c.eiteieueeieeieeiest sttt sttt b b e e e e st e bt s b e e b b e e e e e st enenbe b e nn e s e e 39
B.4.0 L@ Y= VTSRS 39
B.4.1 ACArESS SSIGNMIENL.......eeeceeeiee ettt e e e e teseeseesreesaeesteeseeaseeaseesseesseenseessesseesaeesaeanseenseenseeneensensrens 40
B.4.2 Message transmission and FEl@y AENES.........ccuviiiiiereeseee e se e e s e te e e teeseesraesseesreesreesneenseenseans 41
B.4.3 Security and aUENENEICALION .........cc.viieie e te e s e sae e s aeeaeenteenteeseeeneesneesreas 41
B.5 DHCP MaiN GITDULES ....ceee ettt ettt st e te e s ae e saee s aeesateebeenbe e beesteesteesaeessensanesns 41
B.6  DHCP INTEICEDIION ...ttt ettt b et e e e b e st b b b e e e e e e e e se e s e et e n e e e neesenneane e 42
B.6.1 T gL o o ¥ 1o o BT PSPPSR 42
B.6.2 [0 o [ 0= ot L PSS 42
B.6.3 SEAEE MBCIINE ...t h bbb e st a e e e b e bt sh e eb e s heehe e e e b e besheebesaeene e e ennes 43
B.6.3.0 L0 Y= 1= SPSTR 43
B.6.3.1 Mapping DHCP PACKEIS IO BVENES........ciceicieie ettt et sa e s e te e be e beeteennesneesnes 43
B.6.3.2 Timersand admMiNiSITAtiVE @VENES .........ocuieieecece ettt ettt sre e sbeereeabeeabeenteereesreesaeas 44
B.6.3.3 SEAEE INFOIMIBLION .. ..eviiieecte ettt e et et e e b e sbe e st e e be e beeasesaeesaeesaeenbeeasesseasteasbeebaeseensesneesans 44
B.6.34 State MaChiNg TIGOIAIM ..ot bbbt b bt b e b e e b e b e besbennenea 45
B.6.4 Mapping DHCP 0N the TRI SLIUCTUNE.........ciuiieiriieeieee bbb 45
Annex C (informative): e W T Y= o=t o] f Lo o FO R 47
L35t R [ 911 oo [N T o) SR 47
(O <o 11 =011 1TSS 47
(GRS ololo's =0 Nl a0 o/ 1= 11= 1= 1] o ] DO RSP 47
Annex D (informative): TCP and UDP IRI iNter CEPLION ......ocviieececeee et 48
9 200 R [ g 0o [0 o o o RS PSRRRSRIN 48
D.2  REQUITEIMENES. ...ttt ettt bt e e st h e bbb e s e b e e e e e aeehe s Rt e bt nb e s e s e e e e e neesenneenenrens 48
D.3  HIZ2 FEOUITEIMENTS. ......eiteitieteitetee ettt e st s bt bbb e e e e e e s e e s e e bt e b e eb e b et e e e st ebenre b e nr e s e e 48
D o (RSl = o 0L =001 ) TSRO 49
D.5  GENEral FEOUITEIMENTS ......eouiitiiterteteeee ettt sttt st ss s se e se et e e st st ess e b e s e s e s e e e e e st ebenbe b e s e e eneesenneanenreas 49
Annex E (informative): Bibliography .....c.cooiiceece e 50
Annex F (informative): Change REQUESE NISLOrY .......ccceiieceece et 51

ETSI



5 ETSI TS 102 232-3 V3.6.1 (2017-08)

ETSI



6 ETSI TS 102 232-3 V3.6.1 (2017-08)

Intellectual Property Rights

Essential patents

IPRs essential or potentialy essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI membersand non-members, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not congtitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Lawful Interception (L1).
The present document is part 3 of a multi-part deliverable. Full details of the entire series can be found in part 1 [2].

The ASN.1 moduleis aso available as an el ectronic attachment to the original document from the ETSI site (see
clause 8 for more details).

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

Introduction

The intention of the present document has been to follow the advice given at ETSI meetingsin all cases.

The present document focuses on intercepting | P data in relation to the use of Internet Access Services (IAS) and isto
be used in conjunction with ETSI TS 102 232-1 [2]. In the latter document the handing over of the intercepted datais
described.
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1 Scope

The present document contains a stage 1 description of the interception information in relation to the process of binding
a"target identity" to an IP address when providing I nternet access and a stage 2 description of when Intercept Related
Information (IRI) and Content of Communication (CC) need to be sent, and what information it needs to contain.

The study includes but is not restricted to IRI based on application of Dynamic Host Configuration Protocol (DHCP)
and Remote Authentication Dial-in User Service (RADIUS) technology for binding a "target identity" to an IP address
and CC for the intercepted | P packets.

The definition of the Handover Interface 2 (HI2) and Handover Interface 3 (HI3) is outside the scope of the present
document. For the handover interface isreferred to ETSI TS 102 232-1 [2].

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected |ocation might be found at
https://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI TS 101 671: "Lawful Interception (L1); Handover interface for the lawful interception of
telecommunications traffic".

NOTE: Periodically TS 101 671 is published as ES 201 671. A reference to the latest version of the TS as above
reflects the latest stable content from ETSI/TC LI.

[2] ETSI TS 102 232-1: "Lawful Interception (LI); Handover Interface and Service-Specific Details
(SSD) for IP delivery; Part 1: Handover specification for | P delivery".

[3] IETF RFC 1122: "Requirements for Internet Hosts - Communication Layers'.

[4] IETF RFC 1570: "PPP LCP Extensions’.

[5] IETF RFC 1990: "The PPP Multilink Protocol (MP)".

[6] IETF RFC 2131: "Dynamic Host Configuration Protocol”.

[7] IETF RFC 7542: "The Network Access Identifier".

[8] IETF RFC 2865: "Remote Authentication Dial In User Service (RADIUS)".

[9] IETF RFC 2866: "RADIUS Accounting”.

[10] IETF RFC 3046: "DHCP Relay Agent Information Option™.

[17] IETF RFC 3118: "Authentication for DHCP Messages'.

[12] IETF RFC 3396: "Encoding Long Options in the Dynamic Host Configuration Protocol
(DHCPv4)".
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