BS EN 50518:2019+A1:2023

Monitoring and Alarm Receiving Centre

bsi.



BS EN 50518:2019+A1:2023

BRITISH STANDARD

National foreword

This British Standard is the UK implementation of
EN 50518:2019+A1:2023. It supersedes BS EN 50518:2019, which will be
withdrawn on 17 January 2024.

The start and finish of text introduced or altered by amendment is
indicated in the text by tags. Tags indicating changes to CENELEC text
carry the number of the CENELEC amendment. For example, text altered
by CENELEC amendment A1 is indicated by [ ¢4l

The UK participation in its preparation was entrusted to Technical
Committee GW/1, Electronic security systems and products.

Alist of organizations represented on this committee can be obtained on
request to its committee manager.

The UK committee draws users’ attention to National Annexes NA

and NB. National Annex NA provides UK-specific guidance on the
implementation of BS EN 50518:2019+A1:2023 and National Annex NB
addresses the clauses of the standard for a category Il ARC which stated
“no requirement”.

Contractual and legal considerations

This publication has been prepared in good faith, however no
representation, warranty, assurance or undertaking (express or
implied) is or will be made, and no responsibility or liability is or will be
accepted by BSI in relation to the adequacy, accuracy, completeness or
reasonableness of this publication. All and any such responsibility and
liability is expressly disclaimed to the full extent permitted by the law.

This publication is provided as is, and is to be used at the
recipient’s own risk.

The recipient is advised to consider seeking professional guidance with
respect to its use of this publication.

This publication is not intended to constitute a contract. Users are
responsible for its correct application.

© The British Standards Institution 2023
Published by BSI Standards Limited 2023

ISBN 978 0 539 21314 0
ICS 13.320

Compliance with a British Standard cannot confer immunity from
legal obligations.

This British Standard was published under the authority of the
Standards Policy and Strategy Committee on 31 August 2019.

Amendments/corrigenda issued since publication

Date Text affected

31 May 2023 Implementation of CENELEC amendment A1:2023



BS EN 50518:2019+A1:2023
EUROPEAN STANDARD EN 50518:2019+A1

NORME EUROPEENNE
EUROPAISCHE NORM April 2023

ICS 13.320 Supersedes EN 50518-1:2013, EN 50518-2:2013, EN
50518-3:2013 and all of its amendments and corrigenda (if

any)

English Version

Monitoring and Alarm Receiving Centre

Centre de contrble et de réception d'alarme Alarmempfangsstelle

This European Standard was approved by CENELEC on 2019-02-06. CENELEC members are bound to comply with the CEN/CENELEC
Internal Regulations which stipulate the conditions for giving this European Standard the status of a national standard without any alteration.

Up-to-date lists and bibliographical references concerning such national standards may be obtained on application to the CEN-CENELEC
Management Centre or to any CENELEC member.

This European Standard exists in three official versions (English, French, German). A version in any other language made by translation
under the responsibility of a CENELEC member into its own language and notified to the CEN-CENELEC Management Centre has the
same status as the official versions.

CENELEC members are the national electrotechnical committees of Austria, Belgium, Bulgaria, Croatia, Cyprus, the Czech Republic,
Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, the
Netherlands, Norway, Poland, Portugal, Republic of North Macedonia, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland,
Turkey and the United Kingdom.

CENELEC

European Committee for Electrotechnical Standardization
Comité Européen de Normalisation Electrotechnique
Europaisches Komitee fiir Elektrotechnische Normung

CEN-CENELEC Management Centre: Rue de la Science 23, B-1040 Brussels

© 2019 CENELEC All rights of exploitation in any form and by any means reserved worldwide for CENELEC Members.

Ref. No. EN 50518:2019 E



BS EN 50518:2019+A1:2023

EN 50518:2019+A1:2023

Contents Page
EUropean for@WOrd......... .. sms e amn e e e s s mmme e e e s ee s mmme e e e e eannnnnn 6
L Yo 11T T o N 7
1 8T o - 8
2 NOrmative refereNCeS ... ... 9
3 Terms, definitions and abbreviations..........cccceiiiiiii e 10
3.1 Terms and defiNitiONS .......... e 10
T AN o] o] (=Y = 1110 o TR 14
4 PlaNNiNg ......cooiiiiiiiiisisssssssssssssssssssssssssssssssssssssssssssnsssnsssnsnsssssnsnsnsnsnsnsnnnnnsnnnnnnnnnnnnnnnns 15
4.1 CategoriZatiON ......ccciiiiiiiiii ettt a—a———a—aataaaaaaa———————_ 15
4.2 Site SEIBCHION ... 15
5 Construction — ARC StrUCRUIE...........coiiiiiiiiicier e s nn e aan 15
T B € 1= o T o= | E PP ORISRt 15
5.2 Walls, floor and ceiling — resistance against physical attack ..............cccccccoiiiiiiinnnn. 15
STV (01 (Yo o o VA TP PERP TSP 15
LI OF- 1 1= Te (o] YN | PP 16
5.3 Perimeter doorsets — resistance against physical attack and bullet attack ................... 16
R €1 = Yo IF= | (=T 1R 16
5.4 Calegory | 16
5.4.2 Category .. 16
5.5 Resistance against fire and SMOKe ... 16
5.6 Protection against the effect of lightning ... 16
ST A © ] 7= 01 o P PPPRPPUPPRPPRRRN 16
ST A € =T =T - | P PPRURPPUPPRSPPRN 16
57.2Entrance tothe ARC ... 17
LIS B =l gL o 1Y g o =Y o« Y 17
5.7 4 EMEIGENCY EXIL(S) -+t reeeeeeeiiiiiiitiiieiii e e e e e e ettt e e e e e e ettt e e e e e e e e e tbb e e e e e e e e e e e e annnnnnneeas 17
. 7.5 VENtilatioN. . ... 17
5.7.6 Service inlets and outlets ... 18
5.7.7Transfer NatCh / ChULE ..o 18
5.8 Location of data processing equipment.............oooo 18
5.8, CalegOry | 18
5.8.2 Calegory Il .. 19
5.9 Communication CabIes ... 20
5.9, CalEgOrY | ——————————— 20
5.9.2 Category .. 20
o O = o | 1= 20
LT L T O (= To o) VA (OO UPPPUPRRR 20
5.10.2 Category Hl ... e a e e 20
6 Alarm systems of the ARC ... —————— 20
(ST B O 1 1= To (o] Y2 PP 20
L I B =T =T = | PSPPSR 20
6.1.2 External @ttack ... 21
6.1.3GlazZed @rEas .......ccoei i it 21
B. 1.4 FIle oottt 21
B. 1.0 ENry / eXit oo 21
B.1.8 BaS ..o i i i ittt et a———a—a—a————————————————— 21
0t A T o o S PUPRUPPPPRSPRR 21
6.1.8 Safety MONItOriNg........oooiiiiie i 21



BS EN 50518:2019+A1:2023

EN 50518:2019+A1:2023

6.1.9 Messages from the ARC alarm systems ...........ccooiiiiiiiiiii e 22
6.1.10 Video surveillanCe SYStEM..........ciiiii i 22
(ST O7- 1 1= Te (o] Y | PP 22
7 Electrical pOWEer SUPPIIES ...t s mmnn e 22
% B\ = 1L T =0 o] o) V2SRRIt 22
7.2 Standby POWET SUPPHES......cceeeeiiieiicee et e e e e e 22
A € T= g T - P 22
L | TR 22
7.2.3 Standby gENETALOrS .....cooiiiiiiiee et a s 23
8 Alarm Management SYStem ... 23
8.1 GENEIAL ...t ———————————————— 23
8.2 Time synchronization of equipment ... 25
8.3 Recording and 10gging Of @VENTS.........cooiiiiiiiiiii e 25
8.4 Storage of master data..........oouiiiiiiiiiii e 25
9 Operation of the ARC ....... ... s s s e s 26
9.1 Procedures — GENEral.........ooooi i 26
S I I =T =T = | PSPPSR 26
9.1.2 Creation, modification and cancellation of services or customer accounts................... 26
9.1.3MeSSAaE haNAIING......uuuiiii e e e e e e e e e e e e aeraaa 26
9.1.4 Communication with reSPONSE SEIVICES .........cciiiiiiiiiiiiicee e 26
9.1.5 Individual services provided by the ARC ...........coiiiiiii e 26
9.1.6 Alarm VerifiCation ..o 26
9.1.7 Unexpected increase in alarm SignalS...........ooi i 26
9.1.8 Alarm transmission path failluresS ............ooouiiiiiii e 26
9.1.9 Controls to maintain quality of service...........cccoi i 27
9.1.10 Installation, maintenance, protection, removal and reuse of assets under the control
OF the ARC .. s 27
9.1.11 Monitoring and testing of equipment ... 27
9.1.12 Fault procedures and reporting ...........oouuiiiiiii i 27
9.1.13 Information ManagemMENT ...........ciii i 28
1S T I B T = I o = Lo L U o PP 28
9.1.15 Confidentiality and classification of information........................ 28
9.1.16 Relationships with essential SUPPIIEIS...... .o 28
9.1.17 AdmInistrative ProCEAUIES ..........uuii i e e e e e eaaa s 28
9.1.18 PRYSICAl @CCESS ...eeeiiiiiie ettt e e e e e e et e e e e e e e e e ee e e eaeaeenee 28
8 B e B L= o) (= = o ot SRR 29
9.1.20 Operational continuity and €MErgenCIeS ........cccceieiiiiiiiieeeeeeee e 29
9.1.21 Emergency evacuation and re-entry ............cooi oo 29
9.1.22 EMEIGENCY ENIIY ... 29
9.1.23 Key performance iNdiCators .........ccoooieiiiiiiii e, 29
9.2 Performance criteria — message handling..........cccooooooiiiiii 29
10 General Principles, Leadership, Governance, Management, and Staffing...............c.c...... 30
O R 7Y =T 30
10.2 Governance and Strategy ........cci e i 30
10.3 Legal and operational SEI-UP .......cciiiiiiiiiiiicc e 30
10.4 Management SYSTEM .......oii it e e e e e e e e e e e e e e e e e 30
10.5 SHAITING .t e e e e e e e e 32
10.5.1 GENEIAL.... oottt aaaantannrannnnnnnnnn 32
10.5.2 Security screening and VEHING .........oooiiiiiiiiii e 32
10.5.3 TrAINING. ... c ottt ettt e e nnnnn e 32
Annex A (informative) Typical ARC layout category I.........cccoiiiiiiiiiiiisiniisre e 33
Annex B (informative) Security and technical implications of remote access to ARC data......... 34
B.1 (7= 1= - | 34



BS EN 50518:2019+A1:2023

EN 50518:2019+A1:2023

B.2 Levels Of @CCESS ....ciiiiiiiiiir it ————————— 34
B.3 Access to the system........cciiii s ————————— 34
B.4 Authorization for facilities .........cccoiimiini i —————— 34
R T 7= - - | N 34
= VoY oY o | N 34
o T o | 35
B.4.4 Creation of @ NeW reCord ..o 35
B.4.5 Confirmation of changes made..........ccccciiiiiiiinni e ———— 35
B.5 Placing a system on test ... —————— 35
B.6 Password management ... 35
Annex C (informative) Alarm management system requirements...........cccccccminiiiennnninnenn,. 36
C.1 Structure of an AMS ... ———————————————— 36
L3R g B €71 =T - 36
C.1.2 Interface for interconnection wWith RCT (IRCT)..eerirrimmrinnimmminninnisrs s 37
C.1.3 Interconnection with other AMS’s (joining module) ........ccccocvviriniinrinnin e 37
C.1.4 Communication Module..........ccccimiiiiiiriniir i ——————— 37
C.1.5 Information MOAUIE ..........ccceiiiiii i ————————— 37
C.1.6  User Interface.......cccoiiiiiiiir s 37
C.2 FaUIES . 37
(O3 B € 7Y =T - | 37
C.2.2 Fault deteCtion ..........ccciiiiiiir i ————— 37
C.2.3 Avoiding faults in manual data entries ...........cccccviiimiinni e ———— 37
C.2.4 Presentation of fault information............cccciniiiiinni e ————— 37
C.3 =TT Vo = 38
C.3.1 Message acknowledgement .........c.cocceiiiimninii e ————— 38
(O T Ty 4 T 0 01T =TT T [T 38
C.3.3  Fault MESSAQES....ccciiiieiriiiiir it 38
C.3.4 EXpected MESSAYES ....ceviiiierriiiiirriiiiirs i 38
C.3.5 Other received MEeSSAGES ........cvviriiiiirriiiiir e 38
(O3 T T 1 T == T = o 1= 1 38
C.3.7  INPUL Priorities .....cooiiiiieiie s e mmm e e e mmnn e e e s 39
C.3.8  Alert indication .........cccceiiiiiirinir i —————————— 39
C.3.9 Message aCCePtaANCE........ccciririimrriiiiir e 39
(o} Information to be presented............. i —————————————— 39
C.41 Information to be presented relating to messages.........ccccvvimrrinninnnn s 39
C.4.2 Information to be presented relating to fault information received from alarm systems40
C.4.3 Failure of the means of presentation of information..............cooooiicciii 40
C.5 [0 T o T 11 ' 40
C.5.1  GENEIAL ....ceeiii et 40



BS EN 50518:2019+A1:2023

EN 50518:2019+A1:2023

C.5.2 Time stamps for logging.....c.ccccvceriiiimriiir i 40
C.5.3 Master datalog (LOG M1) ..o s s s 41
C.5.4 EVENLIOG’S wuueiiiiiiiiiiiiir s 41
C.5.5 ACCESS lEVEIS .....ueeiiiieii it —————— 42
C.5.6 Access to database..........cccceiriiiiriniir i ——————————— 42
C.5.7 Access to alarm management SYStem ........c.cccceriiiinrinin e ————— 42
C.5.8 Access to alarm management system configuration data............cccccviinriniinninsinennnsene, 42
C.5.9 Access tolog data.......cccocivmriiiiininii i ————— 42
C.6 Monitoring of interconnection with the receiving centre transceiver...........cccccvivvrnnnns 43
BibliOgraphy ..o ———————— 44



BS EN 50518:2019+A1:2023

EN 50518:2019+A1:2023

European foreword

This document (EN 50518:2019) has been prepared by CLC/TC 79, “Alarm systems”.

The following dates are fixed:

+ latest date by which this document has to be (dop) 2020-02-06
implemented at national level by publication of
an identical national standard or by
endorsement

+ latest date by which the national standards (dow)  2022-02-06
conflicting with this document have to
be withdrawn

This documents supersedes EN 50518-1:2013, EN 50518-2:2013 and EN 50518-3:2013.
EN 50518:2017 includes the following significant technical changes with respect to EN 50518-1:2013,
EN 50518-2:2013 and EN 50518-3:2013:

— referenced based standards were updated to the latest versions;
— definitions were updated;
— the scope was extended to include fire, access, CCTV, social alarms and other alarms;

— two categories ARC’s are described, category | and category Il. A category | ARC will be
designed, constructed and operated to a higher standard with respect to construction, security
and integrity than a category Il ARC;

— a chapter was added which describes the management tools that shall be in place in the ARC;

— an informative annex was added which describes security and technical implications of remote
access to ARC data;

— an informative annex was added which describes requirements for an alarm management system.

This revision was prepared to bring the procedures up-to-date with current technical developments, taking
account of changes in the basic standards and the experience gained in the use of the standard.

European foreword to amendment A1
This document (EN 50518:2019/A1:2023) has been prepared by CLC/TC 79 “Alarm Systems”.
The following dates are fixed:

+ latest date by which this document has to be (dop) 2024-03-27
implemented at national level by publication of
an identical national standard or by
endorsement

+ latest date by which the national standards (dow)  2026-03-27
conflicting with this document have to be
withdrawn

Amendment 1 to this standard makes miscellaneous changes to clarify what qualifies as an acceptable secure location.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. CENELEC shall not be held responsible for identifying any or all such patent rights.

Any feedback and questions on this document should be directed to the users’ national committee. A complete
listing of these bodies can be found on the CENELEC website.
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Introduction

This European Standard applies to all Monitoring and Alarm Receiving Centres (MARC'’s) that monitor
and/or receive and/or process (alarm) messages that require an emergency response.

The abbreviation MARC describes the full functional scope of a Monitoring and Alarm Receiving
centre. In all existing EN 50131 series under CLC/TC 79, “Alarm systems”, the abbreviation ARC is
used. To avoid confusion and to achieve consistency in terminology the abbreviation ARC will be used
throughout this standard, where MARC is equivalent to ARC.

The function of receiving, processing and initiating response actions by (human or non-human)
intervention is not limited to only those messages as generated by Intruder and Hold-up Alarm
Systems (I&HAS). The whole series of standards under CLC/TC 79, “Alarm systems”, encompasses
video surveillance systems (EN 62676), social alarm systems (EN 50134), access control systems
(EN 60839-11) and audio and video door entry systems. All of these systems can send information,
including alarms, to one or more ARC'’s for further processing, evaluation and intervention.

Alarm information generated by other systems such as fire detection and fire alarm systems, (vehicle)
tracking and tracing systems, man guarding or telecommunication network supervision is regularly
transmitted to one or more ARC'’s for further processing, evaluation and intervention.

In all of these circumstances, criminal action and/or emergency situations can jeopardize the safety
and security of people and/or properties. The central locations where the receiving, processing and
initiation of intervention take place should comply with the requirements of this standard.

Figure 1 shows the chain of events of the total alarm process.
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Figure 1 — Chain diagram of the total alarm process

It is noted that this European Standard cannot supersede any legislative requirements deemed
necessary by a National Government to control the security sector on a national basis. This standard
cannot interfere with all those items that are regulated by (inter)national regulations concerning
external services (for example water, waste water, fuel supplies for gas and/or oil and mains power
supplies).
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1 Scope

This document specifies the minimum requirements for monitoring, receiving and processing of alarm
messages generated by alarm systems taking place as a part of the total fire, safety and security
solution.

For the purpose of this document, the term “alarm” is used in the broad sense to include fault, status
and other messages received from one or more of a range of safety and security alarm systems such
as but not limited to fire detection and fire alarm systems, fixed firefighting systems, intrusion and hold-
up alarm systems, access control systems, video surveillance systems, social alarms systems and
combinations of such systems.

This document gives requirements for two categories of ARC, category | and category Il. A category |
ARC will be designed, constructed and operated to a higher standard with respect to construction,
security and integrity than a category Il ARC.

The categorization is determined according to the type(s) of alarm messages handled.
Category I: ARCs handling messages from security applications:
— |1&HAS’s;

— access control systems;

— VSS in security applications that require an emergency response (for example loss prevention);
— people monitoring, lone workers and object tracking systems for security applications;

— alarm messages handled by category Il ARCs;

— combinations of the above systems.

Category Il: ARC’s handling messages from non-security applications:

— fire alarm systems;

— fixed firefighting systems;

— social alarm systems;

— audio/video door entry systems;

— VSS in non-security applications (for example traffic flow);

— people monitoring, lone workers and object tracking systems for non-security applications;

— lifts emergency systems;

— combinations of the above systems.

The requirements apply to ARC’s (whether established in single or multiple sites) monitoring and

processing alarms generated by systems installed at other locations and also to ARC’s monitoring
solely alarms from systems within their own site.

The document includes functional and specific requirements supporting the services of an ARC.
The document does NOT apply to:

— alarm systems used for non-civil purposes;

— alarm systems for medical or health applications.



