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Intellectual Property Rights 
IPRs essential or potentially essential to the present document may have been declared to ETSI. The information 
pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found 
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in 
respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web 
server (http://ipr.etsi.org). 

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee 
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web 
server) which are, or may be, or may become, essential to the present document. 

Foreword 
This Technical Specification (TS) has been produced by ETSI Technical Committee Electronic Signatures and 
Infrastructures (ESI). 

The present document is part 1 of a multi-part deliverable specifying Signature Policies as identified below: 

Part 1:  "Building blocks and table of contents for human readable signature policy documents"; 

Part 2: "XML Format for signature policies"; 

Part 3: "ASN.1 Format for signature policies"; 

Part 4:  "Signature validation policy for European qualified electronic signatures/seals using trusted lists". 

Modal verbs terminology 
In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and 
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of 
provisions). 

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation. 

Introduction 
A digital signature is always used in a context, either implicit or explicit, e.g. as part of a business process.  

That context can impose various types of requirements such as requirements related to the application and/or the 
business process for which implementation of a digital signature is required (e.g. which document(s)/data, in which 
steps of the business process one would need to sign and how):  

• requirements influenced by legal provisions associated to the application and/or business context in which the 
business process takes place (e.g. the level of assurance on evidences and the longevity of such evidences);  

• requirements on the actors involved in the creation/validation of signatures; and/or  

• requirements linked to the technological environment in which the process takes place. 

NOTE 1:  Regulation (EU) No 910/2014 [i.1] defines the terms electronic signature, advanced electronic signature, 
qualified electronic signature, electronic seal, advanced electronic seal and qualified electronic seal. 
These electronic signatures and seals can be created using digital signature technology. 

NOTE 2:  When not stated otherwise in the present document, "signature" denotes "digital signature". 

http://webapp.etsi.org/IPR/home.asp
http://portal.etsi.org/Help/editHelp!/Howtostart/ETSIDraftingRules.aspx
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Implementing digital signatures into a business process very often implies considering more than one signature to make 
a transaction effective or to give legal validity to one or several documents. Those signatures can be parallel and 
independent over the content (e.g. such as those of a buyer and seller on a contract); or enveloping countersignatures 
where each countersignature covers both content and all previous signature(s); or not-enveloping countersignatures 
where each countersignature covers previous signature(s) but not the previously signed content; or a mix of such 
signatures. Since very complex situations can arise when considering multiple signatures, specific requirements on their 
sequencing and respective scope in terms of data to be signed needs to be considered to ensure their correct 
implementation into the concerned work-flow. 

There needs to be some way of expressing all applicable requirements into rules for creating, augmenting, and 
validating a single signature or a set of signatures in the context in which that(these) signature(s) have been applied so 
that the concerned parties, signers and relying parties, can abide by the applicable rules. 

The purpose of a signature policy is to describe the requirements imposed on or committing the involved actors 
(signers, verifiers, relying parties and/or potentially one or more trust service providers) with respect to the application 
of signatures to documents and data that will be signed in a particular context, transaction, process, business or 
application domain, in order for these signatures to be considered as valid or conformant signatures under this signature 
policy. 

The establishment of such rules into a signature policy results from the need: 
 

• to document the decisions resulting from an analysis driven by a business or application context on how the 
concerned signature(s) needs to be implemented to meet the needs of the specific business application or 
electronic process it(they) support; and  

• to specify the means for the creation, augmentation or long term management and verification of all the 
features of the concerned signature(s). 
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1 Scope 
The present document defines the building blocks of signature policy and specifies a table of contents for human 
readable signature policy documents. 

2 References 

2.1 Normative references 
References are either specific (identified by date of publication and/or edition number or version number) or 
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the 
reference document (including any amendments) applies. 

Referenced documents which are not found to be publicly available in the expected location might be found at 
http://docbox.etsi.org/Reference. 

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee 
their long term validity. 

The following referenced documents are necessary for the application of the present document. 

[1] ETSI EN 319 142-1: "Electronic Signatures and Infrastructures (ESI); PAdES digital signatures; 
Part 1: Building blocks and PAdES baseline signatures". 

[2] ISO 19005-2:2011: "Document management - Electronic document file format for long-term 
preservation - Part 2: Use of ISO 32000-1 (PDF/A-2)". 

[3] ETSI TS 103 172: "Electronic Signatures and Infrastructures (ESI); PAdES Baseline Profile". 

2.2 Informative references 
References are either specific (identified by date of publication and/or edition number or version number) or 
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the 
reference document (including any amendments) applies. 

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee 
their long term validity. 

The following referenced documents are not necessary for the application of the present document but they assist the 
user with regard to a particular subject area. 

[i.1] Regulation (EU) No 910/2014 of the European Parliament and of the Council on electronic 
identification and trust services for electronic transactions in the internal market and repealing 
Directive 1999/93/EC. 

[i.2] ETSI TR 119 001: "Electronic Signatures and Infrastructures (ESI); The framework for 
standardisation of signatures; Definitions and abbreviations". 

[i.3] ETSI TR 119 100: "Electronic Signatures and Infrastructures (ESI); Business Driven Guidance for 
Signature Creation and Validation". 

[i.4] ETSI EN 319 102-1: "Electronic Signatures and Infrastructures (ESI); Procedures for Signature 
Creation and Validation of AdES Digital Signatures; Part 1: Creation and Validation". 

[i.5] ETSI TS 119 312: "Electronic Signatures and Infrastructures (ESI); Cryptographic Suites". 

[i.6] ISO/IEC 27001: "Information technology -- Security techniques -- Information security 
management systems -- Requirements". 

[i.7] ISO/IEC 27002: "Information technology -- Security techniques -- Code of practice for 
information security management". 

[i.8] ETSI TS 103 173: "Electronic Signatures and Infrastructures (ESI); CAdES Baseline Profile". 

http://docbox.etsi.org/Reference

